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e | i o |

23 Exknw JERE
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Rt T 5w 7 2@ IR L £ 7 EHRE L CEROMLE 7 Windows 1 X2 M & B4R L |
Facility & Severity ##% /€ L £7, (Hinemos T, Critical #~ v I &ML 3554
(Zi%, Critical Z3®@R L %7, )

Windows DA X2 MNER] :  Facility (FE5I) : Severity(L-L)

24 NTSyslog D& E LB

{1

ZOBEL, TEAE7 Y v 7 LEERIS, TRV VA MUICHERShET, RED
BIkS W E, B 7 BREESNRONOTER L TIZEN,

Application :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Application
Security :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Security
System :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥System

25 NTsyslog D7 A VA BRETEHINDHLI ALY

AL R 27 Vw7 LTHEAT a2l £7,
[Zy Fr— 2] [EFHY — ][ — ] 2RIR L F7,

FHAED WG REY AN
=B PORFE = -

s

26 —vR¥ATOS
NTsyslog % FiE#Eh L £7,
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T, v %=V % D syslogng (25 L THRELEHEZITWET, 2Ok EIL. Hinemos
YA =T xRNy r— (ver. 2.4.0 LIFF) ICEMETWD rpm K Y syslogmg &1 A
FN—/V LIS BIIARE T,

letc/syslog-ng/syslog-ng.conf ZLL T D L 5 IZHRE L £7,

options { sync (0);

time_reopen (10);

log_fifo_size (1000);
long_hostnames (off);

use_dns (no); — use_dns (yes);
use_fqdn (no);

create_dirs (no);

keep_hostname (yes);

stats (86400) ;

27 <X —V % D syslogng DHRELE

2.6. SNMP Service Dt r7 v

Windows ECSNMP =—y = h2EMESH L Z LICLD, CPU, AEVEHDY V—
AEREEBEST A2 ENAREEL D £9, 22Xk Y. Hinemos @ SNMP BEARMEHE 2 fiF
3252 ERAEEICZ2 D 77,

LU CiX Windows OFEHE SNMP =— Y = haty N7 v 7T 5 FIEEZRLET,

1. [y hra—n 3% u]-[Fa T a0EME IR 28R L E4,
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2.

3.

29

(=8 Y—1L]Z22 V7L,

ey -P5E Funtime Ervvirnnment B0 Lipdatn T X

= Lhaphis Version 150 i
& Wrilities and SDK for UNDi-based feolications #T
15 Werndoms: Resoures Kil Tooks L

1S20ME
J1TME
FHOME
1886MB

[Winodws =t > AR —3% o b DB & HIBR] 228 U £,

(Windows Tl =30k 04 -F

Wirndows Tl =22k
‘Windows (J0At=30 FEBNRRGRERT 2T,

o 27 - ABAT L, BT RDFxoy
m ‘ At rp e G P e e

mmw iﬂ')?ﬂbtﬂ‘&! W

L= 1.-!-03?
o E= A= g 20M8 ]
@UE-HENE a5 ME

» Eh = HENEOER LLE I
e |

IRER 2-—!?*&‘.«!«3!-')-5 1 =T AR EL UMY SE Ay - RPN T

ERGT 2OMEDSH 44 ME

AT (AT 100616 MB. m

< ERE XA KAl

EREE_A VN

BF 1yl Ak ’Z’J'JJCLI ABNIE RS B — s PR A TR E e T EDF 12
TJD 13, Tt S A b —leN S e aRUET Tm—F 0 HEEF LS00
’zﬁ-r@‘é[dl Efﬂﬂ] ’z')‘J;CbU?‘é

EHEER W) I TR O
0 gy 77 b F=tim JU=2 T2—Ts 25 MB ]
1 [ 794 b =i 00 MB
OEUEM)EQZI/‘I" ?)F
b b

[#]
O § s - oy - 12M8 5

SHER AwbD-h PN AOPITEToARIRL. AebD -8 - T-0RF -LalliiiE
FAT -V b Eh ThES.

HERT A S E- 53 MB SERELD)
= AN 08424 MB [ o |
bl

28 SNMP~=—Y =z by b7 v

Widnows =2 >R —3 > kDB & BIER

[FEAR]IAR 2 2T LET,

[fiiZ x> hU
[Windows =t > iR—% > k7 4 H—

X 30 Widnows 22> R—3R > DB & Bk 2

— BT a a2/ L(SNMP)=F = v 27 L, [OKIRZ v EZ#H T LET,
RITRA~IZ#HT L ET,

A VA M=V OiEFE T, Windows @ Disk #Z:R I 2548121, @Y7 Disk 2 A
AOKIZH# T L ET,
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AVAR=ADRET LES"ET" 27 v 7 LET,

8. [zrv huo—n x| [EHY — V][ —ER]ZE8R L, SNMP Service |23 T
FI2 Voo [Tanxs )z@IRLET, Y47 ursBnErnankzs, (x0T 1]
TR LT 7EE0,

{I—A) T/E1—%) SNMP Service OFOAT( [2]x]
28 | ooty | @iE | T-9zuk| 50y tEauToc | immesin |
W By ERE TR
ey Iy e P )]

TEaTTq K= [
public B AN M-

REE. | EKBE

& FATOHRA NS SHMP [rs FERRHTIHR G
— CNBOAA NG SNMP My PRGSO

Em | FEn | Bipge |

ok | wetn | mmw |

31 SNMP #—tE 207 a7 4

9. ZIIHF52I2=7 44T, Hinemos v3*—Y ¥ TRELTWDHAI2=T 14
(77 #/ ~ TlX public), SNMP /37 v F &% 17 H 5 A A MMZ Hinemos ¥ (% —
X DBRAMERLZ, IPT RLRAZRELET,
10. Windows 7 7 A 7 7 #—/L CSNMP R — U > 7 (udp 161)2@IEAIRETH D Z L &1
RBLET,

27. VYV —REREERT -DHDRE

Hinemos ®» V YV — X B H M ue - M & MM CTI1X. SNMP o
UCD-MIB(1.3.6.1.4.1.2021) % ] L T, MeEfEs B L CW\ET,

L72>L Windows FE#»D SNMP —— = > %, UCD-MIB(1.3.6.1.4.1.2021) % ¥ 78—
FrLTWEHA, 2 THinemos TliX, SNMP =—> = > F2PLET A2 LT, U YV —
AR OBSZER L THET,

SNMP =— 2= > b & BT 510 OREE, =V =y h A VA h—F LT bILE
9, Hinemos =—Y = h& A VA h—EF, SNMP =—Y = bORhrEty FT7 v
TTHEGEE, FEITLYA NI ORELZTLHLERDHY £7, (Z0HAEDH SNMP
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Service &1 VA F— )L L TEBLILERHY F£9,)

SNMP —— ¥ = > b OJRERE FIEIZ TRo@E Y TH,

1. SNMP Service #JL3ET 5 72O DFRE
WETA7-OODLLZ LY A FUICESELET,

& — {HKEY_LOCAL_MACHINE} — {SOFTWARE} — {HinemosAgent} —
{SNMPExtAgent}
487 Pathname
FHXR REG_SZ
7 —% C'¥Program Files¥Hinemos¥Agent2.3.1¥1ib¥
HinemosSNMPExtAgent.dll

32 SNMP =— V= ¥ MEROTHOL IR M I RE 1

FRETEEGE LIV YA MY F—%, SNMP Service #HiiET A= —T = b & LTHE
#& L E£9, SNMP Service |Z. Tit® ExtensionAgents UL FIZHEiE=—T =2 b
(DLL) ##ETAZ& T, SEIERMIBIZHIGTHZ ENTEET,

X — {HKEY_LOCAL_MACHINE}—{SYSTEM}— {CurrentControlSet}—
{Services}—~{SNMP}—{Parameters}—{ExtensionAgents}

44 Hij Hinemos_agent

FHIH REG_SZ

7 —% SOFTWARE¥HinemosAgent¥SNMPExtAgent

33 SNMP =— V= ¥ MEROTZHDO L PR b U RRE 2

2. $LE DLL OF &
32 SNMP=— = o MMEEDOT- OO LA RNYERE 1 TRE LB LEH
ODLLAZEE L T FEV,

3. SNMP Service O F )
[Zy Fr— R [EE Y — V][ — B A] &38R L, SNMP Service % F L)
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LTLZEN,

28. TNARBETOYY—RBEREZERTH-ODHRTE

Hinemos Tl&, T4 A7 « X T —27IZOWT, T /5 ZAHN OVEREE %2 B - B
THZENTEET, T/ ARMOMRBMEZ TGS 2720121X, VAT FUIFHRIC, —
RDOTNA ZNEHE B L TBLBERZHVET, 22T 74 A7 - Ry NT—I1F
WA BEART 27O E R FNRIZ DWW TR L £ 7,

® T AU IEROBEITIE

Windows / — FD7 4 A7 fFMEEH T 27201213, T 4« 27 OfFHzE Y R
CRVIZERETHIMNENDY ET, ZhUC XV, BT ¢ A7 BN CHEREME & B
THZENTEET, TDOEIITL T, W7 4 A7 OfF#HA Y AT b U IR
LTL7EEN,

1. 5314 A2 INDEX
A RTATOHEEE1E LT, UBET L7 7y NOIERE TINE L7-{Ex AN
LTLFEEY, (CRIATDOHEE3. D RIATDHEE4L0ET,)

2. TNA R4
RIA4TXFEANLTLEEN, EEOLAHIZRET D Z LENAHETT,)

3. T A AR
“disk”& AL TR S

® NIC {EH OGS 1k
a—Wew=a T [4.4.1. 7 — RIEROER  NIC [HFHROBER ] 25T
TEW,

3% Windows 2000 Advanced Server D7 4 A7 1§ =R T 556
Hinemos T/, Windows /— KOF 4 AV %, N7 4 —v AE=HF Okl
TAARIAT =27 FEVEGLTWET, Windows 2000 Tid, w7 4 A7 47
V7 MIETAIERIIFEIT 74V FTHE 7 Lo T0DH 28, Tita~vy REE
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TLTCAVIZEFTE L TR LERNHD £7,
(% : http://support.microsoft.com/kb/253251/ja)

# diskperf -YV
34 WMBETARIAT V7 bt riitbavr R

29. SQLERD=HDEEE

Hinemos TEHRZ1T 5 72D121X. UV E— + 7225 RDBMS IZ#i TE AL E R H D F9,
PLUF T, Windows ETREIZA A h—/L & T 5 PostgreSQL (235 T, SQL AR
ZRREICT B A2 R LET,

A7#E : Windows Server 2003 (Z postgreSQL 8.1.3 7’1 > A h—& N T\WH & LET,

1. [7m 277 A]l—[postgreSQL 8.1]1—[##xk 7 7 A /] —[postgresql.conf D] % R L
ij—o

Tl F s LT 3
LD WD A
ol NELRERE
5 Lk [T =
locahast what [P addressies) to kiten on;
10
ey
2 -
o777 octd
&0 14600, i snconds
oft
ot
Pt
on
off
o
read committed
™ default_tarsaction_resd_... off
I saavch_path ot puble: schoena rames
I staternant_timecut a 0 dissbled, in millssconds
I trarmaction_jsolation
I tranzaction_rad_orly
™ australan_tmeazones off
I chent_erwonireg sl_aci ctuaby, defats o databie
™ Datastyle
I avtea Aozt st n 15 maw 3 -1
9 | o
E-Program v cand y

35 PostgreSQL DREF A T/

2. [listen_addresses] Z 4R L[F[HE]F = » 7 % AL, “localhost” % 7*" |2 E & #i 2 . [OK]
7 Vw7 LET,
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7.

B listen_addresses”™ Bk OSRE

D)t I
[ |”‘
mEvIE |what 1P addressies) to listen on;

listen_addresses
HF7 U Connections and Authentication / Connection Settings
JT4 A Postrnaster - 4 —) R %S

Sets the host name or IP addressies) to listen to.

7 ot

36 PostgreSQL DHEF AT T 2

[7 7 A NV URAFI IR U, W=7 ¢+ Z 2P £7,

[7'v 7' Z Al—[postgreSQL 8.11 =[5 7 7 1 /L] —[pg_hba.conf D] &R L F
R
FWT 7B AT A DT =T N H—FFTOLVa—RaZT7Nr ) v
LET,

S pefdmin I - SsHIY K PHEAZER 174

TrLE REE AT

= A

FohE [F-sn- [3-4- [iP7EL2, (x5 [47vay |
™ host— all 4l 127.0.0.1/32 mds

[~ host al all :1/128 mdS

|

4 B
C:¥Program Files¥PostgreSOLES. 1¥data¥pg_hba.conf GERENEHN £

37 PostgreSQL DHREF AT 3

BIWT= %4 7 a2, hinemos ¥ 3% —Y ¥ MLt DB ~7 7B AA[gEL 72D K H1Z
REZITVET,

RPN e ]

Tk ~

7 [host =]

Fopr-z [ El
2—H— |h\nernus j

P FELA [152.168.0.0/24

Fin [rust =]

FT e |

o | o ] _swm |

38 PostgreSQL NDHREF A TR 4

[7'v 7 A]l—[postgreSQL 8.1 =[#kD VYV v — K227V v 7 LE7,
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Windows 7 7 A4 7 U 4 —/L D
BEThHOHZ LR LET,

B

PR T, PostgreSQL DiE{E AR — k(tep 5432)73i8{E Af
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3. Windows fRT—> x> FDFHIFREIEE TIPS

REITIL. Hinemos =—Y = b+ ver2.4 for Windows #5425 L TOHIRE ., &
OHIFBZFEFNIT 5720 TIPS 2 ZH# L £,

3.1. TaJEEHEE
3.1.1. PaJEBEREDFIREIE

(1) 77 A NVEERITFIHTE £ A,
Hinemos TiL, ¥z 7EHERE Y 7 A MIEIEIZ ssh 71 ha v ZFH L THOET,
Linux fi=—Y = FTiX, 7 7 A LV DE[E LT ssh 7 —F > (openssh) ZFH L., 7
7 ANVDOERENE T, ssh 7 747> hopensshhDa~ > REFITTHZ LIk, 7
7 A NVERIEHERE R FEBLL TV E T,
Winodws R CTOXISIZOEE L TE, BifEssh7—F L, ssh 7 747 k., Java
D ssh 7477 V7 EIZOWTHRAEETT> TOET,

(2) FTa—VEEET L LITTEEEA,
Hinemos ¥ a 7 EHEERECIX, ¥4 7 a0 JICF T2 —VFEHEL T, #7752 &
PAA[RE T 2%, Windows IR T=— = > b Clk, EFCHERIZY A — F &9, Windows
fRr—Y = FEFTL TN D 2—H D

F3 7D
L
L]

FERE 37 - F|BTRE| BuRoie

Aa-7 P
Aa—7ME

® 2T — FTRF

O ERRTTE2T/— FERRY b54

EBITYF
A ——
e VaTr—Vay R L ERET
BT
HVEENDH D,

39 VaTlREFAT S
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Windows filt=— = > MIBWTHEITA—Y & 87 5 HEIR THRIT % 7260 O [l
THEZOWTIRRE O”Y a 7 EBERE TIPS T TR L £ 9,

312, U3 JEEEEED TIPS
Widows L CTHHZ—HFTEITLTNDL 70T T A0 BO2—FHERTTr /7 Ak
FATT L 729I2IE, runas.exe 2~ FA—KAYICFI SV EF, LAL. runas.exe 2+

v F% Hinemos CTHIATA7=DICLLFD 2 >ORERH D £97,

1. BIMERCHEIT LT 7B RADK T 2o TR T LA,
2. F7uatADOKTIREELZ Hinemos ¥ 32—V ¥ [CIRT Z L TE AR,

1. X, Va7 Ry haE{TLZE X2, runasexe N7 0B RA52 7 3 —7 LIZEHBITK
T4 25720, KROEITHEML 725 X% runas.exe D7 2 ADKT - Hkiky

a7 MBABLTCLE D MR H L Z LA BERLET,

2. 1%, runasexe X, LD X 52, +70 AR T+ —7 TTENITKR T E2IETT-0,
TR EAREERTLTHLZOK TREZRX—V X IZHBAT L2 ENTERNE NS
ZEEBWLET

AHIRIZEOBER THREET 5 Z ENTEEHAN, FIHAFIEICE > TUIFFR RN DM
nEHA,

1. BEOYa7oxy 7 LTHWD, Va7 xy hOREROY a 7708 KD
IKAFBILR D R CT o D BN NI I WD, ZO84A . runas D7 282D
EITRERIT DL O RN FERITA X eI L Te ZEMREZITOEO T
RPMETT,

2. runasx'b\W9H 7 U=V 7 NEFIHT 5,
runasx (ZIX, F7BEARKTTLET, BHEZETLRVWEWI F T a )
bV ENEENTL22LT . VaryRry Fr2ER LI LB EEISEDL 2 LN TE
F9, AL, runasx Z HWZHEIZIE, TREOHIKINH Y £7,

A2—=YTHY L FONAY — REEHERRE LR TR 60
F7u RO TIREZ PG TS 20

1 http://www.anikun.net/software.htm”?>H # 7 > 7 — RN a[§E
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C:¥hinemos_agent¥runasx¥runasx.exe /wait /user:test_user /password:test_pass notepad

40 runasx OF|HAT S bat 7 7 1 /L4

3.2. EREIEHEE
321 ENREEOHPEEE

1 B—FR7RL—UZ2EETHZ &R TERN
Hinemos ® U ¥ —AEAR G, SNMP @ UCD-MIB(1.3.6.1.4.1.2021) % F|H L C,
PEBEME 2 Ui LTV E 9, Windows (23132 U Y —RERCIL, HIRFHEE LT, =
— RT7RVL—VERETHZENTEETA, BAEMIZIE, TRROBEH LR £9,

n— R7 R L= 150
n— R7RL— 5 5
17— R7 R L—3 15 53

Hinemos % AT, Windows O — K7 XL — U AT 25 5L LT, SNMP B
WEFHTLZ LA TEET, HOST-RESOURCE-MIB 76, ik 1 5o — K
TR =V OWHE (BALE%) 2BGT 252 &R TEE T, SNMP EE#lIC T,
hrProcessorLoad (OID : 1.3.6.1.2.1.25.3.3.1.2.1) #{EEL T 7E I,

2 B RNT A TRz T-54E . SNMP Service DO E) 2N M5
UL—=NRNTINT 4 A7 2 LB RE, B N7 A4 70827254813, SNMP
Service & FHLENIT O M ENH VY T,

3  syslogng B, 77V r—varn JEROT 4 VE2ERE
Windows / — NIk 5 v VEERZ FZMT 256 ik S d a7 ORBIT M AR
—ANEFENDZENDY 7, 72L& 2L, "test_log” &) SUFEFN E R Lo WS
Wi, 74V H S E LT, 7 test_log.*” CREIEEDOLTFHNZEE) O LI
ETHMLENRDY 7,
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3.3. HEEEEMEE
3.3.1. MEEEEOFIREEIE

3.2.1 TR~ L 912, Windows D2 — RT7RL—52WGT 52N TEEHA, D
7-% . Hinemos OMEFEEFSEETIL, m— FRT7 XL —T DU T X A AFER, FEREERIN
ENTEETA,
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