Appendix: List of events which Linux Kernel State Tracer records
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Eventiype [hex] | Calegoly Winemonic Descriplion of events Where o ook Tlename data recorded as "log_argi” data recorded as "log_arg2” data recorded as "log_arg3” data recorded as "log_argd” remarks
o1 PROCESS_CONTEXTSWITCH Process context switching schedule) kernelisched.c ad?ressvof the task_struct ad?ressv of the task_struct prev. process state(value after prev. process count(value before  [from log_arg3, log_arg4, can determain
Process __ of "prex of "next” switch) switch) why processes were switched
02 management ESS WAKEUP WAKEUP ry To_wake_up(] vallue of "p" in the function synchronous
03 ESS SIGSEND sending signal send sig_info() Jkerelsignal.c value of "sig’ in the function value of " in The function poinfer 1o Tnfo (info]
OCESS L THREADGEN | crealing a kernel thread kernel_thread() Jarchiiasby c—[value of "In" n the function pointer o argument of kernel thread | flag
HARDWARE ENTRY _[hardware entrance do IRQ) JarchiiaB6kernelirg value of "irg" In the function interrupt staius (status]
| TASKLETHI_ENTRY entrance fasklel hi_action(] value of "E>func” in the funcion
P TASKLET ENTRY software entrance fasklel_action() value of "Efunc” in the funcion
BH_ENTRY entrance bh_action() value of " in the function address of action (bh base]
de
int3
overfiow
bounds
invalid_op
double_faul
coprocessor_segment_overrun
invalid 1SS
segment_not_present error_code handler address (edi) error code (esi) exception occurred address (eip)
20 EXCEPTION_ENTRY stack_segment
L alignment check
Exceptions coprocessor_error Jarchiiag6/kernelentry.S
simd_coprocessor_error
debug
general_protection
page faul
machine_check
sprious_interrupt_bug
device not_available device nol avallable
dey dey the number of this exception
device ol avalble device nol avallable hander address
21 EXCEPTION_EXIT i exit i the number of this exception
offer Than above o error_code handler address (edi)
Tecording arguments of system calls /s
30 Systemcals | SYSCALL_ENTRY entrance of system call) Jarch/i386| V.S e number of this system call optional feature
SYSCALL EXIT ot ending of system call) Jarchiiaes) VS e number of this system call oo
FS_DEVA! devics 10 Grealion of requestfor device I rw_block() rw blko uffer (bh) READWRITE (] T of blocks 1o ransfer (nr]
Filesystems  [FS DEVEND of request for device |end buffer io_sync() Jis/buffer.c uffer (bh) Uplodate
FS BUFBUSY buffer busy wait wait_on buffer() ishbuffer ffer (bh)
50 SWAPOUT Swap oul B fry_to_swap_out() Jmmivmscan pointer o page swapped out (page]
51 MEM_SWAPIN swap in B do_swap_page() m pointer o page swapped in (page)
52 DO_NOPAGE mem_do_nopage o do_no_page() m pointer o page allocated (new_page]
53 DO WPPAGE mem_do_wppage do_wp_page() m pointer o page (new page
54 IT_PAGE mem wait_page enirance wait_on_page(] Jmmflemap. pointer o page (page)
55 EM_GET FREEPAGE | mem get freepage B ~get fres_pagel] mipage._alloc.c pointer o page (paddr] /6 of page (gp_mask) The number of page (order) calladdress
56 " EM_GET ZEROPAGE | mem get zeropage o gt zeroed page(] mipage_alloc.c pointer fo page (address] fype of page (gp_mask) call address
57 Y EM_FREEPAGE mem_freepage entrance free pages() mipage_alloc.c pointer fo_(addr the number of page (order) Gall address
58 EM VMALLOGC mem _vmalloc o \malloc() Jmmivmalloc. address (addr) size Gall address
59 MEM VFREE mem viree enirance viree() jmm/vmalioc.c address (addr)
a EM_CACHE CREATE __|mem cache create e em _cache create() Jmmvsiab.c name size cachep
b EM_CACHE_ALLOC mem cache_alloc o lem_cache_alloc() mmslab, cachep flags objp call address
c EM MALLOG mem _malloc o alloc () - Jmvsiab.c Gachep flags objp Gall address
o X E_FREE mem cache free entrance lem_cache free(] Jmmvslab.c Gachep objp call address
Se E mem free enirance free(] Jab, obp call address
60 sending packels enirance dev_queus Xmit() < B
61 interrupt on sending packels |entrance el b action() c h
62 Networking recening packels entrance net_n() o EQ
63 interrupt on receiving packels _|entrance net_rx_action(] , c h
64 E sockel() entrance sys sockelcall Jnel/sockel.c cal args XL 15 recorded as ext of system call
70 SYSVIPC S 1PC functions entrance sys ipc() Jarchiia86/kernelsys 1386:[callfirst second/fird o
80 Tock spin_look(] address where T was call: Tock niine
81 [ spin lock ry look (exi] Spin_rylock() address where it was calle Tock Teturn value nfine
82 I unlock Spin_uniock() address where it was calle Tock nfine
83 Locks I write lock write_lock() . [addess where it was calk Twiocl nfine
84 [ write try Iock (6x1] write_irylook(] address where it was calle Twiocl Teturn value nfine
85 [ read/wite lock write unlock write_unlock() address where it was calle Twiocl define
86 [ readlock read Tock() address where it was calle Twiocl infne
87 Tead uniock Tead_uniock() address where it was calle Twiocl define
a Tun fimer Tt Tun_timer_Tsi(] function address(fn) argument for e
a add to fimer Tt add_fimer() pointer fo fimer list (Tmer) erm Unclion address { argument for the function (fmer-
a Timer [TIM modify timer st mod fimer(] Jkernelimer.c pointer to fimer fist (imer) erm unction address ( argument for the function (imer-
a DEL delefe from fimer Tt del_imer() pointer to fimer fist (imer) erm unction address ( argument for the function (Tmer-
a DEL SVNC delefe from fimer st with del_fimer_sync pointer fo imer fist (imer) erm unction address ( argument for the function (Tmer-
> PORTIN —OUT() or beween _OUTT() and
% - io port output —our2) 6/io.h port width value to output address where it was called inline
El Others G_PORTOUT |portinput lol NG port address/byte width value fo inpul address where it was called fnfne
%2 O_PANIC panic address of argument address where T was caled
93 O _PRINTK printk address of argument address where it was called
700 LRST_INIT Progress of LKST process s ini_stage[0-1](] fatus
08 T MSET XCHG [RST swilches the masksels Trst masksel xchg inim old masksel 1D hew maskset 1D pointer o old masksel ponler o new masksel Recorded 2 fimes; before/aft
10 T BUFF_SHIFT LKST shifts the buffers Trst buffer_shifl inine(] old buffer ID new buffer ID pointer o ol buffer pointer fo new buffer Recorded 2 fimes: before/after
Used for automatically shifting buffer.
m U UFF_OVFLOW verrun occurred in the current buffer. kst entry_next() private.h pointer to the buffer f masked, LKST stops it.
9 [KST_SYNG_UID UD sys_"uid(), sel_user() . 5ysc UD pointer o the process @bl or of_dropped log data
a LKST_SYNG GID GD sys gid( o sysc GID pointer o the process lable or of dropped log data
b [KST_SYNG_PGID PGID sys "paid(), sys selid(] PID PGRP pointer o the process lable Session leader flag or of dropped log data
c LKST_SYNG_TID ynchronization with TID sys_gettid) Jkernelfimer ¢, sys.c TID(pid) pointer to the process table or of dropped log data




