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Close | |2006—DQ—16 15:23:18.0 Ping destination host unreachable.

[DMZ  [edit/ delete [Windows-Server [[92168.0.10 [120 [ SnMPwI [ 120 GNMP Detets) | —— [ —=[ == 123
|2UUI3-EIQ—16 15:23:18.0 Ping destination host unreachable.

[DMZ  [edit/ delete [Linux-Server  [182168.0.2 [1z0]  smwPwi [ tzoenmPimctets) | — [ [ iz

|2006-DQ-16 16:23:24.0 Ping destination host unreachable.

[Site=B [edit/ delete [Glient BO [foaan [==[ s | —tesR) | [ —=[ —[iz
Isne—e [edit/ delete [Glient B fonoz [  suwew | —MosmwR) | [ [ iz
ISite—El [edit/ delete [Glient B2 foooz  [—[  suwen | —gasr) [ [ [ =iz
IDMZ [edits/ delete [Firevrall [faz16803 [ —[  suwew | - (o SNMP)ITITITIE_

| o

|11 5| AN Alarm Confirm |

e] L Alar m 3 ( -
|§|Linux—s.awer |192.1aa.u.2 PO02 ERROR|Ping destination host unreachable. | ] |2nnﬁ—09
|§|WAN—Router |192.1aa.u.1 PO02 |ERROR|Ping destination host unreachable. | ) |2006—DQ _

4] | o4l | _'l_l
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(2) /— F Map

Node Map A ==2—% Click L, /—FKMap V4> RUZBE£7,

a Admin ModeManager HostIP=FM 608A24B3DDFE 127 0 0 1 - Microsoft Internet Explorer - Ellﬂ
Made Map I—
Mode List traonnestedia Snane I

(=
Mode Add

All Mode Property List
All Node Tnformation Edi| Scal = 100 %
Alarm View Filter Select Croup |ﬂ‘| T
Engine Connect State
Maintenance

Mode Manager

Logout = —
Cloze @

<J1/1 3| ANl Alarm Confiem

|§|Lmux—sewer fl92168.02 [Po02 [ERROR[Pine destination host unreachsble | ® |2006-n9-161527250
_‘I—I_’I ,E|Winduws-85rver |192 168.0.10 [FOO2 |ERROR|P\ng desztination host unreachable | a \2006—09—16 15:27:18.0 ;I
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6.2 sound 7 7 A v

T h =7 EHIZBWT . SNMP = — = h )25 D Trap Z15° Ping JGEBEA—/R—72 X DT T — A
AR NERHE LT, HEOMP3Y VY K7 7 A M X DWEENEMEZITY 7774 TT,

6.2.1sound 7’57 A v T4 75 DOEE

FAIZH 7= > Tk, JMF(Java Media Framework)/S—< 3 > 2.1.1 L% Windows/Linux7g & O H B
B2 HHH TSun®JMF Home Page (http://java.sun.com/products/java-media/jmf/index.jsp) 5 % 7 > &
— RL. LUAFODjar? 7 A V%77 7 A netifwatcher alarm_mp3sound_x.x.xPlib7 4 L7 bV ([ZfE
THMLENRDHY T,

F72. KT T 741057 F 7' A netjfwatcher @ 0.9.8 LI THZ T,
(1) #E72 jar file
a. jmfjar
b. sound.jar
622 7TI9—LY UV RA=a—

VU MERER Y 2 —FoR, 7T —AIRENT X MRS, T T — A F = v 7 BIRHE IR ATV E T,

£~ NetJFWatcher

File Window Help i Alarm Sound
ﬁ ’ﬁ B Sound Confie Editor l
m i Sound Test I
¥ Sound Stop
7 Alarm Check Start
‘3¢ Alarm Check Stop
R I i it o et o B o

Fw b= R - FE#
NetJFWatcher 1.0
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6.2.3 VUV FEREZEL = —

H v KA =2—»5 [Sound Config Editor)] (2 TH vy Rk ERE = — 52T LET,

mp3 7 7 ANVDOER, T T —LBET AN, TIT—LF =y 7BE - BEIEEREITO B2 —TT,

£~ Net JFWatcher =0 x|
File ‘Window Help - Alarm Sound
i | Tor
1 Top View 52 | =5
i, Ay il P
w7 —OBR - HE
NetJFWatcher 1.0
B Alarm Sound Config =0
Sound MP3 file |.f"p|ugin$,-"netjfwatcher_aIarm_mp3$0und_1 0.0/ z0und/event_Female.mp3 m
MP3 Plaver status IInactive
Blarm Check status IInactive
Sound test |
Sound stop |
Alarm check =tart I Alarm check stop

Sound test RZ AN XV VU REMHERLET,

(T7FNMbEOH T Rmp3 77 AME [AXRCIBEAELELE] ELWVWIOIEFEF7 7 AL TY)

(o RIBENLY B — SN ETHA, VU E— MNEIERHEOZY A L7 7R ELET)

Sound stop R ¥ AN LV VD RIg#E EE LT,
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624 77 —bF w7

TI—LFzy s aEHL, TI—LREICEI DY Y U NIBENEERE AR L £,
ZZTIE SNMP =—V = b aEEI L, Trap XEICED7 7 —oMNIC L 27 7 —ABE 21TV E 5,

D TI7—2rF =y B

Alarm check start R¥ N LV T I —oaF = v Z7HRER BN L £,

£ Net.JFWatcher _ 0] x|
File Window Help - Alarm Sound

5 | M) Mode Manaesr % Ergine E Top

= Node Tree 52| = O ||’ Node List 52 | Node Map | g ed ! 43 X SO0
Q:gh NN ¢ Node Oountl 0 Refreshl

N[ Made Mame | Group | IF Address | Mode reeist. | Last check . | Status

| | i

B Alarm Sound Confie % =0

Sound MP3 file |!,-"|:Iugins;"netjfwatcher_alarm_mpSSoundj 0.0/z0undevent_Female.mp3

MP3 Plaver status IInac:tive
Alarm Check status IP.c:tive

Sound test |
Sound stop |
I Alarm check start | I"darm check stop
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(2) SNMP =— = 2B

SNMP = — = fN—=AXT T  7ZA&E, Trap HEE 2 —&2 R R LET,
EEHT R A% 127.0.0.1 (localhost) & L. Trap send h % 2T Trap 55 LE T,

# MetJFWatcher _|EI|5|
File ‘Window Help - &larm Sound

it A Snmp feent

B fgent Instance MIE 51 | B L A T O
N..| OID Discription | .ol | Malue | Type N
1 sysDescrl 126121110 'LRouter-960304 — WD406-A07 .. OctetString =
2 svsObjectIDO 136121120 brouter & ObjectlD

3 svsUpTimel 136121130 1606675 (0day 4hour 11min fizec.  TimeTicks

4 sveContactl 136121140 Open Matzumoto corp OctetString

5 awaMNamel 136121150 L Router-960304 OctetString

6 swvzlocation 136121160 Tokyo Chivoda 3 Center 3F OctetString

7 svsServicesl 136121130 i} INTEGER

8 ifhumberl 136121210 a INTEGER

9 iflndex] 12612122111 1 INTEGER.

10 iflhdex3 18612122113 3 INTEGER.

11 iflhdexd 13612122114 4 INTEGER.

12 iflndex? 13612122117 7 INTEGER.

/2

1? ifThdee B 13R1T™1 22118 I TNTFGGFR _ILI
A »
@ fgent MIB Auto Count Up/Down | figent Monitor | feent MIB Edit0r| =8

Destination Address P |SNMP Werl LI =
Community Jpublic

Enterprize OID [1.361.41

SnmpTrapID 1.361.6311.410 | iflndes1 (136121221110 =l

fzent IP Address |1 9216804

Additional wariable OID 153612122111 JifIndex.1

Value for additional variable [1 |INTEGER x|

Gieneric-trap |cold8tart L)l - =
Specific-trap m Trap gend I Sdnd Trap Count |—1

<| ot S R I | _}l;l
feent thread status iz active J

(3) T I —LHERIAT RS

SNMP =—> = b2 Trap #XET 5 L. 77 —ABENEHMN T 7 — LR A T o V7 NnEREN
iﬁ—o

= NetJFWatcher . o ] |
File  Window Help - Alarm Satnd

T | mj Mode Manager % Engine uTop
& Mode Tree 53 = ’ENDdeLiStE@INDdeMap| g ! fa X SO

U S R || Node Countl 1] Refreshl i

Nl Mode Mame | Group | IP Addresz | Mode regist... | Lazt check .. | Status

=

£ Alarm detect I x|

Node IP=102.168.04 Level=INFO Code=TO0 Messsge=Trap receive. = -
- Blarm confirm and Continue watch alarm 7

K =5

Jes Ho | . mip =]
- [
Ailarm Gheck status |P|ctive
Sound test | L
Sound stop |
Alarm check start | Alarm check stop L
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6.3MACT FLRFS I A

MAC 7 F LRI 21 ERRT DT T 714 TT,

6.3.1MAC7 RVARA==a—

MAC Address A ==
7,

£ MetJFWatcher

—IZTHESNMP / — FDOA »# 7=—A—F MACT FL AR E 2 —%2FRK KL

File ‘Window Help { Mac Address
&7 | i Mode Manaser f

m = Mac Address Search H W ey
LT B R’ || Node Oauntl F] F{efreshl
= E Default Group
..... ﬂ 10216801 ¢192 1 N.| Mode Name | Group | IP Address | Mode reist. | Last check .. |
ﬂ 1021680100192, i FM-808.  Default Gro.. 19216804 2006-09-17...
D1 MY 7136 921 :ﬂ 192168,  Default Gro.. 19216801  2006-09-17.
5 FM-602A24 520 & DAINWYT. | Default Gro. 19216802  2006-09-17..
T ag 192168  Default Gro. 192168010  2006-09-17..
1 |
%7 Node Discovery 52 l
Start | Cancel |
Start IP Addrezs |1 0216801 End IP Address |‘| 02168010
IF Mode Check Timeautizec) | 1
SHMP RO Community |puh|ic
SHMP Verzion ISNMPW 'I
632/ —F A ¥7x—A MACT7 RKLRARE = —
ik SNMP / — KA v 27 2— A& & F~ L, iPhysAddress (MAC 7 KL &) ¥R #—4 & 1N

L/ji‘a—o
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ndow  Help - Mac Address
Jode Manager  Engine u Top

s Tree 22 ] ENndeListS@|NndeMap| lﬁagﬂﬁ P ¢y = O
g 1T B % || Node Count [ 1 Refresh |

Detault Graup

u 192168014921 .| Node Mame | Group | IP Addrese | Mode rezist. | Last check . | Status |

u 1921680100192, B FM-808. Default Gro. 19216804  2006-09-17.

T3 O MMYTIE 029 i 1927168... Default Gro.. 19216801  2006-09-17..

= FM-808 4248301 CINNY?..  Default Gro.. 19216802  2006-09-17.

= Y 192168.. Default Gro. 192163010 2006-09-17..

Refresh | Socket Client |

=0

N

6.3.3 MAC 7 N L 23R

Mo, | IP fddress | Mod. | ifld.|  ifDesc | it Tvpe | itmtu | itSpeed | itPhysfiddress

i T TeH0E DTH.. la zottware Loopba... Thab i}

2 19216802 DIM. 3 pibdi-1 basiclsDN 1508 64000 0x00000E426C42 ( Fujitsu )
a 19216802 DIM. 4 pibi-4 PPP 4478 129000 0x00000E426C42 ( Fujitsu )
4 19216802 DIN. 7 ssipls-2 primarylSDN 1508 64000 0x00000E426C42 { Fujitsu )
5 19216802 DIN. 8 23iple-3 primaryISDN 4478 64000 0x00000E426C42 ( Fujitsu )
fi 19216802 DIN. 8 34ivZb-1 pRp 4478 1536000 0xO000DE426C42 ( Fujitsu )
7 19216802 DIM. 10 Aiv2h-2 PPP 1508 i 0x00000E426C42 ( Fujitsu )
8 19216802 DIN. | 11 celem-1 ethernet-csmacd 1600 100000000 0x00000E426C42 { Fujitsu }
] 19216802 DiN. | 12 pc primarylSDN 4478 64000 0x00000E426C42 { Fujitsu )
10 192168010 | 192.. | 1 o softwareloopba. | 16436 | 10000000

11 192168010 (192, | 2 ethil ethermet-cemacd | 1500 10000000

\ 0:00023f7990db ¢ Compal Electronics, Incj

N HZ=ID F72iE, RUF—FR (RN F—4) POETLEREFR R LET,

£~ MNet JFWatcher i ] 5
Filz=  ‘Window Help - Mac Address
5 | mj Mode Manager & Eneine ETDp
t Node .. 52| 5|8 Nods List 52 |Node Map | Wopg e 8 83 8 T O
Q:><h % %8| nNods Countl A4 Pefresh |
El = Default Group
ﬂ 192168014 N.| Mode Mame | Group | IP Address | Mode regist. | Last check .. | Statr, = |
E 192162010 &) FM-608.  Default Gro.. 19216804  2006-09-17. I
=5 D1 NNYTHD ZH 192168.. Default Gro.. 19216801  2006-09-17. _|;|
Fu-soaazd || [« | »
25" Node Discovery | [=] Node Interface Mac =08
Vedor ID | Search | Vedor Info | Search | Al Show |
Mo, | “endor 1D | Wendor Information | Al
1 0oooo1 SuperLAN-2L1 —
b o000z BEN iwaz internal usage only, no longer uzed)
3 ooong powerpipes?
4 0000o0c Cizco
B 00o0oE Fujitzu
5] 00000k MNeHT
7 noooin Hueghez LAM Systems Harmerly Swtek)
g Q00011 Tektronix
] ooom2 INFORMATION TECGHNOLOGY LIMITED
10 0oaom 3 CAMER
1 ooaot4 METROME:
12 oo e Datapnint Carparation
13 0oaoa PONT PIKEL SYSTEMS
14 ooam7 TEKELEG
15 nonoa Webster Computer Gorporation Appletalk/Ethernet Gateway
16 ooaomg APPLIED DYNAMICS INTERMATIOMAL
17 00001 & AMD (7
18 00001 B Movell thow Eaele Technology?
19 onoatc JOR Microdevices generic, MNE2000 drivers
20 0noa1 o Cabletron
1 I I ﬂ i Onont F TFISTST TRNOIISTRTA Fl FTROMIS A j

J
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6.4 report 75 A v

A ) — R, 77—2EH,. /— FSNMP {§#., /— K Ping J&& T —# 72 &% PDF %7-1% HTML
HWHTAREDDT 5T AT,

6.4.1 report 7T 7' A > RiREM - FEijER

(1) RHERTF T4

report 77 7 A L OMRAIZH T TiX, LFOT T 7 A BN E T,
birt-2.1
emf-2.2

gef-3.2

KTTITAEUTOT 4 L7 FUICEELET,
(974 a— R4 http//download.eclipse.org/birt/downloads/ )

(NetJFWatcher & ¢ L7 b U) ¥extensions¥
birt-2.1.0  ¥eclipse ¥features

¥plugins
emf-2.2.0 ¥eclipse ¥features
¥plugins
gef-3.2 ¥eclipse ¥features
¥plugins

BB, NV a v EERTLEAICE, LT link [§REBEETILERHY £,

(NetJFWatcher 7 ¢ L' 2 F V) ¥links¥
jp.sourceforge.aioec.birt.link .....................
jp.sourceforge.aioec.emf.link ....................l.
jp.sourceforge.aioec.gef.link  ............coeallll

path=extensions¥¥birt-2.1.0
path=extensions¥¥emf-2.2.0
path=extensions¥¥gef-3.2

F72, birt-2.1 7T A N HONWT, LTOWMEZITHOLERH D £,

+ (NetJFWatcher 7 « L7 k U) ¥extensions¥birt-2.1.x ¥eclipse¥plugins¥
com.lowagie.itext_1.3.x¥1lib7 1 L7 F U IZ itext-1.8.jar Z K&

+ (NetJFWatcher 7 « L2 | U) ¥extensions¥birt-2.1.x ¥eclipse¥plugins¥
org.apache.derby.core_x.x.x % HIfr (BE7F? Apache Derby & Hi&a 9 5729)
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6.4.2 report 77 7' A iLE)

IN—=ART T 4 775 Node Report 8K L £797,

£ Open Perspective " x|

&9 Browser Manager
=l Client Mode Manager
“& Engine

B Mode Manager

E iMode Report
B shmp Agent
' Snmp Browser

ETDD idefault)

O I Canicel

6.4.3report ST TA v IN—ARIT 4T

Node Report Tree €2 —T~ DU 247 U v 7 T Popup A =2 —% KR« #IRLET,

£ HetJFWatcher

=10l x|
File ‘Window Help - Jettyiweb server) Mac Addrez=  Alarm Sound
7| & Mode Report M Mode Manager 75 Engine E Top
= Mode Beport Tree X '5’“ It % =08
= = Default Group

E 192168014192168017

5 E 192168010092168.0100

= DTMMNY 1092168020

F =603 424 et
D_éh Mode Tree reload

1T Sort Node Tree
B Mode List Report
Mode &larm Repaort
Mode SMMP Report
Mode Ping Responze Data *
&ll Mode Alarm Repaort
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6.44 LiR— MHA

Ama—BRICLY Ea—RRRINET, Ea—DUTOWTNNORS 2@ L £7,

* Preview  .oeeeeee Ea—IZ&RLET,
+ HTML output vevveeeeen. HTML HHH L £,
« PDF output  ..cevnennen. PDF tH /1 L £,

£ NetJFWalcher =10 %
File Wirdow Help @ Jettylweb server)  Mac Address  Alarm Sound
[T] | @ HNode Report MJ Mode Manager % Engine [ Top
@ Mode Report Tree 33 i E| =) Hode list report X —|m
e 1T B || ~Select report -
Bl & Default Geoup Preview | HTML cutput | PDF autput |
FY 1szie80009218800)
!! 192168010092 168010
= DINNYTIXI9216802)
= DDFE(9216f
1] |
(1) Node List Report Preview
E =la) =]
File ‘Window Halp ..Mlyhh:umﬁ Mao Addresz  Alwm Sound
[ | @ Mode Repert 8B Hode Mansges ) Eneine [l Top
® tode Report Tree 12| = 1| [ETISETS——Y =0
s 1T M || -Seleot report
5 & Dotoult Group | Preview | HTML cutput | PDF output |
Emmsa.mgmmn o~ —
192168010092 1630 100 |
= DINNYTIX0S216302) Node List
=1 FM-S8AMBIDOFENO21EE | | §SN e y Kind Ping SNM Register date
period »
Fi- 19216504 |Defauk  [Router|i20 SMAMPVI |0 20060926
60SA24B3DDFE Group 13:59
192.168.0.1 19216801 |Defmit  [Limm 120  [S2MPVI [120 200610926
Group 1400
DINNYTIX 192.165.0.0 [Defmut  [Router|120 SWMPYVI 120 200610926
Group 1400
192,168.0.10 192 168 0.10[Defmt  [Limee [120 [s3vev1 [120 200609 26
Group 1400

2006/09/26 18:30

4 | ¥

NetJFWatcher 72 ¥ = 7 b (http://www.netwatcher.jp)




(2) Ping Response Chart Report Preview

File Window Help @ Jottylweb server)  Mac Address  Alarm Soond
[ | @ Mode Report B Mode Manager ) Engine [l Top
@ Mode Report Tres [3 | = || Hode kst report B 1 G2 16601 01 G2 1660.1) P responss graph repor X =t
AT M || - Select rapert
S 5 Deloull Grouw Proviow | HTML output | POF cutpat |
1926800 dezi6a0)
192168 0101 B2 1680100 L] |
=6 DIHNYTIA0 52168020 |
I FM-GEAZEADDFENSE 16 e
]
92
=
a1 B Time
0
% |
7 : T
.
6 =
64 1 H
GOS0G060G0G0G] 4D L0 &n S0G0GD
&0 COOEEnE O | = =]
% | e )
2| s P00 9 % 0507 050 ﬂw.ﬂ
Exd ] ..su-.m-
a5
O9-26-2006 1 53408 DR-26-2006 145020 (0-26-2006 143215 09-26-2006 141414
20060926 18:34 -
‘| | »

| |
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6.5 syslogmg 7”7 /' A v

syslogng % udp/teplZ CZAGEMRT 277 /4 T,

6.5.1 syslog-ng”" 7 7' A L jLH)

IN—= AR T 4 T ) Bsyslogngai®IRT 52 A == — [Syslog) - [Syslog open] Z#ER L £,
6.5.2 syslogng” 7 74 v NR—AXRIT 4T

(1) Allow-Host

syslog-ng= (57 rl A A k& H57E

FasuN I

all .......... ETORA NDOZIFFA]

192.168.%.% .......... 192.168.%.* DR A N DOZAFFFA]

192.168.0.%¥,10.0.0.1 .......... 192.168.0.* K 1r10.0.0.1MD 7 A b DZ{ZFF ]
(2) TCP Receive Set Alarm ¥ = v 7 Box

syslogng TCPZAZIZTCT 7 — L %& & v M T 50E0

F=v7 =T7T7—bLEyh

Fry 7L = T I7—AITkEy MET

(3) TCP Receive Ignore Message Text A /11

77 —sty M Text AIICIRE SNIEXTANE BT A v B =V OHEICIET 7—LH L LAV
(B >~ R THEECSCTHIOFEE T hE

(4) UDP Receive Set Alarm F = v 7 Box

syslogng UDPZ(ZICCT 7 — 2%k v b+ 50060
Fxzvr =T 77—V

Fxzv I L =T 77—ty T

(5) UDP Receive Ignore Message Text A 771§

T T —Ahty M, Text A CHRE SN XFHN 2 GTe A v =V DGEIZIET 7—2 8 L
(1 o~ XE) ) TEESCTHIOFEE FlHE

(6) Z DAt

T =T~y X —click CT—7 /LY — kKON, 7 —7 bclear Icon®Dclick C7—7 /27 U 7T
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£~ Met.JFWatcher
File  ‘Window Help - Swslog

ﬁl [ sysloe—ng

=101 x|

ghG Sontral

TGF Fart | A14  top start I top stop I
UDF Fort | 514 udp start | Ldp stop |
Allow-Host |a||

[¥ TGP Receive Set Alarm

TGP Receive Ienare Message |STP|TS.U|:|nnec:tinn brokenrealening, Error connecting reattempting

[v UDP Receive Set Alarm
1]

' SysloeNG Table 53 |

N| Date | Hozt | Paort | Mezzage

6.5.3 syslogng” 774 HWRESE

syslogng=fEudp & Otep A — b, ZEFAIFA NEERLET,

CEB T AN

(syslogmng”Z 74 >7 4L 27 hVU) ¥resources¥syslogng conf.xml
<?xml version="1.0" encoding="UTF-8"?>

<conf>

<allow-host value="all" /> ............. BRI G A 1
<tcp-port value="514" /> ............. TCPXAZ AR — b
<udp-port value="514" /> ............. UDPXAEAR— b
</conf>
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6.6 R— hAXY LV TFF3T A
FBE/ — ROR— 2B AR Yy o TD57F7 74T,
6.6.1 R— b AX¥ T T T A Vi)
IN—= AT T 4 T3 BHPort ScanZ BT 5734 =2 —  [Port] - [Port Scan] ZiEiR L x1,
6.62 R—F"AFXY L TTTAY R—=ARITFT 4T
R—=FAFyr RXR=2AX7F 7%, 3OO a2a—0nbERINET,
o EGKEAR ) — K Tree Bz —
« J—FEFR—FAXYUERT—T L E 22—
s R—FAXFY UREE 22—
R N AFX ¥ VBREILHT>TIE, F—FRAX Yo%) —RIPT7 RLAE AT B,

BEEL ) — R Tree BEa—D /) — KMBR—FAF ¥y Ba—%BZLI2ED, R—bFAF v xf5 )
—FRIPT L%ty FLET,

£~ MetJFWatcher - |E||i|

File ‘Window Port SSH2 Help -

fE | & Port Scan
& Node Tree 53 sl £ Port Scan Table X fee List| Node Mapl Q:><h =0

n§° 1T = % M. | IF Address | Mode Mame | Group | Port | Periodizec? | Start Date | Gheck Date | Check Count | WG Gount
1 182168010 192168010  Default Gro..  23/tcp 300 2006-12-07..  2008-12-07.. 1 i

= = Default Group

- 19216801 (19216801
A 192168.01001921680;
I3 DINNYTIH(921680.2
FM-608A24B30DFEN

4| | B

5 192.1680.100 921680100 Node View & Port Scan 22 l =0

Start | EI 1

¥ Set Alarm

IP Address |1 92162010
PeriodiSec) I 300

Port List Check Port List

T/tep Echo 23/tcp Telnet
13/tcp Davtime (RFC 8677

20/tcp File Trangfer [Default Data]

21/tcp File Transfer [Gontrol]

224/tcp 55H Remote Login Protocol

24Etcp any private mail system il
25/tcp smtplSimple Mail Transfer)

53/tcp Domain Name Server ﬁl —
69/tcp thtptTrivial File Transfer
79/tcp Fineer

a0/ tep World Wide Wb HTTP
110/tcp pop3{Post Office Protocol - Vergion 30

3306 /icp MySOL -
i @B | ;
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6.7 N=—R— ST T

R R AF v U EEE L, RIBFHCT 7 — 28T 577 714 T,

6.7.1 N=—R—F T T 74 VEH)

IN—= A2~ T ¢ 75 Honey Port##{R 4573 A == — [Portl - [Honey Port] Zi#E{R L £,

6.7.2 No—R— P TFFTA Y N—=ARTT 4T

NE—R—= FAFX v N=2AT T 47X, 200 a—ICk ks ET,

c A—hFAX¥Y BT —T NV E 22—
s N=—R—hME#BIE 22—

£ NetJFWatcher 10l =]
File Window Port S5H2 Help -
| @ Honey Port
& Honey Port Table 53 ‘ g = B
M | IP Address | Port | Start Date | Scan Date | Scan Count
a4 192168010 23/ tep 2006-12-07 21:42:30 2006-12-07 21:67:36 a
a3 1921468010 23 ep 2006-12-07 21:4%:39 2006-12-07 21:56:35 7
a2 192168010 23/ tcp 2006-12-07 21:4%:39 2006-12-07 21:65:3R fi
Kl 192168010 23/ tcp 2006-12-07 21:42%:39 2006-12-07 21:54:34 b
an 1921468010 23/ cp 2006-12-07 21:42:30 2006-12-07 215333 4
28 192168010 23/ tep 2006-12-07 21:4%:39 2006-12-07 2152:33 3
28 1921468010 23 ep 2006-12-07 21:4%:39 2006-12-07 215132 2
27 192168010 23/ tcp 2006-12-07 21:4%:39 2006-12-07 21:60:31 1
1| | i
> Horey Port Scan X =8
Start | ¥ | Set Alarm LI

Port List Check Port List

itep Echo - 23/tcp Telnet
JAudp Echo —
134tep Davtime (RFC 267)

13 udp Daytime (RFC 267

20/tep File Transter [Default Data)
21/tep File Transfer [Control]

22/tcp 55H Remote Login Protocal il
24Etcp any private mail system (L4
28/tcp amtpiSimple Mail Transfer) —l
53/tcp Domain Mame Server -

53/udp Domain Mame Server
69/tcp thplTrivial File Transfer)

69/udp tftp(Trivial File Tranzfer) _ILI
1 | ’
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6.8 SSH2=~ > RETS T T A v

SSH2RH Ca~y RETEITI T 774 TT,

6.8.1 SSH2= <= RETF T 71 L iEH)

=AY T 4 75 SSH2 NodeManager # 3R 3% 20 A == — [SSH2J - [SSH2) AR L F7,
6.82SSH2 7V 7 =5 R

7Y 7 =7 AD SSH2 Preference % 3R L £ 77,

RA SR Pa—F4EO DSA £7213, RSA MERNL OVABRBOLERK, 2—¥4, NAT = FRUVIAT =
—RAERELET,

(1) Key Management # 7

DSA %713, RSA RN O ARG Z A L £,

£ Preferences : =10 x|
Jtvpe filter text S5H2 Preference P T -
[#- Engine Caonfiguration options for S5H2:
[- Help

- HTTP Access key Management IKannHUS‘tSI Ilser Auth |
- Inztall/Update
.'G'

- sMMP Azent
You can paste thiz public key into the remote authorized_kevs file:

'é'Fé'fé'"D'Sﬁ"liéﬁﬁi:‘;l Gienerate RSA key.. | Load existing key..

- SHMP Manager
-.5aHZ Preference

- Wiew Color seh-dss ;I
Workhench Preference AAAAEINzaCT ke MAAACEAPT A4 EddRIp LI KnC 7502 EbdS POYE Ak Me FACZUSZp RV
AIHMWTZ NWPg S MPBL m1 Wel 4 E7e BOOL JmYLdr myClp J+HEARTECLC T upl /63xhwd 0

1 frcqimFRB E+4 P20B eIl WBMaF pEv3nkerith wrvBIDGZIRS AHHA S A AFQCRYFGPESML
zL KSut K iGACLBFec90 44 AIE A9+ Gehdab Pd 7Ly Kte NrhRusmUr PvE0uqCH+Wd MOiz0 He md R
et RE T+Z % Bx G Be L RJFnEjf Ewa FhO3zwk v jMimd Twiieot UfIDod KOuHiuzpniRhg NS ok N
WLx+2 JBASETzK Trvgh Rk Imog 2 Wi Bpk LZ 16 £e1 LIZ AF MO/ TPES0 44 85 B A0 mBpTgxdl
Hiud 7 WmIPdulZ cMZpa DR G2 &1 Djtf EXC cO6y [7H1 wh MaO+pik fdsanopzofbl g3 dpx=ai
b FROWS g JivOkBwilezhI7 U jnk Qe ThmAGa8 ThumOSeiEaZ kiiz3z P+IPv DtL JLxpoUjhekhg
ATHHd Mg UEJIF DSA-1024

Fingerprint: |‘l 024 aBGe7d0fb2:0b:3%:b0:a1 1 4:00:e6:4b:08:32:26
Comment: |DSF'|-'| 024
Paszphraze: |

Confirm pazsphraze: |
Save Private Kew.. |

|_’| Festore Defaults | Bpply I

l

] 4 | Cancel |

R LT BB SN OVABRBE X 2 — T4 @K A R T 4 L7 B UK S L E T,
ANBAFEIZOWTIE, SV — N, 2—PLIERE L ET,

NetJFWatcher 72 ¥ = 7 b (http://www.netwatcher.jp)




NetJFWatcher 72 ¥ = 7 b (http://www.netwatcher.jp)




(2) KnownHosts # 7

KnownHosts iz #~ L £,

£ Preferences i [m] |
Jtwpe filter text SSH? Preference oo -
- Eneine Configuration options for S5H2:
B Help
- HTTP Access Key Management KnownHosts |User Auth |
g‘sﬁg’l—lpdate Host Kevs included in known hosts.
+- et
Eg--SNMP Manager Hoztname | Type | Fingerprint Femove
. SEH? Preference 9218010 zzh-dzs 130040 deBbedlhean:1a:bo:Geb T He T ool F20
- iem Color
- Warkbench Preference
4| i B
Reztaore Defaults Apply
(0] 4 I Cancel I
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(3) User Auth # 7

RAN, 2=V ZFEONRAT = RKEONNAT ==Xty hLET,

& Preferences ;Iglﬂ
[type filter text SSH2 Preference LA

- Engine Configuration options for S5HZ

- Help

- HTTP Access Kev Management I KnomnHoste  User futh

. Inztall/Update

G- SHMP fezert user Juser

- SHMP Manager host |test

. 0aH2 Preference

- iew Caolar user@host [uzer@iest

.. Waorkbench  Preference

password |passw0rd

passphraze |passphrase

Save |

Reztore Defaultz | Bpphy |

] 4 I Ciancel |
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6.8.3SSH2 o~V RETTS T TV RNR—=AXRIFT 4T

SSH2 o~ REFTT T ITA v R—=AXRTT 4 T7E, 2200 2—0OERINET,
« SSH2 Tree £ = —
« SSH2 FoR - filffil=T 4 ¥ —E 22—

SSH2 Tree = —{%, SSH2 7 4 L7 N NEEZFERRLET,
TV 72T ATy FLESGEE, Ve—RFLTEREZTEH - R LET,
SSH2 o « il =7 4 ¥ — v o —|2i%, SFEH F7,

*SSH =2~v > RFE[T=T 4 X —E 2—
T ANVHNERRTT A X —Ea—
« known_hosts [HFHERTT A X —E 2 —

£~ Net.JFWatcher o m] [
File ‘Window Port 55HZ  Help -
§| [ 55H2 ModeManaeer
OssteTree. 13| O |ERTTRA =8
OIS =
[E-(= sehtest0@132168.01 zsh-dzs
E‘[Zb e mmend AAAABINZaC kedMAAACGBAPT AU4EddRIpDUtIK G 7502 Ehd 5 POYE A MMe PAC2USZp R ATIHPWT2ZNWPG <P lEMP

----- id_d=a W= DEA-1024
----- id_dsapub

----- user_host_authx
Fl-= user@host

El-(= command

=] known_hosts

1 | A |

: IpJ+HEARTECLGT Fupl /63xhvd0 frxgimFQBE+4 P208 Uewwll WYBMNaF pEyBnXer ith1yrvBIIDGZIRSAHHA A &S FQCHYFC
o command.txt AIE AS+Giehdab PA 7Ly Kt Mrhiiusm Ur v G0ug S+ \d MG z0He md BW Ve Out RZ T+ Zx B Be LR JFnEjG Ewo FhO 32wk v jMimd ™
..... cammand.txt G ah MWL+ 2 06 AS0T7zK Toovgh Rk Imog 2 At Bo K LZ 16 Ae1 LIZ AF MO/ TP550 8 AACAK DValk mpMkGHPe3nkz5ILEizs
nfafiMeCHOBAIpe IKDYHWHLZRF Reny3t 726 TApZ K7TKyWTHBx EAF D/ Ut FO26E mMn F Budek My HIHHE KOGE G FdimE
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6.8.4 SSH2 Tree £ = —

a—WH LARAMLIZL D SSH2 A EFL £,
BT 7 ANVBRIZCEV L TFTOWTINDOTT 4 X —E 2 —%B& £7,

*SSH =2~ RIEfT=T 4 X —E a—
T ANVHNERRTT A X —Ea—
« known_hosts [FHERTT f X —E 2 —

B S5HZ Tree Wiew 3 = B

w11 56

- mehtestD@1G2 1680 Dm s s ssnnnnnss 1—HFZ@HAME
E-= commands sssssssulpssnnsnnne IV EIPILIEHRTLIM)

b command.txt
----- command.tct
----- id dza
----- id_dzapub
----- uger_host authxmlesspesssssnss J—HF HARE, JIAT—F,
F-[= test@esthost Jeseaes - Biatl
----- id_dsa
----- id_dzapub
----- user_host_authxml
E-= uzer@host
EE command

b command.txt
..... id dsa "
----- id_d=apub
----- id rza
..... id_rsa.pub susn
----- user_host_authxml

..... knnwn_hggts.. ssssmsemennnnnnss kpnown host 774 )

cannsnes BEF—TFAI

a2 RFET7 7 A E, command 7« L7 b VB FIC/ERR - BEAE L £9,
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6.8.5 SSH o< REfT

command T 4 L7 MU ICEE Lo~ Ritadh 7 7 14 1% Click L9,

Command exec " ¥ U FIC kD a~r Rk 7 7 A VORIBNEEFEITLET,

£~ NetJFWatcher -0l x|
File Window Port S5H2 Help -
§| [ 55HZ ModeManaeer
BET R ¢ conmandi x| =5
EIRNI S |
E-(= sshtestD@19216301 Command reset I Command load
== command
e command.txt ?‘;E?ﬁ: |
----- command txt
----- id_d=a
----- id_d=zapub
----- uzer_host_authuoo
F-= user@host
E‘E command Command exec Monitar reset
e command.txt
..... id_dza uname —a
""" id_dsapub Linux Toshiba 24 20-6 #1 Thu Feb 27 1006859 EST 2003 686 686 1386 GMLUL Linux
..... id rza
----- id_rzapub SELE (.
----- Lzer_host_authoo Elotal 196 13 sshiestd sshiestd 4096 Dec 5 0249 /
i === zehtestl sshiest ec 49
5] knawn hosts drveer-xr-x 6 root oot 096 Dec 2 22434 7
—ri————--= 1 zzhtestl zzhtest] 0 Dec B 0249 IGEauthority
—ripy————=== 1 zshteztl szhiest] 101 Dec 3 01:22 Xauthority
—ripy—————-= 1 zshtestl sshtestl 855 Dec B 0249 bash_histary
—rw-r——r-— 1 zshtestl zzhtest( 24 Feb 11 2003 bazh_logout
—r-r——r-— 1 zshtestl gzhiest] 197 Feb 11 2003 bash_profile
—rw-r——r-— 1 sshtestl sshtestl 124 Feb 11 2003 bashrc
—rw-r——r-— 1 zshtestl zzhtest] 5531 Feb 4 2003 canna
—rw-r——r-— 1 sshiestl gshtest] 847 Feb 20 2003 emacs
—rw-rw-r-— 1 gshiestd sshtestl 89449 Dec 4 1906 fonts.cache-1
4 zshtestl sshtest] 4096 Dec 6 0249 econfs
2 zshtestl sshtestD 4096 Dec 5 0249 gconfd/
5 zshtestl sshtegtl) 4006 Dec 3 01:23 enomes
drwvwr—xr—x 2 sshtestl sshtestl 4096 Dec 3 01:23 .gnome—dn;ssktopf -
< | i« 5

|
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6.8.6 knownHosts

known_hosts % Click L. Known Hosts NAZF R L ET,

£~ NetJFWatcher
File Window Port SSH2

T | [ 55HZ ModeManager
] S8H2 Tree.. 53| = O

SIS

Help -

~=1ol =]

Host Keys included in known_hosts.

== sshtest0@192168.01

E[Ey command

- command txt

----- command txt

----- id_dsa

----- id_dsapub

----- Lzer_host_authx

E-{= user@host

=2 command
command.txt

----- id_dsa

id_dzapub

id_rza

id_rzapub

user_host_auth.x

| Twpe | Fingerprint

Hostname

192168010 13:00:4b:4e:56:d e da05bE:3e:51 Be 1 b07:20

zzh-dzs

<
J
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6.8.7 £ D7 7 A NIER

TrANVAEEFRLET,

F~ MetJFWatcher

File  Window Port S3HZ  Help -

ﬁ| [ S5H2 MadeManaser

[ 55H2 Tree. 53| = O

ESRNI S

=10]x|

=0

-

l

E-= sshtest0@] 9216801
E|[,'_‘—'5 commarnd

E-(= user@host
El+= command
: command.txt

2] known_hosts

zzh-dss
AAAABINzaC kedMAAACEAPT /U4EDdRIDUIKNC 720 0f2EbdSPOAE A MMe PAC2IUSZp R AIIHPWTZNWPG WS MP
Ip HEARTECLGT Jup MiGxhvd 01 fnxgimFOBE+4P208 UernnIl WBMaFpEySnkarithl B IDGZ 3RS AHHAA AAFQCHYFC
AIE A+ Gghdab Pd 7Ly Ko MNrhyusm Uk PvEOug G\ d MCz0He md RW Ve Out B2 T+72% Bx G Be LR JFRE G Evwo FhO3zwk v jMimd ™
G/ ohMNW L2 JEASO Tz K Tievgh FkImog D ML Bpk LZIG Ae1 UIZAF MO/ TPSS0AAAC &K DVolk mpMkGHPe3nkzSILEizs
ofafiMeCHABApe KDY HWKLZRF RSt 726 T3pZ KKy WTHBx EAF D/ IntFO260 mMnF Budek Xy H3HHEKOGEREw TdimBi
WExY= DSA-1024

6.8.8SSH2Tree b za— Ry FT v S A=a—

user@host IR, ~ UV AEI Vv IV TRy T T v T A=ma—%FRRLET,

I = MetJFWatcher

Window S5HZ  Help -

File

F ﬁ"| [ 55H2 ModeManager

m ssiz e x [Nl

w1 ﬂH

- user host_auth.

5 idres

5y 55H2 Command Schedule

__E?Dm @h Mode Tree reload
: LT Sart Mode Tree

sammand

& id_rzapub

known_hosts
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6.8.9SSH a~> K7 7 A VAR

RNy TT v T A=2—5 [SSH2 Command)] ##IRL, P a—%2FRKR-LET,

g~ FNE% Text (25078 L, Command save RZ 2T, 77 A NNVEER  AREL £,

£~ MetJFWatcher

File  ‘Window SS5HZ Help -

=101 ]

ﬁ| ] 55H2 ModeManager

] 55H2 Tree.. 52 | = O B comtand X —
wi T %
[} (= uger@host
B command
©L[B) commandtet l
id_dza
id_dzapub
id_rza
id_rzapub
[ user_host_authx
2] known_hosts

|»

Command reset Command load Command save

Gommand exec Manitor reset
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6.8.10SSH o~ FETR TV a—J 7
RNy TT v T A=2—m5 [SSH2 Command Schedulel] ##RL, T a—%2FK R LET,

o<y RETEETCHRFROI BV IKL TCORERHE FHEDHDOHIZBLIEETAZY Va— 7 LET,

£~ Net JF'Watcher _|E||1|
File ‘Window S5HZ Help -
7 | [ 55H2 NodeManager
1 55H2 Tree.. &3 ] = 8| & user@host Gommand =0
0 1T R || schedule List =
[E-(= uger@host user@host : Day Of Week Sun 1200 : command txt
B command uger@hogt : 2007-01-05 (&) 000000 : command.txt Sort |
command txt
i dsa Cancel |
id_dzapub Set
id_rsa
id_rzapub & Acsi
& enment Date I2DD'.I‘ |D1 5 IDE IDD I : IDD I
uzer_host_autha z z
...... ko hosts ¢ Day of Manth mn - IUU vl : IUU vI
" Day of Wieek I I 2
Command File List 17 @ Zun ¥ 12 =|: |00 =
|EDDSEF12H <<| Dl >>|
Su | Mo | Tu|We| Th| Fr|Sal
1 2
K] 4 5 6 | 7 g a
011 12 13 14 15
17 18 19 2w 2 22 23
24 2R 25 27 28 29 30 m
Kil
Today : 2006 12/16 [Sal
Maonitar reset |
[~
-
KN I | | :

NetJFWatcher 72 ¥ = 7 b (http://www.netwatcher.jp)




6.9 Xy NIV—I PV F— FITTL

Xy NI—=0 7V o Z—DIRERREITO T T 74 TT,
/— K Tree L0 7 — RFERIA [Printer] O34 12 [Printer Node Snmp] A =2 —{Z T2 —Z2H& £9,

£ Net.JFWatcher = ||:||5|

File Window Alarm  Syslog-NG  55HZ2  Port MAGC Address  Jetty  Help -
) | B Mode Manager 5 Eneine u Top
i Mod. 2 |Gal. | T O |8 i
o ® R — |
w K Mode Count 4 Refresh

= = Default Group
i 1021680161921 N| Mode Mame | Group | IF Address | Mode regist.. | Lazt check date |
O MY T 01921 & DINNYT.  Default Gro.. 19216802  2007-01-04..  2007-01-04 175.
FM-608424 B30I (2 FM-B08.. Default Gro. 19216804  2007-01-04.. Z2007-01-04 175.
£if new—host-3092. In 192168...  Default Gro. 19216801  2007-01-04.. 2007-01-04 175.

¢ f new-hos.. Default Gro.. 19216807  2007-01-04.. 2007-01-04 175. &,

= | . : : -

& Nade Discavery | 53 new—host-30192168.0.7) Mode Wiew | @ new-host=3019216807) Printer Made Vi &1 | {=] Mode Interface Mac | e

hr Dexvicelndes: |1 vl Refresh | Print MIB Get I

9 Node bap | Hpaed ! 838 0

|»

hr Device Tyvpe 1.361.21.25315 thrDevicePrinter)

hrDeviceDescr |Brother HL-5270DN series

hr Dexvicell IDD—

hrDeviceStatus W

hrDeviceErrors ID— ald

hrPrinterStatus W

htPrinter DetectedErrorState IDaDD—

lowPaper |_ nioPaper |_ low Toner I_ noToner I_

doorOpen . jammed I_ offline . service Requested I_

inputTray Mizzing I_ outputTrayMiszing I_ markerSupplyMizzing I_ outputMearFull I_

outputFull I_ input Tray Empty I_ overduePrevent Maint I_
KN — L3 Iﬂ_l
Mode List Wiew Mode count=4 J
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6.10 Ry NI—TO HRAT FITTA4

2y NI =T NAFTICEOVMBRREITO ST 74T,
J— K Tree E® /7 — FFERDS [Cameral @& 12 [Network Camera Node] A =2 —|c Tt a—%BZ
e

6.10.1 Xy hU—J WA THREHEL = —

727 %A URL, aa—%4, NAU— FEOEHEAH A2ty FLET,

. TS|
File ‘Window Alarm  Swelog-MNG  SSHZ2  Port  MAC Address  Jetty  Help -

9 | Ml Mode Manaesr o Engine ﬂTop
1 Nod. 52 |Gal. | = O|[8 Nods List 52 |Mode Mep| S pmea ¢ 4 X —O

Q(><h I & R Maode Oountl 6 Refreshl

= = Default Group
i 1021680164921 N.| Mode Hame | Group | IP Address [ Mode regist. | Last check date
1021680253019 @ f new-hos. Default Gro. 19216807  2007-01-04. 2007-01-04 18:0.. &

3

5 [ NMYT1 K821 {25 FM-60B. Default Gro. 19216804  2007-01-D4. 2007-D1-04 180. i -
S FM-G0BAZ4ERDI P 102168.. Default Gro. 1921680253 2007-01-04. 2007-01-04 1840 i
frem-host-atioz || 4 T T T e _>|_I

%3 Node Add/Edit/Delete | %3 192168.0.2630192.. e @ 1921680253092, 4 |

-

Gantral URL [http:/192.168.0.263 Browser start |_

Image URL |http:,-",-"‘| 92 1680 263/ Snapshot JPEG?Resolution=fid0x480&0uality=Standar d&Count=1

User Mame |

Password |

Refresh Period(zec) |3
Load | Save |
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6.10.2 Xy N —7 WA TBRBRRE = —

XY NT—=THRATNEOBGERRLET,

. .
File Window Alarm  Syslog-NG  55H2  Port  MAC Address  Jetty Help -
5 | M) Mode Manager o Engine E Top
15 MNod. 3% |Cal. | = O |PERTIENED Hode Map| S nd ¢ B3 X —O
SO W % || Node Oountl 5 Refreshl
= = Default Group
i ﬂ 192168010921 M..| Mode Mame | Group |_IP Address [ Mode regist. | Last check date | -
192168025301 9; ¢ § new-hos.. Default Gro.. 19216807  2007-01-04.. 2007-01-04 180. /2
DIMNYTI X192 {5 FM-608.. Default Gro. 19216804  2007-01-04. 2007-01-04 180. i —
FM-603A24E3D1 te 192168..  Default Gro. 1921680253 2007-01-04.. 2007-01-04 180.. =
Srem-host-avioz || |« T 7 T Tonanememhmom o mmemoroiann _,|—|
& new-host-30192.16.. | 3 Mode Add/Edit/Delete | £33 192168.0.2530192.. | & 192168.0.2530192.. 2 19216802530192. 33 | 5 =0

-

Erowser start

Refresh Period(zec! |3
Contral URL |http:ff192.1 68.0.253
Image LURL

Start | ﬂl ﬂl

Ki— |

|http://'1 021620263/ Snapshot JPEGTResolution=640:480&0uality=5tandard& Count=1

Mode List Wiew Mode count=5
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