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About this Guide

Purpose of this Guide

This guide provides detailed information about the Openfiler Open Source Storage
Management System.

Who should read this Guide

This guide is for administrators or users who have been assigned the task of managing
and configuring Openfiler.

Typographical Conventions

This guide complies with the following typographical conventions:

Typeface Meaning

Hyperlinked References References to hyperlinked topics within and outside this
guide.

Bold Menus and menu options, input fields, radio buttons, check
boxes, drop-down lists, tabs, buttons, links, and messages
displayed on the page.

CAPS Keys on the keyboard.

Program codes, files and directory names, function names,
and sample outputs.

Constant Width

Constant width Specific text entered by the user.

A note, providing additional information about a certain
topic.

A warning.

A checkpoint during the installation process, used to ensure
that the installation is working as expected.

An important message not to be ignored.

QLD
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How to getin Touch

The following sections provide information on how to obtain support for the
documentation and the software.

Documentation Support

Openfiler Ltd welcomes your comments and suggestions on the quality and usefulness
of this document. For any questions, comments, or suggestions on the documentation,

you can contact us by e-mail at info@openfiler.com.

Customer Support

If you have any problems, questions, comments, or suggestions regarding the Openfiler
Opensource Storage Management product, contact us by e-mail at info@openfiler.com.

Openfiler Administration Guide 8
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Installing Openfiler

This chapter provides detailed information on how to perform the Openfiler installation.
The Openfiler installation can be done in two methods:

Text Based Installation

[

Graphical Installation
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1.1

1.1.1

openfiler

Text-based Installation

This section provides detailed information on how to install Openfiler using the text-
based installation.

System Requirements

Openfiler is compatible with 64-bit industry standard server hardware. It can also be
installed in a virtual machine environment as a guest OS in Citrix XenServer, Oracle
Virtualbox and VMware vSphere/ESXi.

1.1.1.1 Hardware Requirements
= x64 based computer with at least 1GB RAM and 8GB storage for the OS image.

I

At least one supported network interface card

n

A CDROM or DVD-ROM drive if you are performing a local install

[

A supported disk controller with data drives attached.

1.1.1.2 Bare Metal Installation

Minimum Specifications:

4

64-bit 1.6GHz or higher performance processor*
1GB or higher of RAM

[l

n

512MB disk space for memory swap area

[

8.2 GB disk space for Openfiler OS installation

4

100 Mb Ethernet network interface

[l

Separate storage volumes/disks for data export

Openfiler Administration Guide 10
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Recommended Specifications:

[l

I

n

[

[l

I

n

64-bit 1.6GHz or higher performance processor
1GB or higher of RAM

1GB disk space for memory swap area

8.2 GB disk space for Openfiler OS installation
1Gb Ethernet network interface

Separate storage volumes/disks for data export

Hardware RAID controller

1.1.1.3 Virtualization Installation

VMware specifications:

[

[l

I

[l

[

64-bit VMware hypervisor

VMware Player, VMware Server, VMware ESX compatible
Symbios or Buslogic virtual SCSI disk driver

IDE virtual disk driver

1GB minimum virtual RAM

Virtual network interface

Citrix XenServer or Parallels specifications:

n

[

4

[l

64-bit hypervisor / VMM
Raw, LVM, or virtual block device
1GB minimum virtual RAM

Virtual network interface

Note:

The installation process is described with screenshots for illustrative purposes. If you are unable
to proceed at any point with the installation process or you make a mistake, use the Back button
to return to previous points in the installation process. Any errors or intractable problems with
the installation process should be reported either to the Openfiler Users mailing list or,
alternatively, if you feel you have found a bug please use the bug tracking system. If you report
a bug, be sure to enter a valid email address so that you can keep track of any updates to it right
up to resolution. You *must* first register with the bug tracker in order to be able to post a new

bug.

Openfiler Administration Guide
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1.1.2 Starting the Installation

To begin the installation, insert the Openfiler disk into your CD/DVD-ROM drive and
ensure your system is configured to boot off the CD/DVD-ROM drive. After the system
POSTs, the installer boot prompt will come up. At this point, since we are performing a
text-based installation, type in "linux text" at the prompt and hit the Enter key to
proceed.

openfiler

— To install or upgrade in graphical mode, press the <ENTER> key.
- To install or upgrade in text mode, type: linux text <ENTER>:.

— Use the function keys listed below for more information.

boot: linux text

After a few moments, the first screen of the installer will be presented. The first screen of the
installer is depicted below. Navigation between options is done using the arrow keys and the
"Tab" key on the keyboard. Use the tab or arrow keys to move between form options and
action buttons. Navigate to the "OK" button and hit Enter to proceed.

Openfiler Administration Guide 12
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elcome to Openfiler NAS-SAN Appliance

Openfiler NAS-5AN Appliance

lelcome to Openfiler NAS-/SAN fAppliance?

{Tab>-<Alt-Tab> between elements i <{3pace> selects i <{F12> next screen

1.1.2.1 Keyboard Selection

This screen deals with keyboard layout selection. Use the arrow keys on your keyboard
to select keyboard layout from the list. Once you are satisfied with your selection, use the
Tab key on your keyboard to navigate to the "OK" button then hit Enter on your
keyboard.

Openfiler Administration Guide 13
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elcome to Openfiler NAS-/SAN Appliance

Keyboard Selection

Which model keyboard is attached
to this computer?

slovene

su-latinl

tml-inscript

tml-uni

trg

ua-utf #
uk |

{Tab>~,<Alt-Tab> between elements i <Space> selects i <F12> next screen

1.1.2.2 Disk Partitioning Setup

Next comes the disk partitioning. You must select Disk Druid manual disk partitioning
as it ensures you will end up with a bootable system and with the correct partitioning
scheme. Openfiler does not support automatic partitioning and you will be unable to
configure data storage disks in the Openfiler graphical user interface if you select
automatic partitioning. Highlight the "Disk Druid" button by navigating to it with
keyboard arrow keys or the keyboard Tab button. Once it is highlighted, hit Enter to
proceed.

Openfiler Administration Guide 14
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elcome to Openfiler NAS-/SAN Appliance

Disk Partitioning Setup

Automatic Partitioning sets partitions based on the
selected installation type. You also can customize
the partitions once they have been created.

The manual disk partitioning tool, Disk Druid,
allows you to create partitions in an interactive
environment. You can set the file system types,
mount points, partition sizes, and more.

Autopartition Disk Druid

{Tab>~,<Alt-Tab> between elements i <Space> selects i <F12> next screen

1.1.23 Disk Setup

On the disk setup screen, if you have any existing partitions on the system, please delete
them. DO NOT DELETE ANY EXISTING OPENFILER DATA PARTITIONS UNLESS
YOU NO LONGER REQUIRE THE DATA ON THEM. To delete a partition, highlight it
in the list of partitions using the Tab / arrow keys, then navigate to the action buttons
using the Tab key. Once the Delete button is highlighted, hit Enter to perform the desired
action.

You should now have a clean disk on which to create your partitions. The following
illustrates a configuration with three SCSI disks ready to be partitioned:

Openfiler Administration Guide 15
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openfiler

elcome to Openfiler NAS-/SAN Appliance

| Partitioning |

Device Start End Size Type Mount Point
devssda
Free space 1 ZbZ Z848M Free space
~devssdb
Free space 1845 8192M Free space
~devssdc
Free space 1845 8192M Free space

. - - . .

F1-Help FZ-New F3-Edit F4-Delete F5-Reset

You need to create three partitions on the system in order to proceed with the
installation:

N

"/boot" - this is where the kernel will reside and the system will boot from

[l

"swap" - this is the swap partition for memory swapping to disk

[l

"/"- this is the system root partition where all system applications and libraries will be
installed

1.1.24 Create /boot Partition

You will be presented with a form with several fields and checkboxes. Enter the partition
mount path "/boot" and the select the disk on with to create the partition. In the
illustrated example, this disk is hda (the first IDE hard disk). Your setup will very likely
be different as you may have several disks of different types. You should make sure that
only the first disk is checked and no others. If you are installing on a SCSI-only system,
this disk will be designated sda. If you are installing on a system that has both IDE and
SCSI disks, please select hda if you intend to use the IDE disk as your boot drive.

Openfiler Administration Guide 16
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elcome to Openfiler NAS-/SAN Appliance

| Add Partition |
Mount Point : I

File System type: fillowable Drives:
exts

(<] sda_|
" [=1 sdb #

Size (MB):

§

Fl-Help FZ2-New F3-Edit F4-Delete F5-Reset F12-0K
The following is a list of all entries required to create the boot partition:

= Mount Point: /boot

[l

Filesystem Type: ext3

[l

Allowable Drives: select one disk only. This should be the first IDE (hda) or first SCSI
disk (sda)

Size(MB): 100 (this is the size in Megabytes, allocate 100MB by entering "100")

I

Additional Size Options: select Fixed Size radiobutton from the options.

[l

[l

Force to be a primary partition: checked (select this checkbox to force the partition to
be created as a primary partition)

Proceed by creating a boot partition:

[

Navigate to the New action button using the keyboard arrow keys and hit enter

I

In the new dialog window, type in "/boot" in the Mount Point form field

[l

Use the tab key to navigate to the "Allowable Drives" dropdown list and select only
the first drive using space bar or Enter key on your keyboard

[

Use the tab key to navigate to the next form field (Size) and type in "100" (for 100MB)

Openfiler Administration Guide 17
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[l

Use the tab key to navigate to the next form field and ensure "Fixed Size" is checked
and the other options in that section are not

[

Use the tab key to navigate to the next form field and ensure "Force to be primary
partition" is checked

[l

Use the tab key to navigate to the OK action button and hit Enter, which will create
the new partition

After configuration, your settings should resemble the following illustration:

elcome to Openfiler NAS-/SAN Appliance

| Add Partition |

Mount. Point :Z T

File System type: Allowable Drives:

ext?
" [1sdb #

Size (MB): (=) Fixed Size:
() Fill maximum size of (MB):

C ) Fill all available space:

[.] Force to be a primary partition

F1-Help FZ-New F3-Edit F4-Delete F5-Reset F12-0K

1.1.2.5 Create/(root) Partition

Proceed by creating a root partition. Click on the New button. You will be presented with
the same form as previously when creating the boot partition. The details are identical to
what was entered for the /boot partition except this time the Mount Point: should be "/”
and the Size(MB): should be 2048MB or at a minimum 1024MB.

Openfiler Administration Guide 18
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elcome to Openfiler NAS-/SAN Appliance

| Add Partition |

Mount Point : S

File System type: fAllowable Drives:
exts

[=1 sda_|
ext3 [ 1sdb &

Size (MB):

L

Fl-Help FZ-New F3-Edit F4-Delete Fo-Reset F12-0K

1.1.2.6 Create Swap Partition

Proceed by creating a swap partition. Navigate to the New action button and hit Enter.
You will be presented with the same form as previously when creating the boot and root
partitions. The details are identical to what was entered for the boot partition except this
time the File System Type: should be swap (mount point will automatically be disabled
for that filesystem type). Use the drop down list to select a swap partition type. The
Size(MB): of the partition should be at least 1024MB and need not exceed 2048MB.

Openfiler Administration Guide 19
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Openf iler NAS-SAN Appliance

openfiler

| Add Partition |

Mount Point:<Not Applicable>

File System type: fillowable Drives:
sof tware RAID

ap [ 1 sdb #

Size (MB): ( ) Fixed Size:
() Fill maximum size of (MB):
() Fill all available space:

Fl-Help

FZ-Neuw F3-Edit F4-Delete F5-Reset F12-0K

Complete the creation of the swap partition as normal. The partition scheme should now

resemble the following depiction:

Openfiler Administration Guide
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openfiler

elcome to Openfiler NAS-/SAN Appliance

| Partitioning |

Device Start End Type Mount Point
devssda
sdal 1 13 ext3 ~boot
sdaZ 14 144 ext3 s
sda3d 145 Zb1 swap
~devssdb
Free space 1 1845 Free space
~devssdc
Free space 1 1845 Free space

F1-Help FZ-New F3-Edit F4-Delete F5-Reset F12-0K

You have now completed the partitioning tasks of the installation process and should
click Next to proceed to the next step.

Network Configuration

In this section you will configure network devices, system hostname and DNS
parameters. You will need to configure at least one network interface card in order to
access the Openfiler web interface and to serve data to clients on a network. In the
unlikely event that you will be using DHCP to configure the network address, you can
simply select OK and proceed to the next stage of the installation process.

If on the other hand you wish to define a specific IP address and hostname, uncheck the
"Configure using DHCP" option. Network interface devices are designated ethX where X
is a number starting at 0. The first network interface device is therefore eth0. If you have
more than one network interface device, they will all be listed in the Network Devices
section.

When you deselect DHCP support, you then have the ability to configure the network
device in question with options to enter a network IP address and Netmask in the
appropriate form fields. Enter your desired settings and select OK to proceed.
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elcome to Openfiler NAS-/SAN Appliance

Network Configuration for ethd |

Network Device: ethB
Hardware Address: HH:BC:29:88:AD:28

[ 1 Configure using DHCP
[] Activate on boot

IP Address 192.168.254.89
Netmask 255 .250.255 .4

{Tab>~,<Alt-Tab> between elements i <Space> selects i <F12> next screen

Once you have configured a network IP address, you may now enter a hostname for the
system. The default hostname localhost.localdomain is not suitable and you will need to
enter a proper hostname for the system. This will be used later when you configure the
system to participate on your network either as an Active Directory / Windows NT PDC
client or as an LDAP domain member server. You will also, at this point, need to
configure gateway IP address and DNS server IP addresses. To complete this task you
will need the following information:

I

Desired hostname - this is the name you will call the system. Usually this will be a
fully qualified hostname e.g homer.the-simpsons.com .

[l

Gateway IP address - this is the IP address of your network gateway to allow routing
to the Internet

I

Primary DNS Server - this is the DNS server on your network. Note that if you intend
to use Active Directory or LDAP as your authentication mechanism, you will need to
assign a functional DNS IP address so that the authentication mechanism is able to
resolve the authentication server hostnames.

I

Secondary/Tertiary DNS Server - enter a second and third DNS server if they are
available on your network.

The following illustration shows an example where a hostname has been assigned, and
gateway IP, primary and secondary DNS information has also been entered.
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elcome to Openfiler NAS-/SAN Appliance

Miscellaneous Network Settings

Gateway: 192.168.254.254
Primary DNS: 127.8.8.1
Secondary DNS:

Tertiary DNS:

{Tab>~,<Alt-Tab> between elements i <Space> selects i <F12> next screen

elcome to Openfiler NAS-/SAN Appliance

| Hostname Conf iguration |
If your system is part of a larger network where hostnames are
assigned by DHCP, select automatically wia DHCP. Otherwise,

select manually and enter in a hostname for your system. If you
do not, your system will be knownm as *localhost.’

() automatically wia DHCP
(=) manually filer.localdomain.com

<Tab>~,<fAlt-Tab> between elements i <Space> selects i <F12> next screen

openfiler
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Once you are satisfied with your entries, please proceed to the next section of the
installation process.

1.1.4 Time Zone Selection

Set the default system time zone. You can achieve this by following the instructions on
the left side of the screen. If your system BIOS has been configured to use UTC, check the
UTC checkbox at the top of the screen and select OK to proceed.

elcome to Openfiler NAS-/SAN Appliance

{ Time Zone Selection

What time zone are you located in?
[['1 System clock uses UTC
fAimerica-Montevideo
America-Montreal
fAimerica-Montserrat

America-Nassau
America-New York

<Tab>-<Alt-Tab> between elements i <Space> selects i <F12> next screen

1.1.5 Set Root Password

You need to configure a root password for the system. The root password is the
superuser administrator password. With the root account, you can log into the system to
perform any administrative tasks that are not offered via the web interface. Select a
suitable password and enter it twice in the provided textboxes. When you are satisfied
with your entries, select OK to proceed with the installation process.
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elcome to Openfiler NAS-/SAN Appliance

Root Password |

Pick a root password. You must type it
twice to ensure you know what it is and
didn't make a mistake in typing. Remember
that the root password is a critical part
of system security?

Password:
Password (confirm):

{Tab>~,<Alt-Tab> between elements i <Space> selects i <F12> next screen

Note:

The root password is meant for logging into the console of the Openfiler server. The default
username and password for the Openfiler web management GUI are: "openfiler" and
"password" respectively.

You cannot go back to previous screens once you have gone past this point. The installer will
erase any data on the partitions you defined in the partitioning section.

openfiler
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1.1.5.1 Checking dependencies:

elcome to Openfiler NAS-/SAN Appliance

| Dependency Check

Checking dependencies in packages
selected for installatiom...

<Tab>~,<fAlt-Tab> between elements i <Space> selects i <F12> next screen
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1.1.5.2 Formatting file systems:

elcome to Openfiler NAS-/SAN Appliance

| Formatting |

Formatting ~» file system...

22

<Tab>~,<fAlt-Tab> between elements i <Space> selects i <F12> next screen
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1.1.5.3 Package Installation:

elcome to Openfiler NAS-/SAN Appliance

| Package Installation |

Name : glibc-2.3.6-8.9-1-i686
Size 1 218889k
Summary: (none)

65
Packages Time
Total : 3a1 755:49:81
Completed: 33 aM B:868:04
Remaining: 755:48:57

<Tab>~,<fAlt-Tab> between elements i <Space> selects i <F12> next screen
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1.1.6 Installation Complete

Once the installation has completed, you will be presented with a congratulatory
message. At this point you simply need to click the Reboot button to finish the installer
and boot into the installed Openfiler system.

elcome to Openfiler NAS-/SAN fAppliance

| Package Installation |
I I

| Complete |

Congratulations, your Openfiler NAS-SAN Appliance
installation iz complete.

Remove any installation media used during the installation
process and press {Enter> to reboot your system.

<Enter> to reboot

Note:

After you select Reboot remove the installation CD from the CD/DVD-ROM drive.

Once the system boots up, start configuring Openfiler by pointing your browser at the host
name or IP address of the Openfiler system. The interface is accessible from https port 446. e.g..
https://homer.the-simpsons.com:446

Management Interface: https://<ip of openfiler host>:446
Administrator Username: Openfiler

Administrator Password: password
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1.2

1.2.1

1.2.2

1.23

openfiler

Graphical Installation

This section provides detailed information on how to install Openfiler using the standard
graphical-based installation method.

Introduction

This document describes the process of installing Openfiler using the default graphical
installation interface. If you experience any problems with the graphical install track,
such as a garbled screen due to the installer not being able to auto-detect your graphics
hardware, please try a text-based install.

Total time for installation is about 15 - 20 minutes including software installation to disk.

System Requirements

Openfiler has the following hardware requirements to be successfully installed:

[

x64 based computer with at least 1GB RAM and 8.2GB storage for the OS image.

I

At least one supported network interface card

[l

A CDROM or DVD-ROM drive if you are performing a local install

[l

A supported disk controller with data drives attached.

Note:

The installation process is described with screenshots for illustrative purposes. If you are unable
to proceed at any point with the installation process or you make a mistake, use the Back button
to return to previous points in the installation process. Any errors or intractable problems with
the installation process should be reported either to the Openfiler Users mailing list or,
alternatively, if you feel you have found a bug please use the bug tracking system. If you report
a bug, be sure to enter a valid email address so that you can keep track of any updates to it right
up to resolution. You *must* first register with the bug tracker in order to be able to post a new
bug.

Starting the Installation

To begin the installation, insert the Openfiler disk into your CD/DVD-ROM drive and
ensure your system is configured to boot off the CD/DVD-ROM drive. After the system
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POSTs, the installer boot prompt will come up. At this point, just hit the Enter key to

proceed.

openfiler

— To install or upgrade in graphical mode, press the <{ENTER> key.
— To install or upgrade in text mode, type: linux text <ENTER>:.

— Use the function keys listed below for more information.

boot: _

After a few moments, the first screen of the installer will be presented. If at this point
your screen happens to be garbled, it is likely that the installer has been unable to
automatically detect your graphics subsystem hardware. You may restart the installation
process in text-mode and proceed accordingly in that case. The first screen of the installer
is depicted below. The next step is to click on the Next button to proceed with the

installation.
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1.2.4

Welcome to
Openfiler NAS/SAN
Appliance

Dwuring this installation, you can
use your mouse or keyboard to
navigate through the various
screens.

The Tab key allows you to
move around the screen, the
Up and Down arrow keys to
scroll through lists, + and - keys
expand and collapse lists,
while Space and Enter selects
or removes from selection a
highlighted item. You can also
use the Alt-X key command
combination as a way of
clicking on buttons or making

openfiler

&

openfiler

(=

| { Hide Help | | [ Release Notes | | & Next

Keyboard Selection

This screen deals with keyboard layout selection. Use the scroll bar on the right to scroll
up and down and select your desired keyboard layout from the list. Once you are
satisfied with your selection, click the Next button to proceed.

Openfiler Administration Guide
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@ Select the appropaiate keyboard for the system.

Keyboard
Configuration Russian (win) =
Slovakian
Choose the layout type for the 5 :
I
keyboard (for example, U.5. mrelma.n
English) that you would like to Spanish
use for the system. Swedish
Swiss French

Swiss French (latinl)

Swiss German

Swiss German (latinl)

Tamil (Inscript)

Tamil (Typewnter)

Turkish |

U.S. English ‘

U5, International .
|

Ukrainian

United Kingdom =

I @Hidet‘jelp | I.Dgelea.seNmesl I & Back | | B Next |

1.2.5 Disk Partitioning Setup

Next comes the disk partitioning. You must select manual disk partitioning as it ensures
you will end up with a bootable system and with the correct partitioning scheme.
Openfiler does not support automatic partitioning and you will be unable to configure
data storage disks in the Openfiler graphical user interface if you select automatic
partitioning. Click the Next button once you have selected the correct radiobutton
option.
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Disk Partitioning |
Setup

One of the largest obstacles for
a new user during a Linux
installation is partitioning. This
process is made easier by

Automatic Partitioning sets partitions based on the selected
instaliation type. You also can customize the paritions once

2l ; they have been created.
providing automatic
partitioning. The manual disk partitioning tool, Disk Druid, allows you to
create paritions in an interactive environment. You can set the
B',.r selecting automatic file system types, mount points, partition sizes, and more.
partitioning, you do not have to Ainomatically. partiton

use partitioning tools to assign
mount points, create partitions,
or allocate space for your
installation.

® Manually partition with Disk Druid

To partition manually, choose
the Disk Druid partitioning wol.

Use the Back button to choose

l. [C)Release Notes I @ Back | | W Next |

1.2.5.1 Disk Setup

On the disk setup screen, if you have any existing partitions on the system, please delete
them. DO NOT DELETE ANY EXISTING OPENFILER DATA PARTITIONS UNLESS
YOU NO LONGER REQUIRE THE DATA ON THEM. To delete a partition, highlight it
in the list of partitions and click the Delete button. You should now have a clean disk on
which to create your partitions.
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openfiler

[a

Disk Setup

_ Drive /dev/sda (2143 MB) (Modelk VMware, VMware Virtual 5)
Choose where you would like Free |

Openfiler NAS/SAN Appliance 150 MB
to be installed.

If you do not know how to
partition your system or if you I - |
need help with using the |_ New || Edit | Delete ] Reget | __RAID || VM |
manual partitioning tools, refer E

X : Maount Poin
to the product documentation. Device RmDNdu::e Type  Format

Size Start End

If you used automatic Pl D
partitioning, you can either = [dev/sda

accept the current partition Free Free space 2150 1 275
settings (click Next), or modify

the setup using the manual

partitioning tool.

If you are manually partitioning
YOUr system, you can see YOUr |71/ Hige RAID device/LVM Volume Group members

I @Hide Help | | [ Release Notes I @ Back | | B Next

You need to create three partitions on the system in order to proceed with the
installation:

[

"/boot" - this is where the kernel will reside and the system will boot from

I

"swap" - this is the swap partition for memory swapping to disk

I

"/"- this is the system root partition where all system applications and libraries will be
installed

1.2.5.2 Create /boot Partition

Proceed by creating a boot partition. Click on the New button. You will be presented with
a form with several fields and checkboxes. Enter the partition mount path "/boot" and the
select the disk on with to create the partition. In the illustrated example, this disk is hda
(the first IDE hard disk). Your setup will very likely be different as you may have several
disks of different types. You should make sure that only the first disk is checked and no
others. If you are installing on a SCSI-only system, this disk will be designated sda. If you
are installing on a system that has both IDE and SCSI disks, please select hda if you
intend to use the IDE disk as your boot drive.

The following is a list of all entries required to create the boot partition:

= Mount Point: /boot
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I

Filesystem Type: ext3

[l

Allowable Drives: select one disk only. This should be the first IDE (hda) or first SCSI
disk (sda)

[l

Size(MB): 250 (this is the size in Megabytes, allocate 250MB by entering "250")

I

Additional Size Options: select Fixed Size radiobutton from the options.

n

Force to be a primary partition: checked (select this checkbox to force the partition to
be created as a primary partition)

After configuration, your settings should resemble the following illustration:

=
Disk Setup S

Mount Paint: Tboot .

Choose where yc |
Openfiler NAS/S4 Fie System Type: | ext3 %
to be installed.

If‘,folul do not knov Allowable Drives:
partition your sysl

need help with us uD || LVM |
manual partitionir Size (MB): 100 —:_ ;
to the product do¢ ) Start, End

Additional Size Options
Ifyou used autory @ Eixed size

partitioning, you ¢ ) il all space up to (MB):
accept the curren ) ) ) 50 1 275
settings (click Ne ! Fill to maximum gllowable size

the setup using tr 7 Force 1o be a primary partition
partitioning tool. : = =

| % cancel | | Pox

If you are manual
your system, you can see YOUr || 71| Hige RAID device/LVM Volume Group members

I @Hidet‘jelp | I.DﬁeleaseNmesl Gianck! | iﬁﬁexr]

Once you are satisfied with your entries, click the OK button to create the partition.

1.2.5.3 Create/(root) Partition

Proceed by creating a root partition. Click on the New button. You will be presented with
the same form as previously when creating the boot partition. The details are identical to
what was entered for the /boot partition except this time the Mount Point: should be /"
and the Size(MB): should be 8704MB or greater.
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=
Disk Setup S

Mount Paint: ! b

Choose where yc 1
Openfiler NAS/S4 g 5ystem Type: | ext3 z

to be installed.

If you do not knov Allowable Drives:

partition your sysi —

need help with us uD | LVM |
manual partitionir Size (MB): 100 —:_ ;

to the product do¢ ) Start, End

Additional Size Options
If you used autorr Fixed size
partitioning, you ¢ () il al space up to (MB):

acceptthe curen ) ) e 1 13
settings (click Ne @ [Fill to maximum allowable size ey
the setup using tr 7 Force 1o be a primary partition 37 79 278

partitioning tool.

| X cacel | | Dok
If you are manual - E—
your system, You can See Your /{17 Hige RAID device/LVM Volume Group members

| @Hidet‘jelp | I.Dgelea.seNmesl I @ Back | | B Next |

Once you are satisfied with your entries, click the OK button to proceed.

1.2.5.4 Create Swap Partition

Proceed by creating a swap partition. Click on the New button. You will be presented
with the same form as previously when creating the boot and root partitions. The details
are identical to what was entered for the boot partition except this time the Mount Point:
should swap. Use the drop down list to select a swap partition type. The Size(MB): of the
partition should be at least 1024MB and need not exceed the total RAM capacity of the
system or virtual machine.
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openfiler
[l
Disk Setup T
Choose where yc gl lar i :I
Openfiler NAS/S/ g, System Type: | swap |
to be installed.
If you do not knov Allowable Drives:
partition your sysi —
need help with us uD | LVM |
manual partitionir Size (MB): 512 E I
to the product do¢ L ') Start, End

Additional Size Options |
Ifyou used autory @ Eixed size

partitioning, you ¢ ) £ij all space up to (MB):
accept the curren 0z 1 13

settings (click Ne ! Fill to maximum gllowable size 47 14 274

the setup using tr 7 Force 1o be a primary partition
partitioning tool. : = =

l xganceij | Pox

If you are manual
your system, You can See Your /{17 Hige RAID device/LVM Volume Group members

[ @Hidet‘jelp | I.D&eleaseNotesl I @ Back | | B Next |

Once you are satisfied with your entries, proceed by clicking the OK button to create the
partition. You should now have a set of partitions ready for the Openfiler Operating
System image to install to. Your disk partition scheme should resemble the following;:
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Disk Setup |

Choose where you would like
Openfiler NAS/SAN Appliance
to be installed.

If you do not know how to
partition your system or if you
need help with using the
manual paritioning tools, refer
to the product documentation.

If you used automatic
partitioning, you can either
accept the current partition
settings (click Next), or modify
the setup using the manual
partitioning tool.

If you are manually partitioning

YOour system, you can see your l—l

I @ Hide Help | | Dﬁelease Note

Drive dev/sda (2047 MB) (Model: VMware, VMware Virtual S)

openfiler

sdafsdal sda3
101 {1027 MB 17 MB

Drive jdev/sdb (8189 MB) (Model: VMware, VMware Virtual S5)

F
3192 MB

[ TT R 3

Drive idev/sdc (8189 ME) (Model: VMware, VMware Virtual 5)

e raa

| I3}

!_ New |[ Edit || Delete !! Reset ||
Device ::?S;::J::e Type Format
% Hard Drives
= fdev/sda
fdevfsdal  /boot ext3 o
fdevfsda? |/ ext3 o
fdevfsda3 swap s
= [fdev/sdb
Free Free space

Hide RAID device/LVM Volume Group members

=

RAID

Size
(MB)

102
1028
918

B192

[ wvm

Start, End

14 144
145 261

1 1045

a

@Back | | ®bew |

You have now completed the partitioning tasks of the installation process and should
click Next to proceed to the next step.

1.2.6 Network Configuration

In this section you will configure network devices, system hostname and DNS
parameters. You will need to configure at least one network interface card in order to
access the Openfiler web interface and to serve data to clients on a network. In the
unlikely event that you will be using DHCP to configure the network address, you can
simply click Next and proceed to the next stage of the installation process.
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= Network Devices

Network
Configuration

Active on Boot| Device | IP/Netmask e |
] eth0  192.168.254.39/255.255.255.0

Any network devices you have
on the system are automatically
detected by the installation

Hosiname
program and shown in the
Network Devices list. Set the hostname:
To configure the network @ manually | filer.domain.com (ex. "host.domain.com”)

device, first select the device
and then click Edit. In the Edit

Miscellaneous Settings.
Interface screen, you can

choose to have the IP and Gateway: |192 ||168 ||254 {254
Netmask information ; P T
Primary DNS: 192 |18 .|254 i
configured by DHCP or you = = - = D
can enter it manually. You can Secondary DN5: | | |
also choose to make the device Tertiary DNS: I A
active at boot time. ' -
Ifvou do not have DHCP client =]
I @Hide Help | | [ Release Notes | @ Back | | B Next |

If on the other hand you wish to define a specific IP address and hostname, click the Edit
button at the top right corner of the screen in the Network Devices section. Network
interface devices are designated ethX where X is a number starting at 0. The first network
interface device is therefore eth0. If you have more than one network interface device,
they will all be listed in the Network Devices section.

When you click the Edit button, a new form will popup for you to configure the network
device in question. As you do not wish to use DHCP for this interface, uncheck the
Configure Using DHCP checkbox. This will then allow you to enter a network IP address
and Netmask in the appropriate form fields. Enter your desired settings and click OK to
proceed.
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openfiler

= Network Devices

Network —
i Active on Boot| Device | IP/Netmask [ Ed
Configuration -‘““E I“ _E\iw . una Edt

Any nework devices you RN L R

on the system are autom:
detected by the installatic  configure etho

program and s:hc-wn inth [] Configure issing DHCP
Network Devices list. =
I« Activate an boot

To configure the network

E Hardware address: 00:0C;: 29:E6:EA:99 lomain.com”)
device, first select the der : = :
and then click Edit. In the |P Address: 192 168|254 |[30
Interface screen, you cai  Netmask: 155 |[ass |2ss |lo
choose to have the IP an ————— =
Netmask information
configured by DHCP ory ¥ Cancel | @QK |

can enter it manually. Yo
also choose to make the
active at boot time,

If vou do nat have DHCP client |

I @Hide Help | | [ Release Notes | @ Back | | B Next |

Once you have configured a network IP address, you may now enter a hostname for the
system. The default hostname localhost.localdomain is not suitable and you will need to
enter a proper hostname for the system. This will be used later when you configure the
system to participate on your network either as an Active Directory / Windows NT PDC
client or as an LDAP domain member server. You will also, at this point, need to
configure gateway IP address and DNS server IP addresses. To complete this task you
will need the following information:

I

[l

[l

[l

Desired hostname - this is the name you will call the system. Usually this will be a
fully qualified hostname e.g homer.the-simpsons.com .

Gateway IP address - this is the IP address of your network gateway to allow routing
to the Internet

Primary DNS Server - this is the DNS server on your network. Note that if you intend
to use Active Directory or LDAP as your authentication mechanism, you will need to
assign a functional DNS IP address so that the authentication mechanism is able to
resolve the authentication server hostnames.

Secondary/Tertiary DNS Server - enter a second and third DNS server if they are
available on your network.

The following illustration shows an example where a hostname has been assigned, and
gateway IP, primary and secondary DNS information has also been entered.
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openfiler

Network
Configuration

Any network devices you have
on the system are automatically
detected by the installation
program and shown in the
Network Devices list.

To configure the netwaork
device, first select the device
and then click Edit. In the Edit
Interface screen, you can
choose to have the IP and
Netmask information
configured by DHCP or you
can enter it manually. You can
also choose to make the device
active at boot time,

If vou do nat have DHCP client |

Network Devices

Active on Boot| Device | IP/Netmask

Hosiname

Set the hostname:

® manually  filer.domain.com

Miscellaneous Settings.

Gateway: |92 |.|168 || 254
Primary DNS: (192 |[168 ||254
Secondary DNS:| || L
Tertiary DNS: |

[ @Hide Help | | [ Release Notes |

Edit |

B eth0  192.168.254.30/255.255.255.0

(ex. "host.domain.com")

@Back | | ®hew |

Once you are satisfied with your entries, please proceed by clicking the Next button.

1.2.7 Time Zone Selection

Set the default system time zone. You can achieve this by following the instructions on
the left side of the screen. If your system BIOS has been configured to use UTC, check the
UTC checkbox at the bottom of the screen and click Next to proceed.
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Time Zone i@ Please select the nearest city in your timezone:
Selection

Set your time zone by selecting
your computer's physical
location.

On the interactive map, click on
a specific city (marked by a
yellow dot) and a red X
appears indicating your
selection.

You can also scroll through the
list of locations to select your
desired time zone. Description

You can also selectthe
System Clock uses UTC ]
option. (UTC, or Coordinated | | |7|/System clock uses UTC

Universal Time. allows vour [~

openfiler

D

I @Hidet{elp | !.DﬁeleaseNmesl @ Back | | B Next I

1.2.8 Set Root Password

You need to configure a root password for the system. The root password is the
superuser administrator password. With the root account, you can log into the system to
perform any administrative tasks that are not offered via the web interface. Select a

suitable password and enter it twice in the provided textboxes. When you are satisfied

with your entries, click Next to proceed with the installation process.

Openfiler Administration Guide

43



44 Chapter 1 - Installing Openfiler

1.2.9

openfiler

The root account is used for administering the system,
Enter a password for the root user.

Set Root Password

Root Password: —
Use the root account only for =
administration. Once the Confim:
installation has been completed,

create a non-raot account for your

general use and su - to gain

root access when you need to fix

something quickly, These basic ==————1
rules minimize the chances ofa

typo or incorrect command doing Reading package infarmation, .
damage to your system,

I @Hide Help | | [ Release Notes I

NB: the root password is meant for logging into the console of the Openfiler server. The default
username and password for the Openfiler web management GUI are: "openfiler” and "password”
respectively.

About To Install

This screen informs you that installation configuration has been completed and the
installer is awaiting your input to start the installation process which will format disks,
copy data to the system and configure system parameters such as setting up the boot
loader and adding system users. Click Next if you are satisfied with the entries you have
made in the previous screens.

Note:

You cannot go back to previous screens once you have gone past this point. The installer will
erase any data on the partitions you defined in the partitioning section.
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1.2.10

About to Install

Caution: Once you click Next,
the installation program begins
writing the operating system to the
hard drive(s). This process cannot
be undone. If you have decided
not to continue with this
installation, this is the last point at
which you can safely abort the
installation process.

To abort this installation, press
your computer's Reset button or
reset using Control-Alt-Delete,
and then remove the installation
media between the unmounting
and reboot screen messages.

=T

Installation

openfiler

Click next to begin installation
of Openiier MAS/SAN
Appliance,

A complete log of the
installation can be found in the
file *frootfinstall.log' after
reboating your system.

A kickstart file containing the
installation options selected can
be found in the file frootf
anaconda-ks.cfig' after reboating
the system.

@Back | | ®bew |

Once you have clicked Next in the preceding section, the installer will begin the
installation process. The following screenshots depict what happens at this point.
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Installing Packages

We have gathered all the
information needed to install
Openfiler NAS/SAN Appliance on
the system. It may take a while to
install everything, depending on

how many packages need to be ]

installed.

Openfiler NAS/SAN Appliance

Formatting / file system...

P

l. D Release Notes l

Installing Packages

We have gathered all the
information needed to install
Openfiler MAS/SAN Appliance on
the system. It may take a while to

Openfiler NAS/SAN Appliance
install everything, depending on
how many packages need to be ]

installed.

Transfering install image to hard drive...

I. D Release Notes l
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Installing Packages

We have gathered all the
information needed to install
Openfiler NAS/SAN Appliance on
the system. It may take a while to
install everything, depending on
how many packages need to be
installed.

Openfiler NAS/SAN Appliance

Installing mkinitrd-4.2.15-16-0.1.i386 (551 KB)
(nane)

|I D Release Notes l
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1.2.11

openfiler

Installation Complete

Once the installation has completed, you will be presented with a congratulatory
message. At this point you simply need to click the Reboot button to finish the installer
and boot into the installed Openfiler system.

Note:

After you click Reboot remove the installation CD from the CD/DVD-ROM drive.

Congratulations, the installation is complete,

Remaove any installation media used during the installation process and press the
"Reboat” button to reboat your system.

l [ Release Notes I

Once the system boots up, start configuring Openfiler by pointing your browser at the
host name or IP address of the Openfiler system. The interface is accessible from https
port 446. e.g.. https://homer.the-simpsons.com:446.

Management Interface: https://<ip of openfiler host>:446
Administrator Username: openfiler

Administrator Password: password
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Getting Started

2.1

Introduction to Openfiler

Welcome to the Openfiler Storage Configuration Centre Administration Guide. This
Centre is an interface designed to simplify the management of storage resources in
heterogeneous networks.

Openfiler empowers storage administrators to simplify the management of storage
resources in the enterprise via an intuitive browser-based interface. Openfiler is ideal for
multi-platform networks where workstations/servers run disparate operating systems
such as Microsoft® Windows® 98/XP/2000, Mac OS9/X®, UNIX® and Linux®. An
important feature of Openfiler is that it bridges the Storage Area Network (SAN) and
Network Attached Storage (NAS) paradigms on a network so that the entire scope of
storage management tasks on an enterprise network can potentially be managed from
one single console.

The main beneficiaries of Openfiler are storage and network administrators whose jobs
are becoming more difficult due to the proliferation of data on enterprise networks. There
is data on workstations, servers, in SAN islands and on NAS appliances scattered all over
the network. The administrator is tasked with managing these distinct storage resources -
bring all users in a certain department into a single storage domain; provide staff
responsible for Management Information System (MIS) with more space for their Oracle-
based business intelligence applications; and bring in block-based storage volumes from
SAN into the file-based NAS environment to increase storage capacity for IP clients on
the network. These are just some of the challenges that administrators face on a daily
basis, and Openfiler is designed to make solving them as simple as "point and click".
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2.2 Logging on to Openfiler

This section provides details about how to log on to Openfiler.

v To log on to Openfiler:

1. In the web browser, type the Openfiler URL and press ENTER. The Openfiler Login
page is displayed, as shown in the following figure.

open source storage management

Username: |_

Password: | |

Figure 1: Login Page

2. Enter the appropriate Username and Password and click the Login button. Openfiler
displays the Home page, as shown in the following figure.
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S e e e e e

System Information: filer.testads.local (192.168.254.19)

System Vital Hardware Information

Genchiocl filer.testads. ocal
Listening IP 192.168.254.19

Kernel Version 2,6,22,19-0, 1. 1,5mp, goc3. 4,486,686
(5MP)

Distro Mame B openfiler Nas/sAN
Uptime 2 days 8 hours 32 minutes
Current Users 3

Load Aversges  0.00 0.00 0.00

Network Usage

Device Received Sent Err/Drop
o 17.55 MB 17.55 MB o/a
etho 51.36 MB 41.14 MB o/0

Memory Usage

Processors
Model

CPY Speed
Cache Size

System
Bagamips

PCI Devices

IDE Devices

scsl
Devices

USE Devices

;)
Intel(R) Core{TM)2 Quad CPU Q6600 @
2.408Hz

2,39 GHz

4,00 MB

4806.2

- Eridge: Intel Corporation 82371AB/ER/ME
PIIX4 ACPI

- Ethernet controller: Advanced Micro
Devices [AMD] 79¢970 [PCnet32 LANCE]

- Host bridge: Intel Carporation
JAOBR/ZH/D - B2HATRN/ 2D Host
ridge

- ICE interface: Intel Corporation
823714B/EB/ME PIIX4 IDE

- 154 bridge: Intel Corporation
62371 AB/EB/MB PIING 54

- PCI bridge; Intel Corporation
340BX/ZX,/DX - B2443BK/ZX/Dx AGR
bridge’

~ SCsl storage contraller: LSI Logic /
Symbios Logic 5361030 PCI-X Fusion=
MPT Dual Ultra320 SCs1

- VGA compatible contraller: Yiware Inc
[VMware SYGA 11] PCI Display Adapter

- hdc: YMware Virtual IDE CDROM Drive

- YMware, VMware Virtual & (Direct-

Access)

= UMware, VMware Virtual S (Direct-

Access)

- YMware, VMware Virtual & (Direct-

Access)

- UMware, VMware Virtual S (Direct-

Access)

- VMware, VMware Virtual § (Direct-

Access)

- UMware, VMware Virtual S (Direct-

Access)

none

Type Percent Capacity Free Used size
Physical Memory I 50% 100,09 MB 462,02 MB 562,11 MB
- Kemnel + applications — 2 125,93 MB
- Buffers — 32% 180.96 MB
- cached — 0% 155.12 M8
Disk Swap 1 0% 255.99 MB 0.00 KB 255,99 ME
Mount Type Partition Percent Capacity Free Used size
JmntAug0 v ufe  Jdev/mapper/vgl-h0 1% (1%) 154.99 MB 332,00 KB 1£5.31 MB
JrntAvgD/ivl ¥fs  /dev/mapper/vg0-lvl  10% (1%) 218,82 MB 508,00 KB 219.31 MB
/mntfugD/ve ¥fs  /dev/mapper/vgD-v2  10% (1%) 91.08 MB 232,00 KB 91.31 MB
/mnt/ugD/testit exta Jdev/mapper/vgl-testit  § 19 (19%) 435.74 MB 515 MB 464.86 MB
/mntfvg1/iv0 #fs  /dev/mapper/vgl-i0  EEEEEEENNN 45% 63.71MB 71,60 MB 155,31 MB
(1%}
Jmntpug1/iel ufe  Jdev/mapper/vgl-l 0% (1%) 01.05 MB 268.00 KB 91.31 MB
Jrntfugl/ive ¥fs  /dev/mapper/vgl-2  10% (1%) 122,96 MB 460,00 KB 123.31 M@
JmntAug2 v wfs  /dev/mapper/vg2-0  10% (1%) 474.99 MB 328,00 KB 475.31 MB
Jmntfuga /vl wfs  Jdev/mapper/vg2-vl  10% (1%) 154.01 MB 408.00 KB 155.31 MB
fmntfvga/ive #fs  /dev/mapper/vg2-v2  B2% (1%) 152,79 MB 2,52 MB 15531 MB
fmntfug2/reallyreallyreallylongname xfs /dev/mafpsr/vgz— 10% (19} 539.00 MB 316.00 KB 539.31 MB
reallyreallyrealiylongname
/mntfug3dvo xfs  /dev/mapper/vg3-lv0 8 2% (10%) 26.84 MB 484.00 KB 27.31 MB
¥ exta Jdev/sdal I 7%,  375CB 372GB 7.87GB
Jdev/shm tmpfs none 10% (1%) 281.05 MB  0.00 KB 281.05 MB
Totals ;. 35% 6E1GE  3.80GB 10,74 GB

© 2001 - 2008 Operfiler. All rights reserved.
Hornie - Documentation * Suppert - Website - License - Loa Out

Status
section

, System
Tlerview

5 isCSI
forgets

Support
resources

n"]me

Get

Hpport

(3§ Forums

Admin

Elide

Figure 2: Home page

openfiler

Openfiler Administration Guide

52



53 Chapter 2 - Getting Started Openfl ler

Note:

The Openfiler GUI is accessed by pointing a browser to the hostname or IP address of the
Openfiler appliance. The GUI runs on port 446 using the HTTPS protocol. e.g

https://mysan:446

https://192.168.1.31:446

The default credentials for accessing the Openfiler GUI are:
Username: username

Password: password

It is recommended to change the administrator password immediately after the first log on to
Openfiler by accessing the Accounts->Admin Password context.
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23

openfiler

Understanding the Openfiler Interface

A typical Openfiler page can be divided into six main sections, namely the Title Bar,
Tabs, Work Area, Menu, Support and Footer, as shown in the following figure.

Title Bar Tabs Work Area Menu Support

openfiler

® System Overview

ISCSI status

# (SCST Targets

Open sessions for ISCSILATgel son 1006-01 com, cpanfiler:tan 3433 Ec0lkad

@ Report bug
Identifier  Initiator Name Connections

|
|
I
@ Get support |
|
I
|

|
|
| & rorum
|
|
|

I [
| |
| |
| |
| |
| |
| |
| |
| |
I |
I |
| |
| |
| Qpen sessions for ISCST target iqn :006-08 . com, opantsler: an 2375300 fhale I
|
| Identifies  Initistor Mame  Connections I
' [
; |
| |
| |
| Open sessions for iISCST target sqn.2005-08 com . opanfiler ssn, 31402755121 |
|
: Identifier  Initiator Name Connections |
|
: |
| |
| |
| Open sessions for iSCST target wg 2006-01 cou. spantiler: tan Teb@Trnates I
] |
| Identifier  Initistor Name  Conaections |
l |
| |
| |
I Opein sessions for ISCST AFger tum. tooe-01 con. cpanfiler tasttarges |
|
: Identifier Initistor Mame Conmections |
|
: [
| |
| |
| |
|
B e e e e e S e e e G e e e e e i R J

Footer

Figure 3: Interface Page

Openfiler Administration Guide 54



55 Chapter 2 - Getting Started

2.3.1

2.3.2

233

234

2.3.5

2.3.6

openfiler

Title Bar

The top strip of the Openfiler page is the Title Bar. It displays quick access links to
system-wide functions such as Log out, Status, Update and Shutdown.

Tabs

Tabs help the user to navigate through the various functions of Openfiler, namely:

= Status

I

System

Volumes

I

Quota

[l

Shares

[

Services

I

Accounts

I

Work Area

The Work Area is a rectangular space where all the contents are displayed based on your
selection of Tabs and the Menu.

Menu

The vertical bar on the right side is the section that contains the menus. The Menu
displays the respective the configuration contexts available for each tab that is selected.

Support

This section displays the various support resources available for Openfiler, namely:
= Report bug

= Get support

= Forums

= Admin Guide

Footer

This is the bottom area of the application. Openfiler displays the access links to copyright
details, Homepage, Documentation, Support, Openfiler Website, License details and
Log out.
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Status Section

Status page is displayed by default when you login to Openfiler. This Status tab has two
menu options, System Overview and iSCSI targets. System overview gives an overview
of the system at any given point. iSCSI shows the connections details in your Openfiler.
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3.1

3.1.41

openfiler

System Overview

System Overview provides a status snapshot of the system at any given point of time.
The page consists of five different sections, i.e. System Vital, Hardware Information,
Network Usage, Memory Usage and Mounted Filesystems.

System Vital section displays details such as Canonical Hostname, the IP Address,
Kermel version and the current users of this application.

Network Usage section displays the device name, received and sent memory and error or
drop details.

Hard Information section provides the number and name of the processors, CPU speed,
cache memory size, and PCI, IDE and SCSI Devices.

Memory Section gives the total memory available, the percentage of memory used and
the free memory available.

Mounted Filesystem section provides details of the mounted files, like type of fie,
partition details, capacity in percentage, free and used memory and the size of the
mounted file.

Viewing the System Overview

This section provides details on how to view the system overview.

v To view the system overview:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Status tab. Openfiler displays the System Overview page, as shown in the
following figure.
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openfiler

I e e T

[# s |

System Information: filer.testads.local (192.168.254.19)

Type
Physical Memory

- Buffers
- Cached

Disk Swap

- Kernel + applications

Canonical Hostname  filer.testads.local Processors
Listening IP 192.168.254.19 Model
Kernel Version 2.6.24.7-0.5.1.smp.gcc3.4.x86.i686 (SMP) CPU Speed
Distro Name [ ] Openfiler NAS/SAN Cache Size
Uptime 3 hours 49 minutes System
Bogomips
Current Users ] Tt s
Load Averages 0.01 0.02 0.00
Device Received Sent Err/Drop
lo 6.16 MB 6.16 MB 0/0
etho 10.31 MB 10.73 MB 0/0
IDE Devices
SCSI Devices
USB Devices

System Vital Hardware Information

i

Intel{R) Core(TM)2 Quad CPU Q6600 @ 2.40GHz
2,39 GHz

4.00 MB

4809.99
- Bridge: Intel Corporation 8237 LAB/EB/MB PIIX4
ACPL

- Ethernet controller: Advanced Micro Devices

[AMD] 79c970 [PCnet32 LANCE,

- Host bridge: Intel Corporation 440BX/ZX/DX -
E2443EIXPZ>(/DX. Host bridge

- IDE interface: Intel Corporation 82371AB/EB/MB
PIIX4 IDE

- ISA bridge: Intel Corporation 82371AB/EB/MB
PIIX4 ISA

- PCI bridge: Intel Corporation 440BX/ZX/DX -
B82443BX/ZX/DX AGP bridge

- SCSI storage controller: LS Logic / Symbios
Logic 53¢1030 PCI-X Fusion-MPT Dual Ultra320
scsl

- VGA compatible controller: VMware Inc [VMware
SVGA 111 PCI Display Adapter

- hde: VMware Virtual IDE CDROM Drive

- VMiware, VMware Virtual S (Direct-Access)
- WMware, VMware Virtual S (Direct-Access)
- WMware, VMware Virtual S (Direct-Access)
- WMware, VMware Virtual S (Direct-Aceess)
- WMuware, VMware Virtual S (Direct-Access)

- WMiware, VMware Virtual § (Direct-Access)

none

Memory Usage

Percent Capacity
— 25%

- 0%

= 6%

- 10%

1 0%

Free Used Size
423.56 MB 138.94 MB 562.50 MB
51.29 MB
31.45 MB
56.20 MB
255.00 MB 0.00 KB 255.99 MB

Mounted Filesystems

Mount Type Partition Percent Capacity Free used size
/ ext3 /dev/sdal 4% 3.74GB 3.73 6B 7.87 GB
fdev/shm tmpfs none 10% (1%) 281.25 M8 0.00 KB 281.25 M8

Totals ! I 46% 4.02 GB 37368 8.15 GB

Home -

© 2001 - 2008 Openfiler. All rights reserved.
D + Support - Website - License - Log Out.

Status section

= System Overview

& iSCSI Targets

Support resources

& Report bug
3 Get support
§ Forums

@ Admin Guide

Figure 4: System Overview

Note:

The default page displayed after login is the System Overview page. The user can also click the
Status link on the Title Bar to view this page.

Openfiler Administration Guide

58



openfiler

59 Chapter 3 - Error! No text of specified style in document.

3.2 iSCSI Targets

iSCSI Targets page shows the details of the connections coming into your Openfiler
system, namely, Identifier- the unique identification code, Initiator Name and the number
of connections coming to the iSCSI target.

3.2.1 Viewing iSCSI Targets

This section provides details about how to view iSCSI Targets.

v To view iSCSI Targets:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Status tab. Openfiler displays the System Overview page as shown in
Figure 4.

3. Click iSCSI Targets menu. Openfiler displays iSCSI Targets page, as shown in the
following figure.

I [ e e e T e

Status section

® System Dverview
iSCSI status # iSCSI Targets

Open sessions for iISCSI target ign. 2006-01. com. openfiler: tsn. 9d536c608bad Support resources

& Report bug

Identifier Initiator Name Connections
% Getsupport

i Forums

@ Admin Guide

Open sessions for iISCSI target iqn. 2006-01. com. openfiler:tsn. 91402 79faf21

Identifier Initiator Name Connections

Open sessions for iISCSI target ign. 2006-01. com. apentiler: tsn. 7ebdb 75ba663

Identifier Initiator Name Connections

Open sessions for iISCSI target iqn. 2006-01. com. openfiler: testtarget

Identifier Initiator Name Connections

Figure 5: iSCSI Target
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Managing System

This chapter deals with out-of-the-box Openfiler set-up and configuration. The system
tab allows you to set up the network, the HA Cluster, the system time and time zone, and
configure the UPS. This tab also has the option to configure the notification, restart or
reboot, and to update the system.
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4.1

Network Setup

This section provides details about the network setup configuration of Openfiler. This
section covers three basic configurations namely, Network Configuration, Network
Interface Configuration and Network Access Configuration.

Network Configuration and Network Interface Configuration are for setting up of the
Openfiler server itself whereas the network access configuration sets the access control
for users of Openfiler.

Network configuration is done while installing the system. This section allows the user to
set up the hostname, primary and secondary DNS and gateway IP.

Network Interface Configuration deals with the configuration of interfaces. You can also
view or edit the existing configuration.

Network Access Configuration deals with setting access control for other users.
Openfiler allows limited access to the system services using the network host mask and
also can prevent access to iSCSI and the like. This control is based on the incoming or
outgoing IP” address.

For cases where network configuration is not performed during installation, (e.g for Xen
or VMware virtual machines) and there is no DHCP server available on the network;
perform the following steps to configure the network:

Note:

For cases where network configuration is not performed during installation, (e.g for Xen or
VMware virtual machines) and there is no DHCP server available on the network; perform the
following steps to configure the network:

1) Log in as "root" <enter>
2) type: ifconfig eth0 <ip address>
e.g ifconfig eth0 192.168.1.23
3) Proceed to log in at https://192.168.1.23:446

4) Access the System tab to complete network configuration settings such as DNS and gateway
information.
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openfiler

411 Viewing Network Setup

This section provides details about how to view Network Setup in Openfiler.

v To view Network Setup:

1.
2.

Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

Click the System tab. Openfiler displays the Network Setup page, as shown in the
following figure.
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Interface

bondd

ethi

Boot Protocol

Static

Static

Disabled

Network Configuration

Hostname: |fi|er.testads‘local

Primary DNS: |192.168.254.12

Secondary
oo [192.168 254,144

Gateway: |192.168.254.254

Network Interface Configuration

IP Address Network Mask Speed MTU
1101111 126.0.0.0 1500
192.168.254.19  255.255.255.0 1500

Configured as slave to bond: bongd

Delete

|

[F=8 | ST

Network Access Configuration

Name

sunnyd

local

localnet

iscsiclient

Create bonded interface

NetworkfHost  Metmask

192.168.254.144  255,255.255.255

192.165.254.19 255.255.255.255

192.168.254.0 25525542550

192.168.254.135  255.255.255.255

Link Edit

ND Q i
Configure
Yes Q i
Configure
ND Q i
Configure
YES g i
Configure

Type

Share
Share
Share

Share

| | | [Ga0s

|Share v

Figure 6: Network Setup Page

openfiler
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Field

Network Configuration

Host Name

Primary DNS

Secondary DNS

Gateway

Network Interface Configuration

Interface

Boot Protocol
IP Address
Network Mask
Speed

MTU

Link
Network Access Configuration

Name

Network/Host

Netmask

Type

Table 1: Network Setup

Note:

openfiler

Description

This field displays the host name.

This field displays the IP address of the primary Domain
Naming Service.

This field displays the IP address of the secondary Domain
Naming Service.

This field displays the gateway of the network.

This field displays the interface name.

This field displays the boot protocol of the interface.
This field displays the IP address of the interface.

This field displays the network mask of the interface.
This field displays the connection speed for the interface

This field displays the Maximum Transit Unit value for the
interface.

This field displays the network link status for the interface.

This field displays the network access configuration name.

This field displays the network address or host of the
interface.

This field displays the netmask of the interface.

This field displays the type of interface. There are two
typesnamely, Share and UPS.

The default page displayed after clicking the System tab is the Network Setup page.

Openfiler Administration Guide
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4.1.2 Modifying Network Configuration

This section provides details about how to modify the Network Configuration in
Openfiler.

v To modify Network Configuration:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The Network Configuration section in the Network Setup page is as
shown in the following figure.

Network Configuration

Hostname: ‘fi\er.testads.loca\ ‘

Primary DNS: |192.168.254 .12 |

[192.168.254 144 |

Secondary
NS5:

Gateway; [192.168.254.254 |

Figure 7: Network Configuration

3. Modify the appropriate details and click the Update button.
OR

Click the Cancel button to cancel the changes.

Openfiler Administration Guide 65



66 Chapter 4 - Managing System

413 Viewing Network Interface

openfiler

This section provides details about how to view a network interface configuration in

Openfiler.

v To view network interface:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The available network interface is displayed in the Network Interface
Configuration section of the Network Setup page, as shown in the following figure.

Network Interface Configuration

Interface Boot Protocol IP Address Network Mask Speed

ethio Static 192.166.254.19 255.255.255.0

Create bonded interface

™MTU

1500

Link

s

Edit

Froonfigure

Figure 8: Network Interface Configuration

3. Click the appropriate Interface link. Openfiler displays the Network Interface

Details page, as shown in the following figure.

Network Card: ethoO

Attribute ¥Yalue
MaC Address
Bytes Recieved

Bytes Sent

Add WLAR
add Virtual Interface

oo:oC:29:Dd B3 AR
55615754 (53.0 Mb)

44857643 (42,5 Mb)

Figure 9: Network Interface Details

4. View the interface details and click anywhere outside the popup dialogue to close the

popup.
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Note:

To know more about how to add a VLAN and Virtual Interface to a network refer to Adding a
VLAN and Adding a Virtual Interface sections, respectively. VLAN configuration requires
hardware support. Check with your network hardware vendor for VLAN configuration support.

4.1.3.1 Adding a VLAN

This section provides details about how to add a Virtual Local Area Network (VLAN)
interface configuration.

v Toadda VLAN:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The available network interface is displayed in the Network Interface
Configuration section of the Network Setup page, as shown in Figure 8.

3. Click the appropriate Interface link. Openfiler displays the Network Interface
Details page, as shown in Figure 9.

4. Click the Add VLAN link. Openfiler displays the VLAN Interface Configuration
page, as shown in the following figure.

VLAM Interface Configuration

Fhysical Device ethd

vLan 1D | ]

Continue Cancel

Figure 10: VLAN Interface Configuration

5. Enter an appropriate VLAN ID and click the Continue button.
OR

Click the Cancel button to cancel the process.
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4,1.3.2 Adding a Virtual Interface

This section provides details about how to add a virtual interface

v To add a virtual interface:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The available network interface is displayed in the Network Interface
Configuration section of the Network Setup page, as shown in Figure 8.

3. Click the appropriate Interface link. Openfiler displays the Network Interface
Details page, as shown in Figure 9.

4. Click the Add Virtual Interface link to add a virtual interface. Openfiler adds it to
the selected interface.

4.1.4 Editing/Configuring a Network Interface

This section provides details about how to edit a network interface configuration.

v To edit/configure a Network Interface:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The Network Interface Configuration section in the Network Setup page is
displayed as shown in the following figure.

Network Interface Configuration

Interface Boot Protocol IP Address Network Mask Speed ™MTU Link Edit
etho Static 192.165.254.19  255.255.255.0 1500 ves FTconfigure

Create bonded interface

Figure 11: Network Interface Configuration

3. Click the g icon corresponding to the interface to be edited. Openfiler displays the
edit page, as shown in the following figure.
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Network Interface Configuration

Dewice: ethl

Boot Protocol: | Static \Tl

Figure 12: Network Interface Configuration

4. Select the appropriate Boot Protocol from the drop-down list and click the Continue
button. Openfiler displays the Network Interface Configuration page as shown in
the following figure.

OR
Click the Cancel button to cancel the process.

Metwork Interface Configuration

Device: etho

IP Address: [192.168.254.13
Netmask: #55.255.255.0 v

MTU: 1500 %

Figure 13: Network Interface Configuration

5. Enter the appropriate details in the respective fields and click the Confirm button.
Openfiler saves the changes and displays the page as shown in the following figure.
OR
Click the Cancel button to cancel the process.

Network Interface Configuration

Configuration Updated.
Return to Metwork Page.

Figure 14: Network Interface Configuration

6. Click the Return to Network Page link to go to the Network Interface page.

Openfiler Administration Guide 69



70 Chapter 4 - Managing System Openfl ler

4.1.5 Creating a Bonded Interface

This section describes how to create a bonded interface. The Linux bonding driver
provides a method for aggregating multiple network interfaces into a single logical
"bonded" interface. The behavior of the bonded interfaces depends upon the mode;
generally speaking, modes provide either hot standby or load balancing services.
Additionally, link integrity monitoring may be performed

v To create a bonded interface:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The Network Interface Configuration section in the Network Setup page is
as shown in Figure 11.

3. Click the Create bonded interface link. Openfiler displays the Network Boding
Configuration page, as shown in the following figure.

Network Bonding Configuration

It is highly recornmended that & bond be configured only
A if direct terminal access is possible to reconfigure if a
problem arises.

Select interfaces to bond

X Device MALC Address Mii Compatible Current IP

D ethi 00:0C: 29,04 B3 AF Mo 192.168.254.19
D ethl 00:0C: 29 D4:B3:B9 Mo 192,168,254 .22
[0 ethz 00:0C:29:D4:B3:C3 No

5 et 00:0C:29:D4:B3:CD No

Figure 15: Network Bonding Configuration
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Field

Device
MAC Address

Mii Compatible

Current IP

openfiler

Description

This field displays the device name.
This field displays the MAC address of the interface.

This field displays whether the interface supports auto
configuration via the MII Standard.

This field displays the current IP address of the interface.

Table 2: Network Bonding Configuration

4. Select the appropriate interface and click the Continue button. Openfiler displays the
Network Bonding Configuration page, as shown in the following figure.

Network Bonding Configuration

It is highly recommended that a bond be configured only
A if direct terminal access is possible to reconfigure if a

IP Address:

Metrnask:

Bonding Mode:

Frimary Interface: |N0 preference {default) v‘

Alternate Link Detection: i?alse (default)_vi

MII link monitoring: 100 {default) »

Down Delay;

Up Delay:

problem arises,

IP Configuration

I

[0.0.00 v/

Bond Options

|Et.ive Backup

Continue Cancel

Figure 16: Network Bonding Configuration

Field

IP Configuration
IP Address
Netmask

Bonding Options

Description

This field displays the host name.

Select an appropriate netmask from the drop-down list .
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Field
Bonding Mode

Primary Interface

Alternate Link Detection

MII link monitoring

Down Delay

Up Delay

openfiler

Description

Select an appropriate Bonding Mode from the drop-down
list. By default balance-rr will be selected.

The available options are:

]

=  Balance-rr (Round-robin policy): Transmit packets in
sequential order from the first available slave through the last.
This mode provides load balancing and fault tolerance.

n

Active Backup: Only one slave in the bond is active. A different
slave becomes active if, and only if, the active slave fails. The
bond's MAC address is externally visible on only one port
(network adapter) to avoid confusing the switch.

Balance XOR: Transmit based on the selected transmit hash
policy. The default policy is a simple [(source MAC address
XOR'd with destination MAC address) modulo slave count].
Alternate transmit policies may be selected via the
xmit_hash_policy option.

Broadcast: transmits everything on all slave interfaces. This
mode provides fault tolerance

802.3ad (IEEE 802.3ad Dynamic link aggregation): Creates

aggregation groups that share the same speed and duplex
settings. Utilizes all slaves in the active aggregator according to
the 802.3ad specificationBalance-tlb (Adaptive transmit load
balancing): channel bonding that does not require any special
switch support. The outgoing traffic is distributed according to
the current load (computed relative to the speed) on each slave.

n

n

n

Incoming traffic is received by the current slave. If the receiving
slave fails, another slave takes over the MAC address of the
failed receiving slave.

n

Balance-alb (Adaptive load balancing): includes balance-tlb
plus receive load balancing (rlb) for IPV4 traffic, and does not
require any special switch support. The receive load balancing
is achieved by ARP negotiation. The bonding driver intercepts
the ARP Replies sent by the local system on their way out and
overwrites the source hardware address with the unique
hardware address of one of the slaves in the bond such that
different peers use different hardware addresses for the server.

Select an appropriate primary interface from the drop-down
list, which specifies which slave is the primary device. The
specified slave will always be the active slave while it is
available. Alternate device is used, only when the primary is
offline.

Select appropriate link detection from the drop-down list.
The available options are True and False.

The default option selected is False.

Select an appropriate MII link monitoring frequency from
the drop-down list.

Select an appropriate Down Delay from the drop-down list.

The default option selected is “0’.

Select an appropriate Up Delay from the drop-down list.
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Field Description

The default option selected is “0’.

Table 3: Network Bonding Configuration

5. Enter the appropriate details and click the Continue button.
OR
Click the Cancel button to cancel the process.

Note:

Bonding configuration can occur whether or not direct terminal access is available. However, it
is recommended that configuration be done only in cases where a misconfigured bond brings
down remote access and no other mechanism, aside from direct terminal access, is available to
recover from the misconfiguration.

4.1.6 Adding a new Network Access Entry

This section explains how to add a new network access to the configuration.

v To add a new Network Access Entry:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The Network Access Configuration section in the Network Setup page is
displayed as shown the following figure.
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Network Access Configuration

Delete Name Network/Host Netmask Type
[.L] sunnyd 192.168.254.144 2505.2535.255.250 Share
[1] local 192.168.254.19 255.255.255.255 Share
[] localnet 192.168.254.0 255.255.255.0 Share
=] iscsiclient 192.168.254.133 205:705;205:255 Share
Mew | ‘ | ‘ 0.0.0.0 j| ‘ Share j|

Update

Figure 17: Network access configuration
3. Enter the appropriate details in the respective fields, corresponding to New, and click

the Update button.

Note:

When adding a network access entry for iSCSl initiators, be sure to enter the full network IP
address of the initiator host and hostmask for the network IP address. For eg.
192.168.1.23/255.255.255.255

4.1.7 Deleting a Network Access Entry

This section explains how to delete a network access configuration.

v To delete a Network Access Entry:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6. The Network Access Configuration section in the Network Setup page is
displayed as shown in Figure 17.

3. Select the appropriate Delete check box and click the Update button.
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4.2 Setting up the Clock

It is imperative that the system time is set correctly before users are allowed to store data
on the system. The administrator has the option of setting the system time manually or
using a remote network time protocol (NTP) server. If the system running Openfiler has
a route to the internet, it is better to set the system time using a time server. If not, the
system time must be set manually. The user can also set the system time zone.

4.2.1 Setting the system clock manually

This section provides details about how to set the system time manually.

v To set the system clock:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3.  On the menu bar, click the Clock Setup link. Openfiler displays the Set System
Clock Manually page, as shown in the following figure.

Set system clock manually

Date: 1 |[M |9 [s]| 2008 |»
Time: |09 v|:[58 v

Set datetime

Figure 18: Set System Clock Manually

Field Description

Date Select the appropriate options, given in dd/mm/yyyy
format, from the drop-down list.

Time Select the appropriate options, given in Hrs/Mints format,
from the drop-down list.

Table 4: System Clock Settings

4. Select the appropriate options and click the Set date/time button.
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4.2.2 Synchronizing the System Clock with NTP timeserver

This section explains how to synchronize the system clock with the network time
protocol (NTP) server.

v To synchronize the system clock with NTP timeserver:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the Clock Setup link. Openfiler displays the Keep System
Clock Synchronized with NTP Server page, as shown in the following figure.

Keep system clock synchronized with NTP timeserver

Flease clear the server field to disable this function,
Examples of servers you can use are: time.nist. gow,
1.pool.ntp.oryg, 2.pool. ntp. org

Server: time.nist.gov |

[ Setup synchronization ]

Figure 19: Keep System clock synchoronized with NTP timeserver

4. Enter the appropriate data in the Server field and click the Setup synchronization
button to synchronize the system clock.

Note:

Clear the Server field to disable the synchronization function.

For example, the servers you can use are: time.nist.gov, 0.pool.ntp.org,
1.pool.ntp.org, and 2.pool.ntp.org.
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4.2.3 Setting Time zone

This section explains how to set up the system time zone in Openfiler.

v To set the time zone:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click on the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the Clock Setup link. Openfiler displays the Timezone page,
as shown in the following figure.

Timezone

EuropesLondon e

Systern clock uses UTC

Figure 20: Timezone

4. Select the appropriate time zone from the drop-down list and click the Set timezone
button.
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4.3 Managing UPS

In this chapter, you will learn how to configure a Uninterrupted Power Supply (UPS)
device and edit the existing UPS configuration.

4.3.1 Configuring a UPS device

This section provides a detailed description on how to configure a UPS device.

v To configure a UPS device:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the UPS Management link. Openfiler displays the
Uninterruptible Power Supply Device Configuration page, as shown in the
following figure.

Uninterruptable Power Supply Device Configuration
| select UPS to add ~|
Edit ﬁ';rr'::J Device Port Description gt;‘;‘:"w" Extra Settings Status
| RESREpeesera: [ 1 2 i |
Figure 21: UPS Device configuration
Field Description
Config Name This field displays the configuration name of the UPS.
Device This field displays the device name.
Port This field displays the port name.
Description This field displays the device description. e.g. Primary UPS.
Shutdown Order This field displays the order in which the system shuts
down.

Extra Settings This field displays the extra settings.
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Field Description

Status This field displays the status of the UPS.

Table 5: UPS Device Configuration

4. Select the appropriate UPS from the drop-down list corresponding to the Configure
button and then click the Configure button. Openfiler displays the configuration

page.

[ Belkin - Regulator Pro Network UPS - 700VA |

Status ® Enatled O Disabled
Configuration Marme |UPS_0 % |

Device Port l_j:tySD W

Description |

Shutdown Crder |0 |

add Device ] [ Cancel ]

Figure 22: UPS Configuration

Field Description
Status Select the appropriate radio button.

The available options are Enabled and Disabled.

Configuration Name Select the appropriate configuration name from the drop-
down list.

Device Port Select the device port from the drop-down list.

Description Enter the device description.

Shutdown Order Select the appropriate order in which you want the system

to be shut down, from the drop-down list.

Table 6: UPS Configuration

5. Enter the appropriate details and click the Add Device button.
OR
Click the Cancel button to cancel the process.
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4.3.2 Editing a UPS configuration

This section provides details about how to edit a UPS configuration in Openfiler.

v To edit a UPS configuration

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click on the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the UPS Management link. Openfiler displays the
Uninterruptible Power Supply Device Configuration page, as shown in Figure 21.

4. Click the appropriate g icon corresponding to the UPS Device to be edited.
Openfiler displays the UPS editing page, as shown in the following figure.

: APCT - Back-UPS CS 350 USB /Serial

Editing: ups1

Status & Enabled O Disabled
Device Port [thyS1 »

Cescription i I

Shutdown Order !_:Ii|
I_ Update ] [ Delete ]

iEbeIkin - Regulator Pro Network UPS - 70008+ |

Figure 23: UPS Configuration

5. Make the necessary changes and click the Update button.
OR
Click the Cancel button to cancel the process.
OR
Click the Delete button to delete the UPS device.
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4.4 Shutting down/Rebooting the System

This option enables the administrator to shutdown the system immediately or after a
specified time interval. The administrator can elect to have fie/systems checked on
startup.

v To shutdown or reboot the system:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the Shutdown/Reboot link. Openfiler displays the Shutdown
the System page, as shown in the following figure.

Shutdown the system

Shuttlowintene & shutdown and halt
) Reboot
Delay before shutdown |D

_-‘ minutes

[0 check filesystems on startup

Figure 24: Shutdown the system
Field Description
Shutdown type There are two shutdown options:
=  Shutdown and halt:

n

Reboot: Select this radio button to reboot the system.

Delay before shutdown Enter in minutes the time lag before shutdown commences.

Check filesystem on startup This field displays the port name.

Table 7: Shutdown/Reboot the System

4. Enter the appropriate details in the respective fields.
5. Click the Shutdown button to shutdown or reboot the system.
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Note:

You can also access the Shutdown page by clicking the Shutdown link on the title bar.

4.5 Managing Notification Configuration

This option helps you to send notifications to the users about any events taking place
during the software raid.

v To view notification configuration:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the Notification link. Openfiler displays the Notification
Configuration page, as shown in the following figure.

Notification Configuration

Key Yalue
Receipient's Email Address: ]info@testdomain.com
Sender's Email Address:  [serverl@testdomain.com
Mail Server {optional): |mx2.testdomain.com
Audible Alarm Interval: |57 O secands O minutes

[ audible alert

[ =end Test Message | [ update Infarmation |

Figure 25: Notification Configuration

4. Enter the appropriate details in the respective fields and click the Send Test Message
button to send a test message.
OR
Click the Update Information button to update the changes.
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4.6 Updating the System

The System Update tab helps the user to update the system at any given point of time.

v To update the system:

Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
Click the System tab. Openfiler displays the Network Setup page, as shown in

Figure 6.

On the menu bar, click the System Update link. Openfiler displays the System

Update page, as shown in the following figure.

[2008 Aug 29 20:22:31
[2008 Aug 29 20

[2008 aug 30 00:
[2008 Aug 30 00:
[2003 Aug 30 00:
[2008 Aug 30 00:
[2008 Aug 30 00:
[2008 Aug 30 00:
[2008 Aug 30 00
devel/0.7.1-2-1[is:
[2008 aug 30 00
devel/0.7.1-2-1[

devel/0.7.1-2-1[is:
[2008 aug 30 00:1

6:50
[2003 Aug 30 00:17:33
[2008 Aug 30 00:18:58
domU,~kernel debug,~!kernel debugdata,~lkernel.numa,~kernel.pas, ~kernel.smp,~lxen is: x86(486,i1586,i686]]

[2008 Aug 30 00:18:58]

System Update

The system update needs to run in a seperate window,
To open the update page, click the link below.,

Launch system update

Update Log

version 2.0,16: update cutils=openfiler.rpath.org@ofns: 2-devel
installed cutils=/openfiler rpath .org@ofns: 2-devel/0.1.1-2-1[is: x86]
installed cutils:python=/openfiler.rpath org@ofns: 2-devel/0.1.1-2-1[is: x86]
installed cutils:runtime=/openfiler.rpath.org@ofns: 2-devel/0.1.1-2-1[is: x&6]
installed cutils:doc=/openfiler.rpath.org@ofns: 2-devel/0.1.1-2-1[is: x&6]
command complete
version 2.0.16! update caxes=openfiler.rpath.ora@ofns: 2-devel
installed caxes:python=/openfiler.rpath.org@ofns: 2-devel/0.3 1-2-1[is: x86]
installed caxes=/openfiler.rpath.org@ofns: 2-devel/0.3.1-2-1[is: x&6]
installed caxes:doc=/openfiler rpath.org@ofns: 2-devel/0.3.1-2-1[is: x8a6]
command complete
version 2.0.16; update pyinotify=openfiler.rpath.org@ofns: 2-devel
updated pyinotify=/openfiler.rpath.org@rpl:devel/0.6.3-1-1[is: x36]--/openfiler.rpath org@ofns: 2-

updated pyinotify doc=/openfiler.rpath ora@rpli devel/0.6,3-1-1[is: x&6]--fopenfiler.rpath.ora@afns:2-
updated pyinotify:python=/openfiler rpath.ora@rpl:devel/0.6.3-1-1[is: x86]--/openfiler.rpath.org@ofns: 2-
command complete
version 2.0.16: update kernel=openfiler.rpath.org@ofns: 2

installed kernel=/conary.rpath.com@rpl:devel//1/fopenfiler rpath.org@ofns: 2/2.6.24.7-0,5.1-1[~ldomi,~1

installed kernel:configs=/conary.rpath.com@rplidevel//1/fopenfiler rpath . oro@ofns: 242 6,24, 7-0.5.1-1[ ~!

dom0,~IdomU,~lkernel . debug,~lkernel.debugdata, ~ llkkernel.numa, ~lkernel pae,~kernel.smp,~lxen is: x86{id86,1586,i686)]
[2008 &ug 30 00:18:58] installed kernel:runtime=/conary.rpath.com@rpl:devel//1//openfiler.rpath.org@ofns: 2/2.6.24.7-0.5.1-1[~1
domi,~!domU,~kernel.debug,~kernel.debugdata,~ kernel numa,~kernel pae,~kernel.smp,~xen is: x86(i486,i586,i6861]
[2008 Aug 30 00:18:58] installed kernel;vmware=/conary rpath.com@rpli devel//1/fopenfiler.rpath.org@ofns: 2/2.6.24,7-0,5 1-1[~!
domd,~!doml,~lkernel.debug,~lkernel.debugdata, ~lkernel numa,~lkernel pae,~kernel.smp,~lxen is: x86(1486,1586,1686)]

Figure 26: System Update

4. Click the Launch system update link to run the system update in a new window.
Openfiler displays the System Update window, as shown in the following figure.

openfiler
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[ update all Packages

[0 o T o T T T 8

System Update

Please wait while the update list is compiled, This may take several minutes,

[IBackground update
Package

cutils (:doc :python runtime)

libgerypt (b}

mod_ssl (:runtime)

nfs-client (:doc :runtime)

nfs-server (:doc :lib iruntime)

nfs-utils {idoc iruntime)

postgresgl (:lib}

samba {idata idevel idevellib :doc :lib iruntime)
heartbeat (:data)

kernel {:runtime)

samba-client (:doc :lib :runtime)

samba-server ((doc runtime)

xorg-x11 (:data :lib)

Action
Update

Update
Update
Update
Update
Update
Update
Update
Update
Update
Update
Update

Update

[ Install Updates

J

[ clear all ]

Total execution time: 01:34
2001 - 2008 Openfiler. All rights reserved.

[ Clear all ] [

Install Updates

]

Current Yersion

0.1:1-2-1

l.z4-2-0.1

2.2.6-2.2-1

1.0.10-4.1-1

1.0.10-4.1-1

1.0.10-4.3-1

8.1.11-0.1-1

3.2.0-0.01-1

2,1.3-0.1-1

2.6,22.3-0.1.3-1

3.2.0-0.0.1-1

3.2.0-0.0.1-1

B.8.2=30.4 11

New Version

01.1-3-1

1z4-z-0.2

226231

1.0.10-4.4-1

1.0.10-4.4-1

1.0.10-44-1

81.13-0.1-1

3.2.1-0.0.3-1

2.1.3-0.2-1

2.6.22.10-001.1-1

3.2.1-000.3-1

LT AR

6.8.2-30.14-1

Figure 27: System Update

Note:

You can also update the system by clicking the Update link on the title bar.

openfiler

Openfiler Administration Guide

84



85 Chapter 4 - Managing System Openfl ler

4.7 Backup/Restore

This tab allows you to take a backup of the configuration or necessary data and to restore
the configuration, when required.

4.7.1 Viewing Backup Configuration

v To view the backup configuration:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the Backup/Restore link. Openfiler displays the Backup
Configuration page, as shown in the following figure.

Backup Configuration

Click download ta perform an instant backup snapshot

Figure 28: Backup Configuration

4. Click the Download button to perform an instant backup snapshot.

4.7.2 Restoring the Configuration

v To restore the configuration:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the Backup/Restore link. Openfiler displays the Restore
Configuration page, as shown in the following figure.
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Restore Configuration

Restore by upload

|(Biowse_ )

Upload

Figure 29: Restore configuration

4. Click the Browse button to search and select the document and then click the Upload
button to upload it. Openfiler displays a confirmation message in the Restore
Confirmation page, as shown in the following figure.

Restore Confirmation

Are vou sure that you would like to restore the configuration archive:

Cpenfiler.zls?

Figure 30: Restore configuration

5. (Click the Yes button to continue the uploading process.
OR
Click the No button to cancel the process.
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4.8 Managing Secure Console

This tab allows you to access the command line of the Openfiler system in the Java
applet embedded in your system browser.

v To view the secure console:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the System tab. Openfiler displays the Network Setup page, as shown in
Figure 6.

3. On the menu bar, click the Secure Console link. Openfiler displays the Secure
Console page, as shown in the following figure.

Secure Shell

Fle Edit View Tooks Help

sCbalBobBE D ¢ *® 8

Figure 31: Secure Shell
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Managing Volumes

This section deals with advanced volume management such as volume group creation
and snapshot administration. Volume management deals with creating logical volumes
(volume slices) and from existing volume groups. In order to use volume groups in the
Openfiler GUI, they must be created first at the command line or should have been
created during installation process. Logical volume can be deleted from a volume group
if it is not in use. You can also modify its description and size in the volume group.
Snapshot is a read-only point-in-time view of an existing logical volume. The snapshot
preserves data as it was at that particular time. The original can be changed without
affecting the snapshot data.
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5.1 Managing Volumes

5.11 Viewing Volume Group

This section explains how to view volumes in volume group.

v To view volume group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Volume tab. Openfiler displays the Volume page as shown in the following
figure.

Select Volume Group

Q Please select a volume group to display.

vgo ¥ |[change ]

Volumes in volume group "vg0" (2816 MB)

Fraz
38%)

iy i Ll e R fvace  Delcte Propertics Snapshots
w0 0 192 MB XFS Mot available Not available Not available Delste Edit Create
Ivi Ivi 224 MB XFS Mot available Mot available Mot available Delete Edit Create
vz 2 96 MB XF5 Not available Not available Not available Delete Edit Create
3 3 32 MB iscs1 Mot applicable Mot applicable  Not applicable  In wse Edit Create
lvd Ivd 160 M8 i=Cs1 Mot applicable Mot applicable Mot applicable T use Edit Create
Ivs lvs 64 MB iSCSI Not applicable Not applicable Not applicable  In use Edit Create
resizeiscsi resizeiscsi 384 MB iSCSI Mot applicable Mot applicable Not applicable  Delete Edit Create
testit testit 480 MB Ext3 Mot available Mot available Mot available Delete Edit Create
mywval myvaol 128 MB XFS 124M £.3M 120M Delete Edit Create

0 MB allocated to snapshots

1056 MB of free space left

Figure 32: Select Volume Group
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3.
4.

Select a volume group from the drop-down list and click Change.

Volumes in that group will be displayed.

openfiler
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5.1.2

Adding a Volume

openfiler

A logical volume (volume slice) is the fundamental storage unit within which shares are
created. A logical volume is a slice of a total disk space available. Logical volumes allow
the administrator to physically separate different organizational units or applications on
the storage appliance. This section provides details about how to add a new volume slice

in a volume group.

v To add a volume in a volume group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the Add Volume link. Openfiler displays the Select Volume

Group page as shown in the following figure.

Select Volume Group

Please select a volume group to create a volume in.

s—
[0 ®

Block storage statistics for volume group "vg0"

Total Space Used Space Free Space

2883584 bytes (2816 MB) 1802240 bytes (1760 MB) 1081344 bytes (1056 MB)

Create a volume in "vg0"

Volume Name (*no spaces®, Valid characters [a-z,A-2,0-9]):

Volume Description: | |

Required Space (MB): ]4'
Filesystem / Volume type: XKFZ W ‘

Figure 33: Create a Volume

Openfiler Administration Guide

91



92 Chapter 5 - Managing Volumes

Field

Volume Name

Volume Description

Required Space

Filesystem / Volume Type

Table 8: Creating a Volume

openfiler

Description

Enter the desired name for the volume slice that is to be
created.

This field is the on —disk filesystem unixname and it should
not contain space between two characters.

This should resemble the name one would give to a file on
the filesystem.

Enter the volume description.

This field allows you to set the logical name to describe the
volume in the Shares section where shares are created
within the volumes.

Enter the required space in MB.

You can also move the slider below the field, to enter the

required space.

Select the filesystem /volume type from the drop down list.

Select the volume group from the drop-down list and click the Change button.

Enter/select the appropriate details in the respective fields in the Create a volume

section

6. Click the Create button to create the volume slice.
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5.1.2.1 Deleting Volume from Volume Group

This section explains how to delete a volume from a volume group.

v To delete volume from volume group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. Select a volume group from the drop-down list and click Change. Openfiler displays
Volumes in volume group page as shown in the following figure.

File File
¥olume ¥olume ¥olume FS used FS free -
e description e system sys_tem space space Delete Properties Snapshots
type size
Mot Mot Mot Snapshots ”
i) bl Lo0 15 ks available awailable available axist Edit anzis
lvi vl 96 MB %Fz e Pl Bot Delste Edit Create
available available available
vz Iz 126 MB WFS Hiot Rk M Dilete Edit Create
available awailable available
v I3 192 MB isCsl ik b nk i use Edit Create
applicable  applicable  applicable =
v4 lva 192 M8 iscsl Hot s ot In use Edit Create
applicable  applicable:  applicable
v5 5 1z8MB  iSCSI Mok Mt Bt Inuse Edit Create
applicable  applicable  applicable
0 MB allocated to snapshots
736 MB of free space left

Figure 34: Volumes in volume group

4. Click the appropriate Delete link in the delete a volume from the volume group.

Note:

You cannot delete a volume being used.

5.1.2.2 Editing Volume in Volume Group

This section explains how to modify properties of volume in a volume group by
changing its description and size.

v To edit volume in volume group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.
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3. Select volume group from the drop-down list and click Change. Openfiler displays

Volumes in volume group page as shown in following figure.

Yolume ¥olume Yolume Fi:e Fi:e FS used F5 free Delet B i
name description size SEBtoI BYSICIT space space elete roperties
type size

Iv0 Iv0 160 MB HFS Hsh ik L Spapsity Edit
available availahble available exist T

lvi vl 26 MB %F3 Mo Jict: Mot Delste Edit
available available available

vz vz 128 MB ®FS Mot hiok Hot Delete Edit
available available available

v lv3 192 MB iSCSI i e o in use Edit
applicable  applicable  applicable

v lia 192 M8 iscsl Mot ot Mot In use Edit
applicable  applicable  applicable

v5 45 128 ME iSCSI plat Hiotk bt Inuse Edit

applicable  applicable  applicable
0 MB allocated to snapshots

736 MB of free space left

Snapshots

Manage

Create

Create

Create

Create

Create

Figure 35: Volumes in volume group

4. Click Edit link in the Properties column of the particular volume. Openfiler displays
Edit properties of volume page as shown in the following figure.

Edit properties of volume "hk0"

Current volume description w0

3+ o I 1
New volume description |Iv0
Current volume size 192.00 MB

New volume size in MB |192 |
{must be larger than, or equal to, 192MB) J

[ Change ] [Cancel]

Figure 36: Edit Properties of a Volume

Field Description
Current volume description This field displays the current volume description.
New volume description Enter the new volume description.
Current volume size This field displays the current volume size in MB.
New volume size in MB Enter the new volume size in MB. You can also set the value

by moving the slider.

Table 9: Editing a Volume Properties
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5. Enter the appropriate details in the respective fields.

Click Change button to modify properties of volume.
OR
Click Cancel button to cancel the process.

Note:

New volume size must be larger than or equal to the current volume size.

5.1.2.3 Snapshot

A snapshot is a read-only point-in-time copy of an existing volume slice (logical volume).
The snapshot preserves the data on the logical volume as it was at the point the snapshot
of the logical volume was taken. Changes can be made to the original logical volume,
known as the snapshot source volume, without affecting the data on the snapshot.
Snapshots have the advantage that changes can continue to be made to the source
volume while a backup is taken of the point-in-time frozen copy of the source. The
snapshot can also be used to access data that might have been accidentally deleted from
the source volume - it provides a means of historical data rollback.

Snapshots are made of entire logical volumes and can be enabled for sharing to users on
the network. If the administrator enables sharing of a snapshot, all the shared folders
located on the snapshot will be enabled for sharing on the network. The access control
enabled for the shares on the source volume of the snapshot at the time the snapshot was
taken, will persist and be static for the lifetime of the snapshot even if access control is
changed on the source volume of the snapshot.

v To create a snapshots:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. Click the Create link of the volume in Snapshot column. Openfiler displays the page
as shown in the following figure.

Openfiler Administration Guide 95



96

Chapter 5 - Managing Volumes

openfiler

List of existing snapshots for volume "asd123" in volume group "vgl"
Snapshot Date/ti tak t.I.BI':.(k i Snapshot size Share 5 Delete
name ALESHINE Raicen Lk 'ZI:B')DH (i {in MB) contents aue snapshot
2xc Septaihe Lo ] | 37 |Yes dn v Delete

008 07:09:20 ! ! t S
Schedule snapshots for volume "asd123" in volume group "vgl"
The following schedule exists for this valume. Click here to delets the schedule.

Size in MB  Share contents? Interval in hours Rotate count Mextsnapshotin...
1z Ma, don't 24 3 16 hours
Take a snapshot
Snapshots work using the copy-on-write method, Use
the following form to take a snapshot of the supplied
size for the volume, Once the amount of updates to the
% wolume since the snapshot was taken crosses the size of
i the snapshot, the volume will become read-only until
more space is allocated to the snapshot, So please
allocate enough space to it, The snapshot name must be
specified like a UNIX filename without its path,
Snapshot name Size in MB Share contents? Apply
i | | | No, dan't V| [ Take snapshot |
Figure 37: Snapshot
Field Description

Snapshot name

Size in MB

Share contents

Table 10: Snapshots

Enter a succinct and descriptive name for the snapshot. It
should not contain space between two characters.

Enter the desired size of the snapshot in MB. Bear in mind
that the snapshot will be disabled automatically when it fills
up. It is therefore important that enough space is allocated
to the snapshot to take into account all the changes that will
be made to the source volume during the lifetime of the
snapshot.

Select the appropriate sharing policy from the drop-down
list. If the snapshot is enabled for sharing, all shares enabled
for sharing on the source volume will be enabled for sharing
on the snapshot using the access control policy that was
active on the source volume at the time the snapshot is
created.
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4. Enter/select the appropriate details in the respective fields.
5. Click the Take snapshot button to take the snapshot.

openfiler
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5.2 Managing Volume Group

A volume group is created by combining one or more physical volumes to create one
large virtual volume. The capacity of the volume group is equal to the combined capacity
of all the physical volumes allocated to the volume group. Additional volume groups can
be created in the same way using a different set of physical volumes.

5.2.1 Volume Group Management

This section explains how to view a volume group management.

v To view volume group management:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the Volume Groups link. Openfiler displays the Volume
Group Management page as shown in the following figure.

Volume Group Management

Volume Group Name Size Allocated Free Members Add physical storage Delete VG
bigwg 1.97 GB 448.00 MB 1.53 GB View member PVs Add PVs VG contains volumes
newwvol 32.00 MB 32.00 MB 0 bytes View member PVs Add PVs VG contains volumes
vg3 64.00 MB 64.00 MB 0 bytes View member PVs Add PVs VG contains volumes
wgl 1.59 GB 1.25 GB 352.00 MB  View member PVs Add Pvs VG contains velumes
wgl 2.75 GB 1.72 GB 1.03 GB View member PVs Add PVs VG contains volumes
test 124.00 MB O bytes 124.00 MB  View member PVs Add PVs Delete

Figure 38: Volume Group management

5.2.1.1 Viewing member PVs

This section explains how to view the member PVs of a particular volume group.

v To view member PVs:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the Volume Groups link. Openfiler displays the Volume
Group Management page as shown in Figure.
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Volume Group Name
bigvg

newwvol

Size

1.97 GB

32.00 MB

64.00 MB

1.59 cB

2.75 GB

124.00 MB

Volume Group Management

Allocated
448.00 MB
32.00 MB
64.00 MB
1.25 GB
1.72 GB

0 bytes

Free

1.53 GB

0 bytes

0 bytes
352.00 MB
1.03 GB

124.00 MB

Members Add physical storage Delete VG
View member PVs Add PVs VG contains volumes
View member PVs Add PVs VG contains volumes
View member PVs Add PVs VG contains volumes
View member PVs Add Pvs VG contains volumes
View member PVs Add PVs VG contains velumes
View member PVs Add Pvs Delete

Figure 39: Volume Group management

4. Click the View member PVs link in the Members field of a volume group.

5. Openfiler displays the Member PVs page as shown in the following figure.

Device

Sdewfsdda

fdev/isdfz

Size

Member P¥s of ¥G "vg3”

61,75 MB

46,07 MB

Close Window

Figure 40: Member PVs

6. Click the Close Window link after viewing.
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5.2.1.2 Adding PVs

openfiler

A physical volume in the context of the Logical Volume Manager (LVM) is a block device
(disk) that has been initialized with LVM metadata. A block device can be any local or
imported disk unit that is to be used exclusively as a volume group object i.e it can not be

used for any other purpose.This section explains how to add physical volume(s) to a

volume group.

v To add a physical volume:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed. Click the
Volume tab. Openfiler displays the Volume page as shown in Figure 32.

2. On the menu bar, click the Volume Groups link. Openfiler displays the Volume

Group Management page as shown in Figure .

¥olume Group Name Size
64,00
w3 ME
1.59
wal sy
2175
wgld =
WiE_XensStorage-12f&fad2-b33d- 1.46
15bf-20d1-f7ecfcl26c2e GB
4.38
Wiz ch

Allocated

6,00 MB

496,00 MB

1.56 GB

512.00 MB

3.50 GB

Free

0 bytes

736.00
]

1.19 Gb

Q80,00
B

96,00
ME

Volume Group Management

Members

c‘:.
=

1=}

member Pys

(:.
=

=]

member Pys

(:.
=

L]

member Pys

c‘:.
=

e

member Pis

c‘:.
=

j1=]

member Pys

Add physical
storage

add Pys

Add Pis

Add PYs

Add Pys

Add Pys

Delete ¥G

& containg

voltmes

G contains

voltmes

V& contzinsg

voltimes

Delsts

LG containg

volumes

Figure 41: Volume Group management

3. Click the Add PVs link in the Add physical storage field of a volume group.

Openfiler displays the Add PVs page as shown in the following figure.
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Select physical volumes to
add

] Jdevw/sdbl 2.00 GB

Close Window

Figure 42: Add PVs

4. Select the check box and click the Submit button to add the selected physical volume.
OR
Click the Close Window button to exit.

5.2.1.3 Deleting Volume Group

This section explains how to delete a volume group.

v To delete a volume group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed. Click the
Volume tab. Openfiler displays the Volume page as shown in Figure 32.

2. On the menu bar, click the Volume Groups link. Openfiler displays the Volume
Group Management page as shown in Figure.

Volume Group Management
Yolume Group Name Size Allocated Free Members Adgtg:':;::al Delete ¥G
xa bE.  S400MB  Objes BEL ..  Addevs RSN
vl (23‘575 156 GB 119 GB :ﬁi:;"_‘herws Add Pys %
IS ot b0 14 poows 000 Mo  edew Dol

Figure 43: Volume Group Management
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5.2.2
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3. Click the VG contains volumes link, in the Delete VG field of a volume group to

delete the volume group.

Creating a new Volume Group

A volume group is an aggregation of one or more physical volumes created by
concatenating multiple physical volumes to create one large virtual volume. The capacity
of the volume group is equal to the combined capacity of all the physical volumes
allocated to the volume group. This section explains how to create a new volume group.

v To create a new volume group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed. Click the

Volume tab. Openfiler displays the Volume page as shown in Figure 32.

2. On the menu bar, click the Volume Groups link. Openfiler displays the Volume

Group Management page as shown in Figure.

Create a new volume group

Valid characters for volume group name: A-Z a-z 0-9
q) s

¥olume group name {no spaces)

Select physical volumes to add

il fdev/sdbl 2.00 GB

Add volume group

Figure 44: Create a new volume group

3. Enter the volume group name.
4. Select physical volumes to add by selecting the check box.
5. Click the Add volume group button.

Note:

A volume group name should not contain space between characters. Valid characters for a

volume group name: A-Z, a-z, 0-9, _+-
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Important

If there are no physical volumes, or all existing physical volumes are used, you can add a new
physical volume to create a volume group.
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5.3.1

Managing Block Devices

This section provides details about block device management. Using block devices, the
administrator creates physical storage devices, allocates the device type and size, edits a
disk, and views partitions of the devices.

Block Device Management

This section explains how to edit and view the partitions of a hard disk.

v To view block device management:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed. Click the
Volume tab. Openfiler displays the Volume page as shown in Figure 32.

2. On the menu bar, click the Block Devices link. Openfiler displays the Block Device
Management page, as shown in the following figure.

Edit Disk
Jfdevisda
fdev/sdb
fdevisde
fdevfsdd
fdewfsde
fdev/sdf

Type

SCEI

SCEI

SCSI

SEET

SEST

SIZET

Block Device Management

Description Size Label type Partitions
UMware, YMware Wirtual 5 5.00 GB msdos 1 (wisw)
YMware, VMware Virtual 5 2,00 GB apt 1 (visw)
VMware, YMware Virtual 5 2.00 GB apt 1 (wigw)
UMware, YMware Virtual 5 5.00 GB gpt 9 (wisw)
YMware, YMware Yirtual 5 1019.75 MB gpt 1 {wizw)
YMware, YMware Wirtual 5 1019.75 MB gpt Z (wiEw])

Figure 45: Block device management

Field
Type
Description
Size

Label Type

Description
This field displays the device type.

This field displays the device description.
This field displays size of the disk.

This field displays the type of the device label.

Table 11: Block Device Management
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5.3.1.1 Editing a Disk

This section explains how to edit the partitions of a hard disk.

v To edit a disk:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

openfiler

3. On the menu bar, click the Block Devices link. Openfiler displays the Block Device
Management page as shown in Figure.

Edit Disk
fdevifsda
fdev/sdh
Sdevisde
fdew/sdd
fdewfsde
fdev/sdf

Type

e ST

SCEI

SCEl

5C5I

SEST

SiZE]

Block Device Management

Description Size
UMware, YMware Virtual 5 8.00 GB
YMware, YMware Virtual 5 2.00 GB
YMware, YMware Virtual 5 2.00 GB
VMware, YMware Virtual & 5.00 GB
YMware, YMware Yirtual 5 1019.75 MB

YMware, YMware Wirtual 5 1019.75 MB

Label type Partitions

msdos 1 (wisw)
gpt 1 (uigw)
apt 1 {view)
apt 9 (view)
gpt 1 {aizw)
gpt 2 {aizw)

Figure 46: Block device management

4. Click the link of a disk in the Edit Disk column to edit the partition. Openfiler

displays the Edit Partition page as shown in the following figure.
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Device

[dew/sdal

Edit partitions in /dev/sda (1044 cylinders with "msdos" label)

Type Number Startcyl End cyl Blocks Size Type Delete

Unknown Partition Type (0x0) 1 1 1044 8385898 B.00 GB Primary

Back to the list of physical storage devices

Create a partition in /dev/sda

Can't create any mere partitions.

A

Figure 47: Edit Partition

5. Click the Back to the list of physical storage devices link to go back to the Block
Device Management page.

5.3.1.2

Viewing Partitions

This section explains how to view partitions.

v To view the Partitions:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the Block Devices link. Openfiler displays the Block Device
Management page as shown in the following figure.
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Block Device Management
Edit Disk Type Description Size Label type Partitions
Sdevisda SCEI WUMware, YMware Virtual 5 5.00 GB msdos 1 (wisw)
Sdevisdb SCEI WMware, MMware Virtual 5 2.00 GB apt 1 (visw)
fdevisde SCSI WMware, YMware Virtual 5 2.00 GB apt 1 (wigw)
fdewssdd SCSI UMware, YMware Wirtual 5 5.00 GB gpt 9 (wisw)
fdewisde SCSI WMware, YMware Yirtual 5 1019.75 MB gpt 1 {wizw)
Sdenfedf SCEI WMware, YMware Wirtual 5 1019.75 MB gpt Z (wiEw])

Figure 48: Block device management

4. Click the View link in the Partitions column. Openfiler displays the Partitions page

as shown in the following figure.

Partitions in /dev/sda

Device Type Mumber Size

ddewisdal  Unknown Partition Type (0x0) 1 .00 GE

Close Window

Used In

Unknown Funused

Figure 49: Partitions

5. Click the Close Window link to close the Partitions window after viewing.
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54 Managing iSCSI Targets

This section provides details about how to manage iSCSI Targets. The iSCSI targets
module consists of Target Configuration, managing LUN Mapping, setting Network ACL
and CHAP Authentication. The administrator can add a new iSCSI target by selecting
and setting a specific iSCSI target attribute.

5.4.1 Target Configuration

This section explains how to view or modify the target configuration settings.

v To view/modify Target Configuration:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the iSCSI Targets link. System displays the Target
Configuration page as shown in the following figure.
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Target Attribute

HeaderDigest

DataDigest

MaxConnections

InitialR2T

ImmediateData

MaxRecvDataSegmentLength

MaxXmitDataSegmentLength

MaxBurstLength

FirstBurstLength

DefaultTime2Wait

DefaultTime2Retain

MaxOutstandingR2T

DataPDUInOrder

DataSequenceInOrder

ErrorRecoverylLevel

Wthreads

QuevedCommands

Settings for target: ign.2006-01.com.openfiler;testtarget

Attribute Yalue

Mone ¥

Figure 50: Target Configuration

Field
Header Digest

DataDigest

Description

Select the header digest from the drop-down list.
The available options are CRC32C and None.

If you select CRC32C and the initiator is configured
accordingly , the integrity of an iSCSI PDU’s header segment
will be protected by a CRC32C checksum.

By default None will be selected.

Note that header digests are not supported during discovery

sessions.

This field is not mandatory.

Select the data digest from the drop-down list.
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Field Description

If you select CRC32C and the initiator is configured
accordingly , the integrity of an iSCSI PDU’s data segment
will be protected by a CRC32C checksum.

By default None will be selected.
Note that data digests are not supported during discovery
sessions.

This field is not mandatory.

MaxConnections Enter the maximum number of connections.
It has to be set to 1, which is selected always by default.
This field is not mandatory.

InitialR2T Select the initial R2T from the drop-down list.
Available options are Yes and No.

If "Yes" (default), is selected the initiator has to wait for the
target to solicit SCSI data before sending it. Setting it to "No"
allows the initiator to send a burst of FirstBurstLength bytes
unsolicited right after and/or (depending on the setting of
ImmediateData ) together with the command. Thus setting it
to "No" may improve performance.

This field is not mandatory.

ImmediateData Select the immediate data from the drop-down list.
The available options are Yes and No.

This allows the initiator to append unsolicited data to a
command. To achieve better performance, this should be set
to "Yes". The default is "No".

This field is not mandatory.

MaxRecvDataSegment Length = Enter the maximum segment length of Recv data.

It sets the maximum data segment length that can be
received. The <value> should be set to multiples of
PAGE_SIZE. Currently the maximum supported value is 64 *
PAGE_SIZE, e.g. 262144 if PAGE_SIZE is 4kB. Configuring
too large values may lead to problems allocating sufficient
memory, which in turn may lead to SCSI commands timing
out at the initiator host. The default value is 8192.

This field is not mandatory.

MaxXmitDataSegment Length = Enter the maximum segment length of Xmit data.

It sets the maximum data segment length that can be sent.
The <value> actually used is the minimum of
MaxXmitDataSegmentLength and the
MaxRecvDataSegmentLength announced by the initiator.
The <value> should be set to multiples of PAGE_SIZE.
Currently the maximum supported value is 64 * PAGE_SIZE,
e.g. 262144 if PAGE_SIZE is 4kB. Configuring too large values
may lead to problems allocating sufficient memory, which in
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Field Description
turn may lead to SCSI commands timing out at the initiator
host. The default value is 8192.
This field is not mandatory.
MaxBurstLength Enter the maximum length of Burst.

It sets the maximum amount of either unsolicited or solicited
data the initiator may send in a single burst. Any amount of
data exceeding this value must be explicitly solicited by the
target. The <value> should be set to multiples of PAGE_SIZE.
Configuring too large values may lead to problems allocating
sufficient memory, which in turn may lead to SCSI
commands timing out at the initiator host. The default value
is 262144.

This field is not mandatory.

Table 12: Target Configuration

Enter/select the appropriate details in the respective fields.

Click the Update button to update the target configuration.
OR
Click the Delete button to clear the target configuration.

5.4.1.1 Adding a new iSCSI Target

This section explains how to add a new iSCSI target.

v To add a new iSCSI target:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the iSCSI Targets link. System displays the Add new iSCSI
Target page as shown in the following figure.

Add new ISCSI Target

Target IQN Add

lian.z008-01.com .openfiler:tsn. 65611100407

Figure 51: Add new iSCSI Target

Field Description
Target IQN Enter the target IQN.

Table 13: Adding a new iSCSI Target
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4. Enter the appropriate data in the respective fields.

5. Click the Add button to add a new iSCSI target.

5.4.2

LUN Mapping

This section explains how to view or unmap a LUN from a target.

v To view/unmap the LUN:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

openfiler

3. On the menu bar, click the iSCSI Targets link. System displays the iSCSI Target page
as shown in Figure.

4. Click the LUN Mapping tab. Openfiler displays the LUNs mapped to target page as
shown in the following figure.

LUN Id.

]

1

LUNs mapped to target: iqn.2006-01.com.openfiler:testtarget

LUN Path

JdevegOdes

Sdevivglilvg

Sdewfvg0dlvd

fdevivg0ilus

fdevifegliles

fdevivglilvs

fdevfegadles

fdevivgdlvd

Jdevfvgzilvs

Jdevivgadlvl

R/W Mode

write-thru

write-thru

write-thru

write-thru

write-thru

write-thru

write-thru

write-thru

write-thru

write-thru

SCSI Serial No.

Dodrz0-Pgvn-E7E7

djSFhD-255H-2KaW

ZavbZ1-C2kd-ax2G

DPhsu-yRHU-LAxm

x5 3xcr-jloa-HEPZ

1Frnne-rne0oQ-0lWg

1ydqua-Srrd-MhMs

vDwxaf-MkTh-Tgud

Ly2QS4-s5vB-pUgh

QHENF-GEBU-FIQ3

SCSI Id.

Do3re0-Pgrn-E767

diSFhD-2S5H-$KEW

ZavbZ1-CZkd-ax2G

TIPhsu-wRHU-LAxm

%5 3xer-jlea-HER 2

1Frnne-rme00Q-0dWg

1ydqWE-Srid-Mhis

wDwxof-MkTh-TgUd

Ly9Q54-s5vB-pUgh

QHENFF-GEBU-FIQ3

Transfer Mode

blockio

blockio

blockio

blockio

blockio

blockio

blockio

blockio

blockin

blockio

Unmap LUN

unmap

unmap

Unrnap

Unrnap

Unrnap

Unrnap

Unrnap

Unrnap

Unmap

unmap

Figure 52: LUNs mapped to target

5. Click the Unmap button to unmap a LUN from the target.
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5.4.2.1 Mapping a New LUN to a target

This option allows you to map a new LUN to a target.

v Tomap anew LUN to a target :

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the iSCSI Targets link. System displays the Add new iSCSI
Target page as shown in Figure 52.

4. Click the LUN Mapping tab. Openfiler displays the Map New LUN to Target page
as shown in the following figure.

Map New LUN to Target: "ign.2006-01.com.openfiler:testtarget"

SCSI Transfer rMap

Name LUN Path RV Mode Seral NG SCSI Id. Mode LUN
P : P : Nerra-thry @B AYPT4r: aWPT4r- Thlockin e

resizeiscsi fdewsvaldresizeiscsi | write thru | 1ve WlUSm 1ve WUSm |b|ock|o » Map
My new . gl | 9ZAlSi 97 auSi- - 1

olamhe fdevinewvol/newlogicalvolume !_wrlte_Eh_ru Y| lsraizce 1201 13GY _b_l_g_c_l-_(_l_o_v_, Map

Figure 53: Map New LUN to Target
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Field Description
Name This field displays the LUN name.
LUN Path This field displays the LUN Path.
R/W Mode Select the R/W mode from the drop-down list.

WT Write-through I/O. Enable write-through
caching. Select this mode if storage array
does not have battery-backup or UPS is not
employed.

WB Write-back I/O. Enable write-back caching
Select this mode if storage array has battery-
backup or UPS is employed.

RO Read-only I/O. Set read-only support on
LUN. Initiator will be able to read from but
not write to data store. Set this option when
exporting a snapshot that is meant for read-
only on the initiator.

SCSI Serial No This field displays the SCSI serial number.
SCSI1d This field displays the SCSI ID number.
Transfer Mode Select the transfer mode from the drop-down list.

BlockIO This mode performs direct block I/O with the
device, bypassing the page-cache for all
operations. This allows for efficient handling
of non-aligned sector transfers (virtualized
environments) and large block transfers
(media servers). This mode works ideally
with high-end storage HBAs and for
applications that either do not need caching
between application and disk or need the
large block throughput. NB: this option does
not support write-back caching R/W mode.

FileIO Cache I/O operations using page-cache.

Table 14: Map New LUN to a Target

5. Enter/select the appropriate details in the respective fields.
6. Click the Map button to map a new LUN to target.
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543 Managing Network ACL

This section explains how to update the network ACL settings.

v To manage network ACL:

openfiler

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.

3. On the menu bar, click the iSCSI Targets link. System displays the Add new iSCSI
Target page as shown in Figure 52.

4. Click the Network ACL tab. Openfiler displays the Network ACL page as shown in

the following figure.

iSCSI host access configuration for target "ign.2006-01.com.openfiler:testtarget”

Name

sunnyd

local

localnet

iscsiclient

Network/Host Netmask Access

192.168.254.144 255.255.255.255 Denyl
192.168.254.19 255.255.255.255 Deny ¥
192.168.254.0 255.255,255.0 |m
192.168.254.133 255.255.255.255 Deny %

Figure 54: Network ACL

Field
Name
Network/Host
Netmask

Access

Table 15: Network ACL

Description

This field displays the network name.
This field displays the network/host IP address.
This field displays the sub Netmask address.

Select the access from the drop-down list.

Allow option will allow the iSCSI host to access the
network, where Deny will deny the access.

5. Enter/select the appropriate details in the respective fields.
6. Click the Update button to update the network ACL settings.
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5.4.4 CHAP Authentication

Challenge Handshake Authentication Protocol (CHAP) support provides a security
mechanism for controlling access to iSCSI targets on the Openfiler storage appliance.
CHAP specifies a one-way or two-way (mutual) authentication system based on the
participating peers - intiator(s) and target — sharing a secret key.

*  One-way CHAP - with this CHAP level, the target will authenticate the initiator
for incoming connections to access the storage LUNs mapped to the target.
Access authorization is granted to initiators based on whether or not they
authenticate successfully. Multiple passkeys can be defined, one for each
initiator, using the Incoming User option of the User Type parameter.

*  Mutual CHAP - with this CHAP level, the target will authenticate the initiator(s)
for incoming connections and the initiator(s) will authenticate the target before
authorizing it to provide storage . Only one passkey can be defined for the target
using the Outgoing User option of the User Type parameter. This passkey must be
added to the corresponding configuration parameter on each initiator that will be
accessing the target.

v To authenticate using CHAP:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed. Click the
Volume tab. Openfiler displays the Volume page as shown in Figure 32.

2. On the menu bar, click the iSCSI Targets link. System displays the Add new iSCSI
Target page as shown in Figure 52.

3. Click the CHAP Authentication tab. Openfiler displays the CHAP Authentication
Settings page as shown in the following figure.
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Target Configuration LUN Mapping Network ACL CHAP Authentication

CHAP Authentlcatlon Se |ngs for targef "iqn.2006-
01.com.opentfiler:testtarget

User Type Username Password Update Delete

Incoming User asd asdf | [Update | [ Delete

Username Password User Type Add

| | | |Incom|ngUser v|

Add CHAP user to target "ign.2006-01.com.openfiler:testtarget"

Figure 55: CHAP Authentication Settings

Field Description
Username Enter the name of the user.
Password Enter the password.
User Type Select the user type from the drop-down list.

Table 16: CHAP Authentication

openfiler

4. Change the password and click the Update button to update the changes.

5. Click the Delete button to delete the CHAP.

5.4.4.1 Adding a CHAP User to a target

This section explains how to add a CHAP User to target.

v Toadd a CHAP User to a target:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Volume tab. Openfiler displays the Volume page as shown in Figure 32.
3. On the menu bar, click the iSCSI Targets link. System displays the Add new iSCSI

Target page as shown in Figure 52.

4. Click the CHAP Authentication tab. Openfiler displays the Add CHAP user to

target page as shown in the following figure.
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Add CHAP user to target "ign.2006-01.com.openfiler:testtarget”

Username Password User Type Add

| | | | Incoming User v!

Figure 56: Add CHAP user to target

Field Description
Username Enter the name of the user.
Password Enter the password.
User Type Select the user type from the drop-down list.

Table 17: Adding a CHAP user to a Target

5. Enter/select the appropriate details in the respective fields.
6. Click the Add button to add CHAP User to target.
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5.5

openfiler

Software RAID

RAID devices are virtual devices created from two or more real block devices. This
allows to be combined into a single device to hold a single filesystem. Some RAID level
includes redundancy and so can survive some degree of service failure.

This section provides details about how to create a new RAID array and manage the
existing software RAID in the software RAID management system.

v To manage software RAID:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed. Click the
Volume tab. Openfiler displays the Volume page as shown in Figure 32.

2. On the menu bar, click the Software RAID link. Openfiler displays the Software
RAID Management page as shown in the following figure.

Software RAID Management

Used

Array Level Ar_ray DE.‘”(E State Synchronization Manage Add Delete
Size Size In
Abt RAID
fdevmdn RAIDT STATS SRRTE gjean Synchronized e parutons T muse

Figure 57: Software RAID Management

3. Click the View members link to view the member devices of the array. Openfiler
displays the Member devices of array page as shown in the following figure.

Member devices of array "fdev/md0” : RAID-1

Number Member Device Faulty Active Synchronized Spare Remove
0 0 fdew/sdfl [{[a e TES MO Member
1 1 fdev/sdel MO YES TES MO Mernber

Close Window
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5.5.1

Figure 58: Member devices of array

4. Click the Close Window link to close the page.

Creating a New RAID Array

This option allows you to create a new RAID array.

v To create a new RAID array

openfiler

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed. Click the

Volume tab. Openfiler displays the Volume page as shown in Figure 32.

2. On the menu bar, click the Software RAID link. Openfiler displays the Create a new

RAID array page as shown in the following figure.

Software RAID Management

/|\ Mo existing RAID arrays were found,

Create a new RAID array

Please note that RAID-0 arrays need atleast 2 member devices;
RAID-1 array rernbers need to be rultiples of 2;
RAID-5 arrays need atleast 3 member devices;

RAID-6 arrays need atleast 4 member devices;

chunk size
Select RAID array type select chunk size
RAID-0 (striped) - 64 kB
Select RAID devices to add
X Dewice Size Member Spare
[0 /dewsdgl 1018.73 MB ® (@]
[l /devisdhl  1015.73 MB ® €
[0 /dewfsdit 101873 MB ® (9]
[0 /dewsdjii  1018.73 MB & O
[0 /dewisdki  1018.73 MB ® ah]

RAID-10 arrays need atleast 4 member devices and need to be multiples of 2.

Figure 59: Create a new RAID array

Openfiler Administration Guide

120



121 Chapter 5 - Managing Volumes Openﬁ IGF

Field Description

Select RAID array type Select the appropriate RAID array type from the drop-down
list.

RAID-0 arrays require at least two member devices;

RAID-1 array members need to be multiples of 2; RAID-5
array needs at least 3 member devices; RAID-6 arrays
require minimum 4 member devices; RAID-10 arrays
require minimum 4 member devices and need to be
multiples of 2.

Select chunk size Select the RAID device size from the drop-down list. It
specifies the chunk size in kilobytes. By default 64 KB is
selected. The chunk size is important for performance and
should be tuned to the average application I/O request size.
For big I/Os the chunk size should be small in order to
spread the load across as many disks as possible and for
small I/Os the chunk size, conversely, should be set to a
larger size to reduce latency.

X Select the appropriate check box in the X column to select
the respective devices.

Device This field displays comma separated list of device names or
device name patterns.
Only one with names which match one entry in the list will
be used to assemble the array.

Size This field displays the size of the constructed RAID array.

Member Specify the number of members to expect the array to have
by selecting the member radio button(s).

Spare This field specifies the number of spare devices to expect the
array to have. Select the radio button(s) to set as spare
device.

Table 18: Creating a New RAID Array

3. Select/enter the appropriate details in the respective fields and click the Add Array
button to add new RAID array.
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Managing Quota

By default, storage space on the Openfiler appliance must be allocated on a per-group
and per-volume slice basis. This means that once group and host access control have been
configured, quota allocation to the configured volume slices can take place. Quota
allocation in this case is a physical resource limit on the filesystem of the amount of
storage resources a group is allowed to consume. The administrator should bear in mind
that quota allocation is taking place at the volume slice level and not at the share level.
This has two implications:

= Ifagroup is given access to two or more shares that reside on different volumes
slices, quota allocation for that group must be done for each volume slice separately.

I

If a group is given access to two or more shares that reside on the same volume slice,
quota allocation applies for all shares on that volume slice combined.

The edit quota section allows you to allocate quota at the block and file level. The block
level quota allocation sets a physical limit on the amount of space a group can consume
on the volume slice. The file level quota allocation sets a physical limit on the number of
files and directories a group is allowed on the volume slice. By default, both the block
level and the file level allocations are set to zero for all groups.
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6.1 Managing Group Quota

The Group Quota page allows you to set per volume quotas for individual groups
accessing Storage resource on Openfiler appliance. At least on volume must exist to
Group Quota to be visible. The administrator sets privileges for the group quota. To
select all groups, click the x link on the table header. You can assign the quota
individually by selecting the checkbox.

6.1.1 Selecting a Volume

The select volume section allows the administrator to select the target volume slice for
quota information display and space allocation. This section provides a detailed
description on how to select and change a volume in Group Quota.

v To select a volume:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Quota tab. Openfiler displays the Group Quota page, as shown in the
following figure.
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Quota section
& Group Quota

Select Volume & user Quota
8 Guest Quota

Select a volume below to bring up group guota for that
particular velume in the list below.

[1v0 (group:vgo / volume:ivo) ~| [(change ]

¥ Report bug

2 Get support

i@ Forums

& Admin Guide
Edit group quota

column checkboxes and set all their quata using the

You ean mark a number of groups below using the *X"
Q form immediately below.

Limit (MB) Total Files Apply
L Lo
| S—

Filter List

ABCDEFGHIJKLMNOPQRSTUVWXYZ *

Click on Apply after entering new quota values to change a group's quota
or the /0 volume.

« previous page Page 1 of 2 Next page »

Used Free
Files  Files

Used Free

By (mmy Tetal Files

]

GID Name Type Limit (MB) Apply Reset

|l iso7 test Local J o o a 0 o [Appl

[0 16777216 BUILTIN‘administrators ~ Unknown J i i U 0 o [apply

[ 16777217 BUILTINWsers Unlnown J o o v} (] 0 poly

O soo groupl LDAP 3 o o 3 0 0 Apply

O sot group? LDAR J o o a 0 o [Appl

T aroup3 LDAP J 0 0 U 0 0

Fji| ‘505 groupd LDAR J o o v, o o

O sos aroups LDAR 3 [ [ 3 0 0 Apply

[0 16777218 goodle LDAP J o o a 0 o [Appl

[0 16777251 mydd LoAP J i i U 0 o [apply

© 2001 - 2008 Qpenfiler. All rights reserved.
Home « D - Support - Website - License - Log Qut

Support resources

Figure 60: Group Quota

3. The Select Volume section in the Group Quota page is as shown in the following

figure.

openfiler
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Select Volume

Select a volume below to bring up group quota for that
particular volume in the list below.

[1v0 (group:vga / volume:Iva) v [ Change

Figure 61: Select Volume

4. Select the appropriate volume from the drop-down list and click the Change button.

6.1.2 Editing a Group Quota

The edit quota option allows allocation of quota at the block and file level. Block level
quota allocation places a physical limit on the amount of space a group can consume on
the volume slice. File level quota allocation places a physical limit on the number of files
and directories a group is allowed on the volume slice.

The Edit Quota section lists all groups that have been imported from the directory
servers configured. Quota allocation for groups can be done individually, where block
and file level quota is allocated for each group respectively or it can be batched, whereby
several group can be selected at a time and quota allocated for all selected group
simultaneously.This section provides a detailed description on how to edit Group Quota.

v To edit a Group Quota:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Quota tab. Openfiler displays the Group Quota page, as shown in Figure
60. The Edit group quota section in the Group Quota page is as shown in the
following figure.
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Edit group quota

column checkboxes and set all their quata using the

You ean mark a number of groups below using the *X*
@ form immediately below.

Limit {MB) Total Files Apply
\ of \ o
3 3

Filter List

ABCDEFGHIJTKELMNOPQRSTUY WXYZ *

Click on Apply sfter entering new quota values to change a group's quota
far the w0 volurne.

openfiler

&« Previous page

X GID Name Type  Limit (MB)
0
[0 16777252 myddz LDAP J e

Fl | 2eziegss

testhome  LDAP J

Page 2 of 2 Next page »
Used  Free goi.ifiles Used Free apply  Reset

(MB)  (MB) Files Files

Figure 62: Edit Group Quota

Field
Limit (MB)

Total Files

Filter List

GID

Name

Description

Enter an appropriate limit, in MB, for the selected group(s).
OR

Move the slide bar, located below the respective field, to set
the limit for the selected group(s).

Note: To set the limit for an individual group, use the Limit
(MB) field corresponding to that group in the list.

Enter an appropriate total files limit, for the selected

group(s),

OR

Move the slide bar, located below the respective field, to set
the total files for the selected group(s).

Note: To set the total files limit for an individual group, use
the Total Files field corresponding to that group in the list.

Click any alphabet from the filter list to list the group quota,
starting with the selected alphabet.

Select the appropriate corresponding check box(s) to select a
group(s).

This field displays the group ID.

Click the GID link to sort the data by group ID.

This field displays the group name.

Openfiler Administration Guide

126



127 Chapter 6 - Managing Quota

Field

Type

Used (MB)
Free (MB)
Total Files

Used Files

Table 19: Editing a Group Quota

openfiler

Description
Click the Name link to sort the data by name.
This field displays the group type.
Click the Type link to sort the data by group quota type.
This field displays the used disk space in MB.
This field displays the free disk space for the group in MB.

Enter an appropriate total files limit, for the selected group.
OR

Move the slide bar, located below the respective field, to set
the total files limit for the selected group.

This field displays the number of files that belong to the
group.

3. Enter/select the appropriate details and click the corresponding Apply button to save

the changes.
OR

Click the corresponding Reset button to reset the changes.
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6.2 Managing User Quota

This section shows you how to manage user quota. The administrator sets privileges for
the user quota. To select all groups, click the x link on the table header. You can assign the
quota individually by selecting the checkbox.

6.2.1 Selecting a Volume

This section provides a detailed description on how to select and change a volume in
User Quota.

v To select a Volume:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Quota tab. Openfiler displays the Group Quota page, as shown in Figure
60.

3. On the menu bar, click the User Quota link. Openfiler displays the User Quota page,
as shown in the following figure.
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Quota section

£ Group Quota
Select Volume & user Quota
& Guest Quota

Select a volume below to bring up group gquota for that
particular volume in the list below.

[0 (group:vgDd / volume:Ivi) ¥ [(change ] Support resources

¥ Report bug

I3 Get support

@ Forums

& Admin Guide
Edit user quota

column checkboxes and set all their quota using the

Yfou can mark a number of groups below using the ‘X'
Q form immediately below.

Limit (MB)  Total Files Apply
Lo L4
— ————

Filter List

ABCDEFGHIJKLMNOPQRSTUVWXYZ *

Click on Save after entering new quota values to change a user's quota
or the /v volume.

« Previous page Page 1 of 2 Next page »

Used Free
Files Files

Used Free

(mp) M) Total Files

Apply Reset

]

UID Name Type Limit (MB)

[0 507 test Local J 0 [ v} o o App

O 500 usert LDAP J 0 o J o o Appl

[1 501 wuserz LDAP j 0 [ 3 [ [ App)

O 502 wuser3 LDAP .J 0 o J o o App

[1 503 wuserd LDAP J 0 [ v} o o App

O 504 wusers LDAP J 0 o J o o Appl

[1 505 wusers LDAP j 0 [ 3 [ [ Appl!

O 506 users LDAP .J 0 o J o o App

[1 508 kevin LDAP J 0 [ v} o o App

O 509 mitnick LDAP J 0 o J o o Appl

© 2001 - 2008 Qpenfiler. All rights reserved.
Home « D - Support - Website - License - Log Qut

Figure 63: User Quota

4. The Select Volume section in the User Quota page is as shown in the following
figure.
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Select Volume

) Select a volume below ta bring up group quota for that
: particular volume in the fist below.

!Jn-D {groupival / volume:lv) v | [ change ]

Figure 64: Select Volume

5. Select the appropriate volume from the drop-down list and click the Change button.

6.2.2 Editing a User Quota

This section provides a detailed description on how to edit a User Quota.

v To edit a User Quota:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Quota tab. Openfiler displays the Group Quota page, as shown in Figure
60.

3. On the menu bar, click the User Quota link. Openfiler displays the User Quota page,
as shown in Figure 63.The Edit user quota section in the User Quota page is as
shown in the following figure.
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openfiler

I

UiD Name

[0 510 jane

[1 511 blaze

[0 514  anders

[1 515 mydd

[ 516 testhame

% Previous page

LDAP

LDAP

LDAP

LDap

LD&P

You can mark & number of groups below using the 'X*
Q colurnn checkboxes and set all their quota using the

Edit user quota

form immediately below,

Limit (MB)  Total Files Apply
| o] | o
- - Apply
b4 b4

Filter List

ABCDEFGHIJKLMNOPQRSTUY WXYZ2*

Click on Szve after entering new guota values to change a user's quota

Limit (MB)

for the fud volume,

Page 2 of 2 Mext page »

Used Free o piac Used Free

(MB)  {MB) Fiiezl [ e} FAEREAS RResat

L ]

o a o i} PPy eset

J

o |

] 0 J (] 1} o B
[o

0 0 J 0 o 4 Rese
L1

o 0 :J a a PP Ri
L]

i} a

Figure 65: Edit User Quota

[

Type

Limit (MB)

Field

Description
Select the appropriate corresponding check box(s) to select a
user(s).
This field displays the user ID.
Click the UID link to sort the data by user ID.

This field displays the user name.
Click the Name link to sort the data by name.

This field displays the type of user quota.
Click the Type link to sort the data by user quota type.

Enter an appropriate limit, in MB, for the selected User(s).
OR

Move the slide bar, located below the respective field, to set
the limit for the selected User(s).

Note: To set the limit for an individual user, use the Limit
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Field

Total Files

Filter List

Used (MB)
Free (MB)
Total Files

Used Files

Free Files

Table 20: Editing a User Quota

openfiler

Description

(MB) field corresponding to that user in the list.

Enter an appropriate total files limit, for the selected user(s).
OR

Move the slide bar, located below the respective field, to set
the total files for the selected user(s).

Note: To set the total files limit for an individual user, use the
Total Files field corresponding to that user in the list.

Click any alphabet from the filter list to list the user quota,
starting with the selected alphabet.

This field displays the used quota in MB.
This field displays the free user quota in MB.

Enter an appropriate total files limit, for the selected user.
OR

Move the slide bar, located below the respective field, to set
the total files limit for the selected user.

This field displays the number of used files.
This field displays the number of free files available.

4. Enter/select the appropriate limits and then click the corresponding Apply button to

save the changes.
OR

Click the corresponding Reset button to reset the changes.
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6.3 Managing Guest Quota

This section shows you how to manage guest quota. The administrator sets privileges for
the guest quota. To select all groups click the x link on the table header. You can assign
the quota individually by selecting the checkbox.

6.3.1 Selecting a Volume

This section provides a detailed description on how to select and change a volume in
Guest Quota.

v To select a Volume:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Quota tab. Openfiler displays the Group Quota page, as shown in Figure
60.

3. On the menu bar, click the Guest Quota link. Openfiler displays the Guest Quota
page, as shown in the following figure.

openfiler up 2:27, 1 user, Ioad average: 0.00, 0.00, 0.00

I [ e T s e T

Queta section

& Group Quota
Select Volume & user Quota

& Guest Quota

Select a volume below to bring up araup quota for that
particular volume in the list below.

[0 (group:vad / volume:Ivd) | [Shange ] Support resources

% Report bug

3 Get support

4 Forums

@ Admin Guide
Edit guest account's quota

Click on Appiy after entering new quota values ta change a group's quota
or the v volume.

Limit (MB)  Used (MB) Free (MB) Total Files Used Files  Free Files  Apply Reset
Lo L
g 0 0 g 0 o =

© 2001 - 2008 Openfiler. Al rights reserved.
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Figure 66: Guest Quota
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4. The Select Volume section in the Guest Quota page is as shown in the following
figure.

Quota

Select Volume

Select a wolume below to bring up group quota for that
o particular velume in the list below.

[ e (group:wgl / velume:lvd) | [ change ]

Figure 67: Select Volume

5. Select the appropriate volume from the drop-down list and click the Change button.

6.3.2 Editing a Guest Quota

This option allows you to edit a guest quota.

v To edit a Guest Quota:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Quota tab. Openfiler displays the Group Quota page, as shown in Figure
60.

3. On the menu bar, click the Guest Quota link. Openfiler displays the Guest Quota
page, as shown in Figure 66. The Edit guest account’s quota section in the Guest
Quota page is as shown in the following figure.

Edit guest account's quota
Click on Apply after entarin&:m\/ﬁqfﬁgtﬁﬂ\{ﬂ#:s to change a group's quota
Limit {(MB) 'E":;‘; (F,:"TS Total Files gfl:sd Eﬁi: apply Reset
0 ' o] . :
J a a J a o Apply Reset

Figure 68: Edit Guest Account’s Quota
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Field Description

Limit (MB) Enter an appropriate limit, in MB, for the selected guest
account.
OR
Move the slide bar, located below the respective field, to set
the limit for the selected guest.

Used (MB) This field displays the total space used by the guest, in MB .

Free (MB) This field displays the total free space available for the
guest, in MB.

Total Files Enter an appropriate total files limit, for the selected guest.
OR
Move the slide bar, located below the respective field, to set
the total files limit for the selected guest.

Used files This field displays the total number of files used by the
guest.

Free files This field displays the total free files available for the guest.

Table 21: Editing a Guest Quota

4. Enter/select the appropriate limits and then click the corresponding Apply button to
save the changes.
OR
Click the corresponding Reset button to reset the changes.
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7 Managing Shares

A shared resource, or share, is a local resource on a server that is accessible to windows
clients on the network. In Openfiler, a share is typically a location in a volume slice that
can be exported with the support of any one of the Openfiler network file system
protocols. Shares can be created and edited in the Shares page by clicking on the Shares
tab. The default shares page lists all existing volume slices. Once shares are created
within the volumes, the default shares page will show all existing volume slices, their
folders and sub folders and any shares created within these folders and sub folders. Each
share is identified by a name on the network. Shares and directories are independent
entities. Removing a share does not affect the underlying directory.
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7.1 Managing Shares

This section provides details about how the administrator can manage existing network
shares by viewing, editing and deleting them.

7141 Viewing Existing Shares

This section explains how to view existing shares.

v To view existing shares:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in the
following figure.
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7.1.2

openfiler

Figure 69: Network Shares

Creating a Share

A share is a location in a volume slice that can be exported via any one of the Openfiler-
supported network filesystem protocols. Shares can be created and edited in the Shares
screen by clicking on the Shares tab. The default Shares screen lists all existing volume
slices. Once shares are created within the volumes, the default Shares screen will show all
existing volume slices, their folders and sub-folders, and any shares created within these
folders and sub-folders. Shares are created within volume slices. Clicking on a volume
slice link will open a dialog to enter the name of a sub-folder of the volume slice, which
can subsequently be converted to a share.

Clicking on the identifier for a share will open a new page "Edit Shares". The Edit Shares
page is divided into three sections. There is a section for renaming a share identifier and
description, one for setting group access control, and the final section for setting network
access control and services for the share. All the three sections are explained as a separate
sections.

v To create a share:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in
Figure 69.

3. Click on a volume slice link from the Network Shares list. Openfiler displays a
window, as shown in the following figure.

Folder name:

| [ Create Sub-folder ]

Close Window

Figure 70: Create a Share-creating a Folder

4. Enter the appropriate folder name and click the Create Sub-folder button. This share
will be added to the existing share.

5. Click on the newly created folder name link. Openfiler displays a pop-up window as
shown in the following figure.
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Folder name:

! ! [ Create Sub-folder

Mew folder name:

ixxx i [ Fename Folder

New description:

L | [ Fename Description ]

[ Make Share ][ Celete Folder

Close Window

Figure 71: Create Network Shares

Field Description
Folder Name Enter the new identifier for the share.
New Folder Name Enter the new folder name.
New Description Enter the new description to change the description of the
share.

Table 22: Creating Shares

6. Enter the appropriate data in the respective fields.

7. Click the Make Share button to create a new share. Openfiler displays the Edit
Network Shares page, as shown in the following figure
OR
Click the Delete Folder button to delete the share folder.

Openfiler Administration Guide 139




140 Chapter 4 - Managing System

openfiler

@

GID
507
16777216

16777217

Override SMB/Rsync share name:

A

Edit share /mnt/vg2/Iv0/Test/

Flease use unique SME share name overrides as
duplicates autematically have a suffix attached to them.
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suffix changed every time more duplicates are created.

Share name: [Test
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|
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Figure 72: Edit Network Shares

7.1.2.1 Edit Share

In this section you can rename a share identifier and change the description of the share.

Edit share /mnt/vg3/Iv0/newshare/

Please use unigue SMBE share name overrides as
duplicates automatically have a suffix attached to them.
Existing shares with duplicate names can have their
suffix changed ewery time more duplicates are created.

Share name: |newshare | [ Change ]
Share description: |newshare | [ Change |
Override SMB/Rsync share name:  |newshare ! [ Change ]
[ Back to shares list ]
Field Description
Share Name Enter the share name in the text box.
Share Description Enter the share description in the text box.
Override SMB/Rsync share Enter either SMB/Rsync share name in the text box.
name
Table 23: Editing a Share
7.1.2.2 Group Access Configurations

Access to shares is configured at the group level and network level. Security for a share
can be loose or tight depending on the required security level for the share. For loose
security, the share can be set to public access level. With public access, any user on the
network, logged into a client machine that has network access will be able to access the
share. With controlled access, only users that have been given specific access permissions
will be able to access the share. To configure group access to a share, scroll down to the
Group access configuration sub-section. There are two selectable radio-buttons. To allow
guest access to the share, select the Public guest access radio-button and click the Update
button. Once this setting has been applied, all users on any networks that have been
given read or write access to the share will be able to access the share without having to
authenticate with a directory/authentication server.
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openfiler

Share

O Public gquest access

& controlled access

Group access configuration

Access Control Mode

[ Back to shares list ]

If you want to see groups from networlk directory
servers here, please configure them in the
authentication section.

~
GID Group Name Type PG NO RO R =
507 test Local ® O O ®
16777216 BUILTIM\administrators Unknown & O & O
16777217 BUILTIM\users Unknown O O O ®
500 groupl e O NHE O O
501 groupz LDAP OEE C O

=
502 aroup3 LDAP O | @ 0. D 2
Field Description

Share Access Control

Public Guest Access

Controlled Access

Group Access Configuration
GID

Group Name

Type

PG

Select this radio button to allow guest access to the share.

Once this setting has been applied, all users on any network
that have been given read and write access to the share will be
able to access the share without having to authenticate with a
directory /authentication server.

Select this radio button to restrict the access to the share.

The controlled access mechanism works in conjunction with
the list of groups that have been imported from the

configured directory services.

Enter the unique numerical group ID.
Enter the descriptive name of the group.
This field displays the type of directory server the group is in.

Select this radio button to set the selected group as primary
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NO

RO

RW

Field

Description
group.
The primary group for share owns the share and has full
access rights on it.

This must be set for the share to be visible.

Every share must have a primary group, of which there can be
only one.

This radio button determines which group(s) will not be
allowed access to the share.

By default, this will be selected for all groups.

This radio button determines which group(s) has read only
access to the shares.

This radio button determines which group(s) has read and
writes access to the share.

Table 24: Group Access Configuration

71.2.3

Host Access Configurations

Once access control to the share has been configured at the group-level, network-level
access control has to be configured. The host access configuration section is for
determining which hosts on the network are permitted access to shares. Groups that have
been granted access rights to the share will only be able to access or view the share from
a host that has been granted network-level access rights to the share. The Administrator
can determine what share access protocols are permitted for each individual host or
network. To configure network-level access control, scroll down to the Host access
configuration sub-section of the Edit Share page.

Name

sunnyd

local

localnet

iscsiclient

Host access configuration { /mnt/vg3/lv0/newshare/)

Network

192,168,254 .144
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®
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Field

Name

Network

SMB/CIFS

NFS

HTTP(S) WebDAV

openfiler

Description

This field displays the name of networks and hosts that are
permitted network access to the Openfiler appliance.

This field displays the IP address of the networks and hosts
that are permitted to the Openfiler appliance.

Set the access control for SMB / CIFS.

Network access control for SMB /CIFS allows for different
settings depending on the desired effect for the share and
source of the connection. There are three options for network
access control and they are applied on a per-host or per-
network basis. The options are:

= NO: If this radio button is selected, the network or host it applies

to will not have any access to the share via SMB/CIFS protocol.
RO: If this radio button is selected, the network or host it applies

n

to will have read only access to the share via SMB/CIFS protocol.

= RW: If this radio button is selected, the network or host it applies
to will have read and write access to the share via SMB/CIFS
protocol.

Set the access control for the NFS.

The administrator must ensure that any share exported via
NFS has the correct level of security settings in line with the
requirements of the network storage security policy. There are
three options for NFS and they are applied on a per-network
basis. The available options are:

n

NO: If this radio button is selected, the network or host it applies
to will not have any access to the share via NFS protocol.

RO: If this radio button is selected, the network or host it applies
to will have read only access to the share via NFS protocol.

RW: If this radio button is selected, the network or host it applies
to will have read and write access to the share via NFS protocol.

You can edit the NFS settings by clicking the Edit link of the
Option column.

n

n

Access control via HHTP(s)/webDAV can be set on a per-host
or per-network basis based on the access requirements for the
share. There are three options available for HTTP(s)/Web/DAV
network access control. The options are:

0

NO: If this radio button is selected, the network or host it applies
to will not have any access to the share via HTTP(S) and /or
WebDAV protocol.
=  RO: If this radio button is selected, the network or host it applies
to will have read only access to the share via HTTP(S) and /or
WebDAV protocol.

0

RW: If this radio button is selected, the network or host it applies
to will have read and write access to the share via HTTP(S) and
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Field Description
/or WebDAV protocol.
FTP Access control via FTP can be set on a per-host or per-network

basis based on the access requirements for the share. The
available options are:

n

NO: If this radio button is selected, the network or host it applies
to will not have any access to the share via FTP protocol.

n

RO: If this radio button is selected, the network or host it applies
to will have read only access to the share via FTP protocol.

n

RW: If this radio button is selected, the network or host it applies
to will have read and write access to the share via FTP protocol.

Rsync Access control via Rsync can be set on a per-host or per-
network basis based on the access requirements for the share.
The available options are:

n

NO: If this radio button is selected, the network or host it applies
to will not have any access to the share via Rsync protocol.

n

RO: If this radio button is selected, the network or host it applies
to will have read only access to the share via Rsync protocol.

n

RW: If this radio button is selected, the network or host it applies
to will have read and write access to the share via Rsync protocol.

Table 25: Host Access Configuration

8. Enter/select the appropriate details in the respective fields.

9. Click the Update button in the respective section to update the changes that have
been made to each section.

10. Click the Back to Share list link to go to the network shares page.

713 Editing a Share

This section explains how to edit an existing network share. The edit share page is
divided in to three sections. There is section for remaining share identifier and
description, one for setting group access control and the third one for setting network
access control and services for the share.

v To edit a share:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in
Figure 69.

3. Click an appropriate network share link from the Network Shares list. Openfiler
displays the Edit Network Shared pop-up window, as shown in the following figure.
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Folder name:

! [ Create Sub-folder

Mew folder name:

| s

i [ Fename Folder

New description:

[

| [ Fename Description

[ Make Share ][

Celete Folder

Close Window

Figure 73: Edit Network Shares

Enter the appropriate data in the respective fields.

openfiler

Click the Make Share button to create a new share. Openfiler displays the Edit

Network Shares page, as shown in the following figure

OR

Click the Delete Folder button to delete the share folder.
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Name

sunnyd
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192.168.254.198

182.168.254.12

84.12.112.162

192.98.212.243

Edit share /mnt/vg2/Iv0/Test/

Q duplicates autematically have a suffix attached to them.

Flease use unique SME share name overrides as

Existing shares with duplicate names can have their

suffix changed every time more duplicates are created.

Override SMB/Rsync share name:

I

[ Bask to shares list ]

Share Access Control Mode

© public guest access

@ controlled access

Group access configuration

[ Back to shares list ]

Shares section

B
4 Snapshot Shares

sting Shares

Support resources

& Report bug
£ Get support
% Forums
@

Admin Guide

i A primary group has not been set yet. This share will

not be en:

@

1f you

Share has been made a guest share.

want o see groups from network directory

servers here, please configure them in the

authentication section.

GID Group Name Type PG NO RO
e v o [l o
16777216  BUILTIN'administrators  Unknown O n ()
we o [l o
oo o
oo o o

abled until a primary group is set first or the

(AN R T ARG )

Host access configuration (/mnt/vg2/Ilv0/Test/)

SMB/CIFS
SMB/CIES Options

[ Rrestart services.

2

No. RO ®

® ® ®© ® ® 0 6
(o) fe M TN S TN Bl M
@6 e 0| a @ 8

® ® ® ® ® © 6

[ Back to shares list ]

NFS HTTP(S) / WebDAV FTP

RW Options No

e 0. 0 806 oH
e B (s e TN R (s I
Q|3 | oy ol o) o

@ @ © ®@ @ 0 @

[ Delete this share ]

2001 - 2008 Openfiler.

© enfiler. Al rights
Home + Documentation + Support + Website

RW No RO RW No RO RW
(e TR OGS T I o T o ST ST R o
e e | | e Sen e e | G
o e |2 9 & |G ©
(RO A>T S TS o o i 5!
Qe @ e LSS | (©
€0 x| | Se R eS| |
8 e D 9 & e ©
reserved.

icense - Log Out

Openfiler Administration Guide

147




148 Chapter 4 - Managing System

Figure 74: Edit Network Shares

6. Make the necessary modification in each section.

openfiler

7. Click the Update button in the respective section to update the changes that have

been made to each section.

7.1.3.1

Viewing a Network Group List

Access to share is configured at the group level and network level. Security for a share
can be loose or tight depending on the required security level for the share. This section

provides a detailed description on how to view a network group list.

v To view a network group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in

Figure 69.

3. Click an appropriate group name from the Group Acess Configuration list.Openfiler
displays the Members of the Group Group 1 page as shown in following figure.

@

GID
507
16777216

16777217

500

A

Group access configuration

[ Back to shares list ]

A primary group has not been set yet. This share will
not be enabled until a primary group is set first or the

share has been made 3 quest share.

If you want to see graups from network directory
servers here, please configure them in the

authentication section,

Group Name

test

BUILTINVadmi

BUILTIN\users

aroupl

aroup2

aroup3

Members of the group group?

uID User Name

508 kevin

509 mitnick

511 blaze

514 anders

User Type
LDAR
LDAR
LDAR

LDaR

Close Window

Primary Group

aroupl

aroupl

aroupl

aroupl

>

>

53

£3

Figure 75: Group Access Configuration

4. Click the Close Window link to close the popup window.
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7.1.3.2 Editing SMB/CIFS Share Options

Network access control for SMB/CIFS allows for different settings depending on the
desired effect for the share and source of the connection. This section provides a detailed
description on how to edit SMB/CIFS share.

v To edit a SMB/CIFS share:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in
Figure 69.

3. Click an appropriate network share link from the Network Shares list. Openfiler
displays the Edit Network page.

4. In the Host Access Configuration section, click the SMB/CIFS Options link.
Openfiler displays the SMS Share Options page as shown in following figure.

SMB Share Options

Enable oplocks
[ DoOS filemode
[ Dpos filetime resolution
[[] Fake directory create times
[[] DOSs filetimes
Force security mode: |IZI

Browseable

CSC Policy: imanual |

Figure 76: SMB Share Options
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Field
Enable Oplocks

DOS Filemode

DOS Filetime Resolution

Fake Directory Create Times

openfiler

Description
Select the check box to enable oplocks.

Oplocks are the way that SMB clients get permission from a
server to locally cache file operations. If a server grants an
oplock (opportunistic lock) then the client is free to assume
that it is the only one accessing the file and it will
aggressively cache file data. With some oplock types the
client may even cache file open/close operations. This can
give enormous performance benefits.

If you enable this option on all read-only shares or shares that
you know will only be accessed from one client at a time such
as physically read-only media like CDROMs, you will see a
big performance improvement on many operations. If you
enable this option on shares where multiple clients may be
accessing the files read-write at the same time you can get
data corruption.

Select the check box to enable DOS filemode.

Enabling this parameter allows a user who has write access to
the file (by whatever means) to modify the permissions
(including ACL) on it.

Note that a user belonging to the group owning the file will not
be allowed to change permissions if the group is only granted
read access. Ownership of the file/directory may also be
changed.

Select the check box to enable DOS filetime resolution.

Under the DOS and Windows FAT filesystem, the finest
granularity on time resolution is two seconds.

Setting this parameter for a share causes Samba to round the
reported time down to the nearest two second boundary when a
query call that requires one second resolution is made to
smbd(8).

Select the check box to enable fake directory create times.

NTFS and Windows VFAT file systems keep a create time for all
files and directories. This is not the same as the ctime - status
change time - that Unix keeps, so Samba by default reports the
earliest of the various times Unix does keep. Setting this
parameter for a share causes Samba to always report midnight
1-1-1980 as the create time for directories.

This option is mainly used as a compatibility option for Visual
C++ when used against Samba shares. Visual C++ generated
makefiles have the object directory as a dependency for each
object file, and a make rule to create the directory. Also, when
NMAKE compares timestamps it uses the creation time when
examining a directory. Thus the object directory will be created
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Field

DOS Filetimes

Table 26: SMB Share Options

Description

if it does not exist, but once it does exist it will always have an
earlier timestamp than the object files it contains.

However, Unix time semantics mean that the create time
reported by Samba will be updated whenever a file is created or
or deleted in the directory. NMAKE finds all object files in the
object directory. The timestamp of the last one built is then
compared to the timestamp of the object directory. If the
directory's timestamp if newer, then all object files will be
rebuilt. Enabling this option ensures directories always predate
their contents and an NMAKE build will proceed as expected.

Select the check box to enable DOS filetimes.

Under DOS and Windows, if a user can write to a file they can
change the timestamp on it.

Under POSIX semantics, only the owner of the file or root may
change the timestamp. By default, Samba runs with POSIX
semantics and refuses to change the timestamp on a file if the
user smbd is acting on behalf of is not the file owner.

Setting this option to yes allows DOS semantics and smbd(8)
will change the file timestamp as DOS requires.

5. Make the necessary changes and click the Update button to update the modifications

that have been made.

7133 Editing Resync Share Options

This section provides a detailed description on how to edit the Resync share.

v To edit the Resync share:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in

Figure 69.

3. Inthe Host Access Control section, click an appropriate network share link from the
Network Shares list. Openfiler displays the Edit Network page.

4. Click the Rsync Options link. Openfiler displays the SMS Share Options page as

shown in following figure.
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Rsync Share Options
Comment: | |
Max connections: :I:I |
Use chroot
[] Write only
Read only

List module

1

Figure 77: Rsync Share Options

Field Description
Comments Enter the comments in the text box.

The "comment" option specifies a description string that is
displayed next to the module name when clients obtain a list
of available modules. The default is no comment.

Max Connections Enter the max connections in the text box.

This option allows you to specify the maximum number of
simultaneous connections you will allow. Any clients
connecting when the maximum has been reached will receive
a message asking them to try later.

The default is 0 which means no limit.

Use chroot Select the check box to enable use chroot.

If "use chroot" check box is selected, the rsync daemon will
chroot to the "path" before starting the file transfer with the
client. This has the advantage of extra protection against
possible implementation security holes, but it has the
disadvantages of requiring super-user privileges, of not being
able to follow symbolic links that are either absolute or
outside of the new root path, and of complicating the
preservation of usernames and groups (see below).

When "use chroot" is not selected, for security reasons,
symlinks may only be relative paths pointing to other files
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Field

Write Only

Read Only

List Module

Table 27: Rsync Share Options

Description

within the root path, and leading slashes are removed from
most absolute paths (options such as --backup-dir,
--compare-dest, etc. interpret an absolute path as rooted in
the module's "path" dir, just as if chroot was specified). By
default this option is enabled.

Select the check box to enable write only.

The "write only" option determines whether clients will be
able to download files or not.

If "write only" is enabled, then any attempted downloads will
fail. If "write only" is disabled, then downloads will be
possible if file permissions on the daemon side allow them.
By default this option will be disabled for all the modules.

Select the check box to enable read only.

This option determines whether clients will be able to upload
files or not. If "read only" is selected, then any attempted
uploads will fail. If "read only" is not selected, then uploads
will be possible if file permissions on the daemon side allow
them. By default Read only will be enabled for all modules.

Select the check box to list module.

This option determines if this module should be listed when
the client asks for a listing of available modules. By setting
this to disable, you can create hidden modules. The default is
for modules to be listable.

5. Make the changes and click the Update button to update the changes that have been
made to the Rsync Share options.

7134 Editing NFS Share Client Options

This section provides a detailed description on how to edit the NFS share.

v To edit the NFS share:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in

Figure 69.

3. Click an appropriate network share link from the Network Shares list. Openfiler
displays the Edit Network page.

4. Click the NFS Edit Options link. Openfiler displays the NFS Share Client Options
page as shown in following figure.
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openfiler

Anonymous UID:

Anonymous GID:

UID/GID Mapping:

I1/0 Mode:

Write Delay:

Request Origin Port:

MNFES Share Client Options

(sunnyd : 192.168.254.144)

|secure (<1024) |

Figure 78: NFS Share Client Options

Field
Anonymous UID

Anonymous GID
UID/GID Mapping
I/O Mode

Write Delay

Request Origin Port

Table 28: NFS Share Client Options

Description

Enter the Anonymous UID in the text box.

Enter the Anonymous GID in the text box.

Select UID/GID mapping from the drop-down list.
Select the I/O mode from the drop-down list.

Select the write delay option from the drop-down list.

Select the request origin port from the drop-down list.

5. Click the Update button to edit the NFS Share.

Openfiler Administration Guide

154




155 Chapter 4 - Managing System

714 Deleting a Share

This section provides a detailed description on how to delete a share.

v To delete a share:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in
Figure 69.

3. Select an appropriate network share name from the Network Shares list and click the
Delete this Share link. Openfiler displays the Delete this Share page.

Host access configuration (/mnt/vg3/Iv0/newshare/)
[ Back to shares list ]

SMB/CIFS Rsync

SMB/CIFS

Options HELELS )
" RiEce HEY WebDAY ki
Name Networl Rsync Options
[] Restart

Services

No RO R¥W No RO R¥ Options No RO R¥W No RO R¥ No RO R¥Y

sunnyd  192168.254144 @ O O @ O O
st 102.168.254.18 o ® © & o Are you sutrlfisy:l‘:a“::?t to delete o
localnet 192 168.254.0 O ® ® © [ Yes /MO DON'T DELETE ] ®
isesiclient 192166254133 & O O ® © O© Edit IR o ST Co T o Y oo IR Y T o T 5

Figure 79: Deleting a Share

4. Click the Yes link to delete the selected share
OR
Click the NO DON’T DELETE link not to cancel the deletion.
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1.2 Viewing Snapshot Shares

This section provides details about how to view snapshot shares.

v To view snapshot shares:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Shares tab. Openfiler displays the Network Shares page, as shown in
Figure 69.

3. On the menu bar, click the Snapshot Shares link. Openfiler displays the Network
Shares Snapshots page, as shown in the following figure.

openfiler 0 average: 0.00, 0.00, 0.00

mmm ; il

Shares section

& Existing Shares
Network Shares Snapshots

(=3 newvol (inz/nawvors)
(=3 va3 (rmncrvgen)

(=) WO (fenc/vgarivar)

4 Snapshot Shares

Support resources

& Report bug
Q g e 1) B e
(=) W0 (rmns/vgirivor) 4 Forums
@ Admin Guide

& test (/mnt/snepshoca/val/iva/zenc/)

(£ Wi (rmassegr/aviy)

(=) W2 (fmac/vgt/iver)

(Q g0 (fmnc/vg0/)

[} WO (/mns/vga/1v0/)

(=) W1 (/mnervgoravis)

[} W2 (yencvgnrives)

(=) testit (/mnt/vgn/cestics)

(=) myvol (rmn:

VG_Xen:
20d1-£72e£c02

E_ asd (/mnc/azd/)
[l va2 (maz/vezs)

[} Wb (yencvgzrivor)

vg0/myvol/)

fa42-b33d-15bf-20d1-f7ecfc026c2e (/mnz/Ve XenStorage-12595242-b33d-1505-

(=) W1 (fenc/vgzriviy)

) W2 (fmntrvg2rives)

= el (/mnz/vaz/zeallyreallyzaallylononanas)

© 2001 - 2008 Openfiler. All rights reserved.
Home « D + Support - Website - License « Log Out

Figure 80: Network Shares Snapshots
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Managing Services

File export services can be enabled after completing configuration tasks. Enabling a
service means that any shares in the service list having that service configured as one of
the supported protocols will be activated. Once the share is activated, any user on the
network who has access to that share, can access the share only via the corresponding
activated protocols.

Once a service is enabled the users in the network are able to access the shares to which
they have access rights.
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8.1 Service Management

This option allows you to start and stop system services. In this section you can enable or
disable the system services. Enabling or disabling services add to the system boot up
sequence so that the service starts or stops when the system reboots next time.

8.1.1 Modifying a Service Status

This section explains how to modify service status.

v To modify Service Status:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in the
following figure.

openfiler .45 min, 0 users, load average: 0,00, 0,01, 0.08

Services section

% Manage Services
Manage Services & SMB/CIFS Setup
& LDAP Setup
4 UPS Setup

Service Name Status Modification
% Rsync Setup
SMB / CIFS server Enabled Disable s iSCST Target Setup
= FTP Setup
NFSv3 server Disabled Enable
HTTP / WebDAV server Enabled Disable
FTE server Enabled Disable ShnnoE ozgwsoes
& Report bug
iSCSI target server Enabled Disable "
2 Get support
Rsync server Enabled Disabls # Forums
& Admin Guide
UPS server Disabled Enable
LDAP server Enabled Disable
ACPL daemon Enabled Disable
ISCSI initiator Disabled Enable

hts reserved.

@ 2001 - 2008 Openfiler. Al
< Sup Website - License « Log Gut.

Home - D

Figure 81: Manage Services

3. Click the appropriate Enable or Disable link to modify the service status.
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8.2 SMB/CIFS Setup

Server Message Block (SMB) is used to provide shared access to files, printers, serial
ports, and miscellaneous communications between nodes on a network. This section
provides details about how to modify SMB settings.

8.2.1 Modifying SMB/CIFS Setup

This section explains how to modify SMB/CIFS setup.

v To modify SMB/CIFS setup:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the SMB/CIFS Setup link. Openfiler displays the SMB settings
page, as shown in the following figure.

SMB settings

Server string: |OFNS2 |

NetBIOS name: |OFNS2 |

WINS server: |192.168.254.144 |

Passwords: |Use encrypted passwords V|

Winbind Policy: |ND default darmain V|

LDAP User Suffix: |cn.|=F'eo|:uIe |

LDAP Group Suffix: |uu=Group |

Display Charset: |UTFB |

Unix Charset: |UTFg |

DOS Charset: |850 |
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Figure 82: SMB Settings

Field Description
Server String Enter the service string.

This controls what string will show up in the printer
comment box in print manager and next to the IPC
connection in net view. It can be any string that you wish to
show to your users.

It also sets what will appear in browse lists next to the
machine name.

NetBIOS name Enter the NetBIOS name.

This field sets the NetBIOS name by which a Samba server is
known. By default it is the same as the first component of the
host's DNS name. If a machine is a browse server or logon
server this name (or the first component of the hosts DNS
name) will be the name that these services are advertised
under.

WINS server Enter the WINS server name.

This specifies the IP address (or DNS name: IP address for
preference) of the WINS server that nmbd(8) should register
with. If you have a WINS server on your network then you
should set this to the WINS server's IP.

You should point this at your WINS server if you have a
multi-subnetted network.

If you want to work in multiple namespaces, you can give
every wins server a 'tag'. For each tag, only one (working)
server will be queried for a name. The tag should be
separated from the IP address by a colon.

Passwords Select the appropriate password from the drop-down list.

Winbind Policy Select the appropriate winbind policy from the drop-down
list.

LDAP User Suffix Enter the LDAP user suffix.

This parameter specifies where users are added to the tree. If
this parameter is unset, the value of Idap suffix will be used
instead. The suffix string is pre-pended to the Idap suffix
string so use a partial DN.

LDAP Group Suffix Enter the LDAP group suffix.

This parameter specifies the suffix that is used for groups
when these are added to the LDAP directory. If this
parameter is unset, the value of Idap suffix will be used
instead. The suffix string is pre-pended to the Idap suffix
string so use a partial DN.

Display Charset Enter the display charset.

This option specifies the charset that samba will use to print
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Field Description

messages to stdout and stderr. The default value is
"LOCALE", which means automatically set, depending on
the current locale. The value should generally be the same as
the value of the parameter unix charset.

Unix Charset Enter the unix charset.

Specifies the charset the unix machine Samba runs on uses.
Samba needs to know this in order to be able to convert text
to the charsets other SMB clients use.

This is also the charset Samba will use when specifying
arguments to scripts that it invokes.
DOS Charset Enter the DOS charset.

This option specifies which charset Samba should talk to
DOS clients. The default depends on which charsets you
have installed.

Table 29: SMB/CIFS Setup

4. Enter the appropriate details and click the Apply button to set SMB/CIFS.
OR
Click the Cancel button to reset the modified details.
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8.3 LDAP Setup

The Lightweight Directory Access Protocol (LDAP) is used to modify directory services
running over TCP/IP. This section provides details about how to backup, delete, restore,

and repair LDAP files .

8.3.1 Viewing the LDAP Setup

This section explains how to view the local LDAP setup.

To view the LDAP setup:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the LDAP Setup link. Openfiler displays the Local LDAP
Settings page, as shown in the following figure.
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8.3.2

openfiler 14:10:03 up 1:18, 0 users, laad average: 0.03, 0.02, 0.00

I e e N

Services section

% Manage Services

Local LDAP Settings =l SMB/CIFS Setup
& LDAP Setup
The following optiens are for use with the local LDAP 4 UPS Setup
server.

% Rsync Setup
< ISCSI Target Setup
Backup LDAP &l FTP Setup
This option creates a LDIF backup of the LDAP directory. Lightweight Directory
Interchange Format files are used to exchange or backup data from LDAP

Support resources

Backup LDAP W& Report bug
I35 Get support
# Forums

@ Admin Guide

Recover LDAP
This option should be used to recover an LDIF backup. Any existing datain the
DAP will be erased during the recovery.

Note: The LDAP authentication settings will be adjusted to be compatible with the
up file.

Recover LDAP

|(Bromse. ]

Rebuild LDAP

This option is used to fix errors in the LDAP directory, such as stale lock files.
Performing this option after clearing the LDAP will result in an empty, but useable
LDAI

Rebuild LDAP

Clear LDAP directory

Clearing the LDAP directory deletes all the files associated with the directory. The
DAF server should be re-initialized after it is cleared.

Clear LDAP

© 2001 - 2008 Openfiler. All rights reserved.
Home » Documentation + Support « Website - License + Log Out

Figure 83: Local LDAP Settings

LDAP Backup

This section explains how to make a backup copy of LDAP file.

v To backup LDAP:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in

Figure 81.

3. On the menu bar, click the LDAP Setup link. Openfiler displays the Local LDAP

Settings, as shown in Figure 83. The Backup LDAP section in Local LDAP Settings
page is as shown in the following figure.
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Local LDAP Settings

SEFver,

Q The following options are for use with the local LDAP

Backup LDAP

This option creates a LDIF backup of the LDAP directory.
Lightweight Directory Interchange Format files are used to
exchange or backup data from LDAP servers,

Backup LDAP

Figure 84: Local LDAP Settings

4. Click the Backup LDAP button. Openfiler displays the file download page, as shown
in the following figure.

File Download

Do you want to save this file?

0 Mame; LDAP_backup.ldif
fea
Type:  Unknown File Type, 13.0KB
From:

[ Save ] { Cancel |

While files from the Intemet can be useful, some files can potentialhy
harm your computer. f you do-not trust the source, do not save this
file. WWhat's the righ?

Figure 85: LDAP Backup
5. Click the Save button to save the LDAP file to a preferred location.

OR
Click the Cancel button to cancel the backup process.

8.3.3 Recovering LDAP

This section explains how to recover the LDAP backup files.

v Torecover LDAP:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
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2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3.  On the menu bar, click the LDAP Setup link. Openfiler displays the Local LDAP
Settings, as shown in Figure 83. The Recover LDAP section in Local LDAP Settings
page is as shown in the following figure.

Recover LDAP

This option should be used to recover an LDIF backup. Any
existing data in the LDAP will be erased during the
recovery,

Mote: The LDAP authentication settings will be adjusted to
be compatible with the backup file.

Recover LOAP

|[ Browse... |

Figure 86: Recover LDAP

4. Click the Browse button to locate and select the backup LDAP file and then click the
Recover LDAP button to recover the LDAP backup file.

8.3.4 Rebuilding LDAP

This section explains how to rebuild LDAP.

v To rebuild LDAP:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the LDAP Setup link. Openfiler displays the Local LDAP
Settings, as shown in Figure 83. The Rebuild LDAP section in Local LDAP Settings
page is as shown in the following figure.
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Rebuild LDAP

This option is used to fix errors in the LDAP directory, such
as stale lock files. Performing this option after clearing the
LOAFR will result in an ermpty, but useable LDAP,

Rebuild LDAF

Figure 87: Rebuild LDAP

4. Click the Rebuild LDAP button to rebuild the LDAP files.

8.3.5 Deleting LDAP

This section explains how to delete LDAP directories.

v To delete LDAP:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the LDAP Setup link. Openfiler displays the Local LDAP
Settings, as shown in Figure 83. The Clear LDAP directory section in Local LDAP
Settings page is as shown in the following figure.

Clear LDAP directory

Clearing the LDAP directory deletes all the files associated
with the directary, The LDAP server should be re-initialized
after it is cleared.

Clear LDAP

Figure 88: Clear LDAP Derectory

4. Click Clear LDAP. Openfiler displays a confirmation message, as shown in the
following figure.
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openfiler

Confirm LDAP clear

Are you sure that you want to delete the LDAP server?
[res / No]

Figure 89: confirm LDAP clear

5. Click Yes to confirm the deletion.
OR
Click No to cancel the process.
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8.4 UPS Setup

This section provides details about how to configure the service mode and the access
control, add or delete a UPSD user, and add or delete a UPS System Monitoring Entry.

8.4.1 Configuring Service Mode

This section explains how to configure the service mode.

v To configure Service Mode:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the UPS Setup link. Openfiler displays the UPS Settings page
as shown in the following figure.

UPS Settings

Administrative Tasks

Configure Service Mode {Client/Server)

Configure Access Control

Add UPSD User

Delete UPSD User

Add UPs Swstern Monitoring Entry
Delete UPS Systern Monitoring Entry

L L, S L

Figure 90: UPS Settings

4. Click Configuring Service Mode link. Openfiler displays the Configuring Service
Mode page as shown in the following figure.
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Server Client

Service Mode O )

Subrmit ] [ Cancel ]

Figure 91: Configuring Service mode

5. Select the appropriate service mode and click the Submit button.
OR
Click the Cancel button to cancel the settings.

8.4.2 Configuring Access Control

This section explains how to configure access control.

v To configure access control:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the UPS Setup link. Openfiler displays the UPS Settings page
as shown in Figure 90.

4. On the UPS Settings page, click the Configure Access Control link. Openfiler
displays the Configure Access Control page as shown in the following figure.

Mame IPfHostname Metmask Accept Reject

Figure 92: Configure Access Control

8.4.3 Adding a UPSD User

This section explains how to add a UPSD user.

v To add a UPSD user:
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1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the UPS Setup link. Openfiler displays the UPS Settings page
as shown in Figure 90.

4. On the UPS Settings page, click the Add UPSD User link. Openfiler displays the Add
UPSD User page as shown in the following figure.

Username: [ [

1
Passwaord: |

UPEMon Mode: Master v]

Allow From Hosts

[ submit ][ Cancel ]

Figure 93: Add UPSD User

Field Description
Username Enter the name of the user.
Password Enter the password.
UPSMon Mode Select the UPSMon Mode from the drop-down list.

Table 30: Adding a UPSD User
5. Click the Submit button to add a UPSD user.

OR
Click the Cancel button to clear the fields.

8.4.4 Deleting a UPSD User

This section explains how to delete a UPSD user.

v To delete a UPSD User:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

Openfiler Administration Guide 170



171 Chapter 8 - Managing Services OpanI ler

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the UPS Setup link. Openfiler displays the UPS Settings page
as shown in Figure 90.

4. On the UPS Settings page, click the Delete UPSD User link. Openfiler displays the
Delete UPSD User page as shown in the following figure.

Username Delete

[ Submit ] [ Cancel

Figure 94: Delete UPSD User

5. Click the Submit button to delete the UPSD user.
OR
Click the Cancel button to cancel the process.

8.4.5 Adding a UPS System Monitoring Entry

This section explains how to add a UPS System Monitoring Entry.

v To add a UPS System Monitoring Entry:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the UPS Setup link. Openfiler displays the UPS Settings page
as shown in Figure 90.
4. On the UPS Settings page, click Add UPS System Monitoring Entry link. Openfiler

displays the Add UPS System Monitoring Entry page as shown in the following
figure.

Select UPS Hostname Select Username Select Num. PSUs

ups0 ¥ | Localhost

[ submit ] [ Cancel ]

Figure 95: Add UPS System Monitoring Entry
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Field Description
Select UPS Select the UPS from the drop-down list.
Hostname This field displays the host name.
Select Username Select the name of the user from the drop-down list.
Select Num.PSUs Select the Num PSUs from the drop-down list.

Table 31: UPS System Monitoring Entry

5. Enter the appropriate data in the respective fields.

Click the Submit button to add a UPS System Monitoring Entry.
OR
Click the Cancel button to cancel the process.
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8.4.6 Deleting a UPS System Monitoring Entry

This section explains how to delete a UPS System Monitoring Entry.

v To delete a UPS system monitoring entry:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the UPS Setup link. Openfiler displays the UPS Settings page
as shown in Figure 90.

4. On the UPS Settings page, click the Delete UPS System Monitoring Entry link.
Openfiler displays the Delete UPS System Monitoring Entry page as shown in the
following figure.

Entry Username MNum. PSUs Delete

[ Submit ] [ Cancel

Figure 96: Delete UPS System Monitoring Entry

5. Click the Submit button to delete the UPS System Monitoring Entry.
OR

Click the Cancel button to cancel the deletion.
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8.5 Managing Rsync Setup

This section explains how to manage the Rsync settings.

v To manage the Rsync Setup:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Services tab. Openfiler displays the Manage Services page, as shown in

Figure 81.

3. On the menu bar, click the Rsync Setup link. Openfiler displays the Rsync settings

page as shown in the following figure.

Port number:

IP address:

Message of the day {(MOTD):

Rsync settings

873 |

|ethEl === 197,168.254.19 ¥

Welcome to the Openfiler rsync server,

[ apply |

[ cancel |

Figure 97: Rsync Settings

Field

Port number
IP address

Message of the day (MOTD)

Table 32: Rsync Settings

Description

Enter the port number.

Select the IP address from the drop-down list.

Enter the message for the day in the text field.

openfiler
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4. Click the Apply button to set the Rsync settings.
OR
Click the Cancel button to clear the fields.

8.6 iSCSI Target Setup

iSCSI is a protocol that allows clients to send SCSI commands to storage devices in
remote servers. This section explains how to add a discovery CHAP user and modify the
iSNS sever settings.

8.6.1 Adding a Discovery CHAP user

This section explains how to add a discovery chap user.

v To add a Discovery CHAP User:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the iSCSI Target Setup link. Openfiler displays the Add
Discovery CHAP user page as shown in the following figure.

Add Discovery CHAP user

Username Password User Type add

| | | !_Inc:orning User vl [Add]

Figure 98: Add Discovery CHAP user

Field Description
Username Enter the name of the user.
Password Enter the password.
User Type Select the user type from the drop-down list.

Table 33: Discovery CHAP User

4. Enter the appropriate data in the respective fields. Click the Add button to add a
discovery CHAP user.
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8.6.2 Managing iSNS Server

This section explains how to manage iSNS server settings.

v To manage iSNS Server:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the iSCSI Target Setup link. Openfiler displays the iSNS
Server page as shown in the following figure.

ISNS Server
Res[l):.;l;trr':':;get iSMNS Server IP Update Delete
Ll |192.165.254.144 | [(update | [ Delste |
Figure 99: iSNS Server
Field Description
Restart Target Daemon Select the Restart Target Daemon checkbox.
iSNS Server IP Type the iSNS server IP address.

Table 34: iSNS Server

4. Click the Update button to update the iSNS server settings.
5. Click the Delete button to delete the iSNS server settings.
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8.7 Setting up FTP

This section explains how to modify FTP server settings.

v To set up FIP:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click the Services tab. Openfiler displays the Manage Services page, as shown in
Figure 81.

3. On the menu bar, click the FTP Setting link. Openfiler displays the FTP Settings page
as shown in the following figure.
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FTP settings

Server name: |FI'F' Server

Server ident: on oW

Port |21 |

Passive ports: 55535 55534 |

Max instances: |SDD |

Login timeout: i12D |

Idle timeout:  |600 |

No transfer timeout: |QDD |

Stall timeout:  |3500 |

Use GMT times: aff_vi

Use reverse DNS: | off ﬂ

Perform identity lookups: on oW
Allow Foreign Address: on W

[] Reload services

Figure 100: FTP Settings

Field Description
Server name Enter the name of the server.
Server ident Select the server identity from the drop-down list.
Port Enter the port number.
Passive ports Enter the passive port number.
Max instances Enter the maximum number of instances.
Login timeout Enter the login timeout.
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Field Description
Idle timeout Enter the idle timeout.
No transfer timeout Enter the no transfer timeout.
Stall timeout Enter the stall timeout.
Use GMT times Select the use GMT times from the drop-down list.
Use reverse DNS Select the use reverse DNS from the drop-down list.
Perform identity lookups Select the perform identity lookups from the drop-down list.
Allow Foreign Address Select allow foreign address from the drop-down list.

Table 35: FTP Settings

4. Click the Apply button to update FTP settings.
OR
Click the Cancel button to clear FTP settings.
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Managing Accounts

Openfiler imports user and group information from central directory servers such as
Light-weight Directory Access Protocol (LDAP), Network Information System (NIS) and
Windows Domain Controllers. Authentication of users is also done from central directory
or authentication servers. One or more user directories can be combined with one or
more authentication mechanisms. It is the responsibility of the administrator to ensure
that there are no clashes between UID and GID entries among different directories, if
more than one information and authentication mechanism is to be used.
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9.1 Authentication

9.1.1 Viewing/Modifying User Information Configuration — Standard View

This section provides details about how to view/modify user information configuration
in standard view. Standard view is sufficient for most authentication configuration
requirements.

v To view/modify user information configuration — standard view:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in the
following figure.
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configuration requirements. Select Expert View only if

Standard View is sufficient for most authentication
Q you know exactly what you are doing.

User Information Configuration

Use LDAP

Local LDAP server: Use Local LOAP Server
LDAP Security: [ use TLS
Root bind DN:  [cn=manager,dc=my-di
\

SMB LDAP Configuration: Legin SMB server to root DN

Root bind password:

User password policy: Allow user to change password

Use Windows domain contreller and authentication

O Active Directory
@® NT4-style Domain (RPC)

Dorwain / Workgeoup: | [TESTADS ]
Domain controllers: W

Join domain: ] Join Openfiler to domain
Administrator username: /—\W
Administrator password: |:|

Security modek:

When you make changes and submit, the changes will
=, be applied, but please give the Openfiler service about 1
minute to restart for the changes to take effect. You
b may then verify these changes in the list of groups
section.

Figure 101: User Information Configuration-Standard View
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9.1.11 LDAP Authentication
This section of the User Information Configuration explains how to view or modify
LDAP settings.

Use LDAP
Local LDAP server: Use Local LDAR Server

LDAP Security: [ Use TLS

Server: |127.0.0.1

Base DN: |dc=my-damaimdc=car!

Root bind DN:  |cn=manager,de=my-dj

Root bind password: |-nnn |

SMEB LDAFP Configuration: Login SMB server to root DN

User password policy: Allow user to change password

Figure 102: User Information Configuration (LDAP)-Standard View

Field Description
LDAP
Use LDAP Select the Use LDAP check box.
Local LDAP server Select the Local LDAP server check box.
LDAP Security Select the LDAP Security check box.
Server Enter the LDAP server.
Base DN Enter the base DN.
Root bind DN Enter the root bind DN.
Root bind password Enter the root bind password.
SMB LDAP Configuration Select the SMB LDAP Configuration check box.
User password policy Select the User password policy check box.

Table 36: User Information Configuration (LDAP)-Standard View
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9.1.1.2 Windows Domain Controller and Authentication

This section explains how to configure windows domain controller and authentication.

Use Windows domain controller and authentication

O Active Directory

Security model:
(¥ NT4-style Domain (RPC)

Domain / Workgroup: !TEST.D.DS !

Domain controllers: |ADS.TESTADS.LOCAL |

Join domain:  [] Jain Openfiler to domain

Administrator username: | Administrator |

Administrator password: | |

Figure 103: User Information Configuration (Windows Domain controller and Authentication)-
Standard View

Field Description

Windows Domain Controller and Authentication

Use Windows domain Select the Use Windows domain controller and
controller and authentication authentication check box.

Security model Select the appropriate security model.

Domain / Workgroup Enter the name of the domain / workgroup.
Domain controllers Enter the domain controllers.

Join domain Select the Join domain check box.
Administrator username Enter the username of the administrator.
Administrator password Enter the password of the administrator.

Table 37: User Information Configuration (Windows Domain controller and Authentication)-
Standard View

3. View/modify the appropriate details and click the Submit button.
OR
Click the Reset button, to reset the fields.
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Note:

Standard View is sufficient for most authentication configuration requirements. Only advanced
users should select Expert View.

After making the required modifications and clicking the Submit button, Openfiler takes about
one minute to restart and reflect the changes. The changes can be verified in the list of groups
section.

9.1.2 Viewing/Modifying User Information Configuration — Expert View

This section provides details about how to view/modify user information configuration
in expert view. Only advanced users should select this option.

v To view/modify user information configuration — expert view:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. Click Expert View tab. Openfiler displays the Authentication page, as shown in the
following figure.
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Stanciora view

Standard View iz sufficient for most authentication
Q TR A S R e e
You know exactly what you are doing.

User Information Configuration

Local LDAP server:

LDAP Security:

Server:

Base DMN:

Authenticated bind DN:

i bind :

Root bind DN:
Root bind password:
SMB LDAP Configuration:

User password policy:

Use Local LDAP Server

O use TLs
127.0.0.1
manager,d

Legin SMBE server te roct DN

Allow user to changs password

and

domain

Security model:

Demain / Workgroup:

Domain controllers:

UID range:

GID range:

Join domain;

Administrator username:

Administrator password:

The following configuration options
synchronize group 1D and user 1D i
instances.

UID/GID Synchronization

LDAP Security:

LDAP ID map server:

LDAP ID map base DN:

LDAP ID map root bind DN:

LDAP ID map root bind

& Active Directory
& NTa-style Domain (RPC)

TESTADS
ADS.TESTADS.LOCAL
16777216-33554431

16777216-33554431

[ 30in Openfiler to domain

Administrator

are required only if you wish to
nformation across multiple Openfiler

1 Synchronize UID/GID information
to LDAP

O use s

127.0.0.1

d

my-demain,d.

LDAP ID map suffix:

Authentication Configuration

Use LDAP Authentication

O use Tis

Server: [127

Base DN:  [de=my-domain, de=cor|

[ use kerberos 5

Realm: [TESTADS.LOCAL
kDC:  [192.168.254.12,192.16
Admin Server:

O use n18

o E—
Server [

en you make changes and submit, the changes will
be applied, but please give the Openfiler service about 1

@ minute to restart for the changes to take effect. You
may then verify these changes in the list of groups
section.
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Figure 104: User Information Configuration-Expert View

9.1.2.1

Viewing/Modifying LDAPAuthentication in Expert view

openfiler

This section of the User Information Configuration explains how to view or modify
LDAP settings in Expert view.

Use LDAP

Local LDAP server:
LDAP Security:

Server:

Base DM:
Authenticated bind DN:
Authenticated bind password:
Root bind DN:

Root hind password:
SMB LDAP Configuration:

User password policy:

Use Local LDAP Server

] useTLS

[127.0.0.1 |

I_dc=m5r-dumain,dc=cur|

Login SMB server to root DN

Allow user to change password

Figure 105: User Information Configuration (LDAP)-Expert View

Field

User Information Configuration

LDAP
Use LDAP

Local LDAP server

LDAP Security

Server

Description

Select the Use LDAP check box if user and group information

should be imported from the LDAP server.

Select the Local LDAP server check box.

Select the TLS check box if Transport Layer Security is to be

used for the communications with the LDAP Server.

Enter the LDAP server name as an IP address or a fully
qualified system hostname.

Openfiler Administration Guide

187



188 Chapter 9 - Managing Accounts
Field
Base DN
Authenticated bind DN

Authenticated bind password

Root bind DN

Root bind password

SMB LDAP Configuration

User password policy

openfiler

Description
Enter the LDAP search base DN.

Enter the authenticated bind DN as a distinguished name in
LDAP format.

Enter the authenticated bind password.

Bind DN and Bin Password are used when performing LDAP
operations.

Enter the administrator bind DN as a distinguished name in
LDAP format. This will use when performing LDAP
operations.

This is applicable when using LDAP for SMB/CISF client
authentication.

Enter the corresponding password for the administrator bind
DN.

This is applicable when using LDAP for SMB/CISF client

authentication.

Select the Login SMB server to root DN check box at least
once when applying new directory changes so that the
SMB/CISF server can log into LDAP directory server using the
Root Bind DN.

This is applicable when using LDAP for SMB/CISF client
authentication.

Select the User password policy check box.

Table 38: User Information Configuration (LDAP)-Expert View
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9.1.2.2 Viewing/Modifying Windows Domain Controller and
Authentication

This section of the User Information Configuration explains how to view or modify
LDAP settings in Expert view.
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Use Windows domain controller and authentication

Security model:

Domain f Workgroup:

Domain controllers:

UID range:

GID range:

Join domain:

Administrator username:

Administrator password:

O Active Directary
& NT4-style Damain (RPC)

|16777216-33554431 |

16777216-39554431 |

[ 1ain Qpenfiler to domain

E.ﬁ.dministratnr |

The following configuration options are reguired only if you wish to
synchronize group ID and user ID information across multiple Cpenfiler

instances.

UID/GID Synchronization

LDAP Security:

LDAP ID map server:

LDAP ID map base DN:

LDAP ID map root bind DN:

LDAP ID map root bind
password:

LDAP ID map suffix:

O Synchronize UIDAGID information
to LDAP

E] use Tis

1127.0,0.1

!dc=m}.r-dn_|jnain,dc=cnrg

|c:u=IcIma|3 |

openfiler

Figure 106: User Information Configuration (Windows Domain Control and Authentication)-
Expert View
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Field Description

User Information Configuration
Windows Domain Controller and Authentication

Use Windows domain Select the Use Windows domain controller and

controller and authentication authentication check box if users and groups in a Windows
domain are to be allowed access to the storage resource on
the Openfiler appliance.

Security model Select the appropriate security model from the options.

Openfiler supports both standard NT4 domain controllers
as well as native and mixed mode Active Directory
authentication.

Domain / Workgroup Enter the domain / work group. This field must be entered
with the domain name only when using mixed-mode or
NT4-style Domain. Otherwise leave this field empty.

Domain controllers Enter the IP address or fully qualified hostname of the
domain controllers (PDC or AD)from which user
information should be imported.

UID range Enter the UID range. Set the range of user ID mappings
from Windows to Unix. If more than one user information
protocol is selected in addition to using the Windows
Domain controller and authentication, then care must be
taken to ensure that the range will not clash with UIDs and
GIDs in one of the other user authentication method.

GID range Enter the GID range. The group list is imported from the
network domain controller(s) and mapped to the local
group IDs.

Join domain Select the join domain check box to register the Openfiler

appliance with the domain controller.

Administrator username Enter the administrator username of the domain controller
for the domain which the Openfiler is to join.

Administrator password Enter the administrator password of the domain controller
for the domain which the Openfiler is to join.

Synchronize Group ID and User ID information

UID/GID Synchronization Select the UID/GID Synchronization check box.
LDAP Security Select the LDAP security check box.

LDAP ID map server Enter the LDAP ID map server name.

LDAP ID map base DN Enter the LDAP ID map base DN.

LDAP ID map root bind DN Enter the LDAP ID map root bind DN.
LDAP ID map root bind Enter the LDAP ID map root bind password.
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Field
password
LDAP ID map suffix

openfiler

Description

Enter the LDAP ID map suffix.

Table 39: User Information Configuration (Windows Domain Control and Authentication)-

Expert View

9.1.2.3

Viewing/Modifying Authentication Configuration

This section of the User Information Configuration explains how to view or modify

authentication configuration in Expert view.

[ useTLs
Server:

Base DN:

[ use kerberos 5

[ use N1S
Domain:

Server:

Authentication Configuration

Use LDAP Authentication

Realm:

Admin Server:

Figure 107 User Information Configuration (Authentication Configuration)-Expert View

Field

Authentication Configuration

Use LDAP Authentication

Use TLS

Description

Select the Use LDAP Authentication check box. This should
be selected if LDAP is to be the authentication mechanism.

Select the Use TLS check box. This check box disables or
enables the use of Transparent Layer Security when
communicating with the LDAP server.
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Field Description

Server Enter the IP address or fully qualified hostname of the LDAP
server.

Base DN Enter the base DN. It specifies the retrieval of user
information by its Distinguished Name.

Use Kerberos 5 Select the Use Kerberos 5 check box if Kerberos is to be used
as the authentication method.

Realm Enter the realm for the Kerberos server.
The realm is analogous to do a domain in NIS and is the
network that uses Kerberos for authentication. A realm can
consist of more than one server.

KDC Enter the Key Distribution Center.
The KDC is the server responsible for issuing Kerberos
tickets.

Admin Server Enter the list of Kerberos administration servers separating
by comma.

Use NIS Select the Use NIS check box.

Domain Enter the domain name.

Server Enter the server name.

Table 40: User Information Configuration (Authentication Configuration)-Expert View
4. View/modify the appropriate details in each section and click the Submit button.

OR
Click the Reset button, to reset the fields.

Note:

Standard View is sufficient for most authentication configuration requirements. Only advanced
users should select Expert View.

After making the required modifications and clicking the Submit button, Openfiler takes about
one minute to restart and reflect the changes. The changes can be verified in the list of groups
section
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9.2 Administration

The Administration tab allows you to manage groups and users.

9.2.1 Group Administration

Administrator can add a new group, edit a group, add a new user to a group and delete a
user from a group.

9.2.1.1 Viewing Groups

This section provides details about how to view the list of groups.

v To view groups:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. On the menu, click the Administration link. Openfiler displays the Administration
page, as shown in the following figure.
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openfiler s o average: 0.08, 0.03, 0,01

I [ e e e e Ty

Accounts section

@ Authentication
= - & user List
Group Administration

& Group List
A Admin Password

Add new group

Support resources

& Report bug

Override automatic 610 [] 2 Get support
L4 Forums
Add Group @ Admin Guide

Group Control

@ ® goodle (gid: 16777218)
blaze (uid: 511) =
userd (uid: 506)
anders (uid: 514)
7 W ® mydd (gid: 16777251)
@ anders (uid: 514)

7 W W myddz (gid: 16777252)

i

@7 Edit ttem B Delete lten @) Add User to Group

© 2001 - 2008 Qpenfiler. All rights reserved.
Home - Documentation - Support - Website - License - Log Qut

Figure 108: Administration

9.2.1.2 Adding a new Group

This section provides details about how to add a new group.

v To add a new group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. On the menu, click the Administration link. Openfiler displays the Administration

page, as shown in Figure 108. The Add New Group section is as shown in the
following figure.
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Add new group

Group Name: |

Dverride automatic GID [ ]

Add Group ] [ Re=zet ]
Figure 109: Administration
Field Description
Group Name Enter the group name.
Override automatic GID Select the Override automatic GID check box.

Table 41: Adding a New Group

4. Enter/select the appropriate data in the respective fields and click the Add Group
button.
OR

Click the Reset button to reset the group name.

9.2.1.3 Managing Groups

This section provides details about how to manage groups. This option allows you to edit
or delete a group and to add new users to a group.

v To manage group:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. On the menu, click the Administration link. Openfiler displays the Administration

page, as shown in Figure 108. The Group Control section is as shown in the
following figure.
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Group Control

E%% goodle {gid: 16777218)
B blaze (uid: 511)
% userd (uid: S06)
EE anders {uid: 514}
P ® mydd (gid: 16777251)
% anders {uid: 514}

¥ B W myddz (gid: 16777252)

[

@7 Edit Ttem &) Delete Itern B Add User to Group

Figure 110: Group Control

4. Click the & icon corresponding to a group to edit the group.

5. Click the ¥ icon corresponding to a group/user to delete the group or a user from
the group, respectively.

6. Click the ® icon corresponding to a group to add a new user to the group.

9.2.2 User Administration

9.2.2.1 Viewing User Administration

This section provides details about how to view user administration information.

v To view user administration:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. On the menu, click the Administration link. Openfiler displays the Administration
page, as shown in Figure 108.
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4. Click the User Administration tab. Openfiler displays the User Administration
page, as shown in the following figure.

Group Administration User Administration

User Administration

Add new user

Username:
Password: |

Retype password: | |
Primary Group: | lG???ElE:Eoo:ﬁe ;]

Override autematic 1D []

User Control

b3

userl {uid; 500)
user2 (uid: 501)
user3 {uid: 502)
user4 (uid: 503)

users (uid: 504)

Change User Password  Delete User

Figure 111: User Administration

9.2.2.2 Adding a new User

This section provides details about how to add a new user.

v To add a new user:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. On the menu, click the Administration link. Openfiler displays the Administration
page, as shown in Figure 108.

4. Click the User Administration tab. Openfiler displays the User Administration
page, as shown in Figure 111. The Add New User section is as shown in the
following figure.
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User Administration

Add new user

Username: | |

Password: | |

Retype password: | |

Primary Group: |16??.’-"218: goodle |

Override automatic UID [

add User ] [ Reset ]
Figure 112: Add New User
Field Description
Username Enter the name of the user.
Password Enter the password.
Retype password Re-enter the password.
Primary Group Select the primary group from the drop-down list.
Override automatic UID Select the Override automatic UID check box.

Table 42: Adding a New User
5. Enter/select the appropriate data in the respective fields and click the Add User
button.

OR
Click the Reset button to reset the fields.

9.2.2.3 Managing Users

This section provides details about how to manage user details.

v To manage user:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.
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2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure

101.

3. On the menu, click the Administration link. Openfiler displays the Administration

page, as shown in Figure 108.

4. Click the User Administration tab. Openfiler displays the User Administration

page, as shown in Figure 111. The User Control section is as shown in the following

figure.

User Control

userl (uid:
user? (uid:
userd (uid:
uzerd (uid:

users (uid:

500)
501)
502)
503)

504)

Change User Fassward

Celete User

(£

Figure 113: User Control
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9.3 Viewing the User List

openfiler

This section provides details about how to view the list of available users.

v To view the user list:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure

101.

3. On the menu, click the User List link. Openfiler displays the List of users page, as

shown in the following figure.

# Previous page
D

507

a0l

50z

03

504

S03

506

S08

a09

List of users

The following is a list of users available to the system.

User Mame

test

userl

userz

usersi

userd

users

usert

usery

kevin

rnitnick

Primary Group

Page 1 of 2
User Type

Local test
LC AP groupl
LD AP groupz
LOC AP groups3
LDAP groupd
LOAP groups
LOAP (RS
LD AP groupl
LCAP groupl
LD AP groupl

Group Type

Local

LDAP

LOAR

LOaP

LOAaR

LOaR

A

LOAaR

LD&P

LOAR

Next page *

Figure 114: List of Users
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Field
UID

Username

User Type

Primary Group

Group Type

Table 43: List of Users

openfiler

Description

This field displays the user ID. Click the UID link to sort data
in the ascending order of user ID.

This field displays the user name. Click the User Name link
to sort data in the ascending order of user name.

This field displays the user type. Click the User Type link to
sort data in the ascending order of user type.

This field displays the primary group. Click the Primary
Group link to sort data in the ascending order of primary

group.

This field displays the group type. Click the Group Type link
to sort data in the ascending order of user ID.

4. Click the Previous page or Next page links to navigate to the previous or next page,

respectively.
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9.4 Viewing the Group List

This section provides details about how to view the list of available groups.

v To view the group list:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. On the menu, click the Group List link. Openfiler displays the List of groups page,
as shown in the following figure.

List of groups

The following is a list of groups available to the systern.

% Previous page Page 1 of 2 Next page »
GID Group MName Group Type
507 test Local

16777216  BUILTIN“administrators Unknown

16777217  BUILTIM\users Unknown
500 groupl LD &R
501 qroup? LOAR
S0z groupd LEAF
a03 groupd LD AR
504 groups LOIAP
16777218 goodle LDAP
16777251  mydd LOAR

Figure 115: List of Groups
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Field
GID

Group Name

Group Type

Table 44: Group List

Description

This field displays the group ID. Click the GID link to sort
data in the ascending order of group ID.

This field displays the group name. Click the Group Name
link to sort data in the ascending order of group name.

This field displays the group type. Click the Group Type link
to sort data in the ascending order of group type.

4. Click the Previous page or Next page links to navigate to the previous or next page,

respectively.

5. Click the Group Name link. Openfiler displays the Members of the group page, as
shown in the following figure.

uID User Mame
201 users

514 anders

515 rnydd

Members of the group group?

User Type Primary Group
LDAP groupz
LDAP groupl
LOAP groupz

Close Wwindow

Figure 116: Members of the Group

6. Click the Close Window link to close the window.
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Managing Accounts - 9

9.5 Changing Admin Password

This option allows you to change the administrator password. In order to do this, the
current administrator password is required for security reasons.

v To change admin password:

1. Log on to Openfiler. The Home page, as shown in Figure 2, is displayed.

2. Click Accounts tab. Openfiler displays the Authentication page, as shown in Figure
101.

3. On the menu, click the Admin Password link. Openfiler displays the Change
Administrator Password page, as shown in the following figure.

Change Administrator Password

Current Password: i i

Mew Password: | |

Confirm Mew Password: | |

[ Subrnit ] [Clear]

Figure 117: Change Administrator Password

Field Description
Current Password Enter the current password.
New Password Enter the new password.
Confirm New Password Re-enter the new password in confirmation.

Table 45: changing Administrator Password

4. Enter the appropriate details in the respective fields and click the Submit button.
OR
Click the Clear button to clear the fields.
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10

Advanced Configuration

10.1

Advanced Configuration

Fibre Channel Target Setup

This section outlines the steps required to configure Openfiler as a Fibre Channel (FC)
target using local storage on the Openfiler SAN appliance. Please note that Openfiler
only supports target-mode with Qlogic chipsets.

Local storage on an Openfiler SAN appliance can be configured to be exported to Fibre
Channel initiators in an FC SAN fabric. This can be achieved by installing an FC HBA —
currently Qlogic 2xxx-series chipsets only — in the Openfiler SAN appliance and running
through a few configuration steps.

This section provides the information for systems administrators to achieve this
functionality. Please note that at this time, FC target configuration - unlike iSCSI target
configuration or file-level (CIFS, NFS.. ) share configuration — has to be done almost
entirely at the command line.

As there is a potential for causing data loss if the wrong commands are applied to
existing storage components or volumes on an Openfiler SAN appliance, administrators
attempting to perform this configuration should be forewarned of the risks. It is therefore
assumed that the administrator is comfortable with working at the Linux/Unix command
line.

At this time, if an Openfiler SAN appliance is acting as an FC target , it cannot
simultaneously be an FC initiator.
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10.1.1 Components

The following physical components are required for FC target export from Openfiler
SAN to an FC initiator:

1) The Openfiler SAN appliance with integrated storage for export

2) Qlogic 23xx, 24xx and 25xx based FC HBA integrated in the Openfiler SAN
appliance

3) (Optional for FC-SW topology) Fibre Channel switch
4) The FC initiator system with any industry standard FC HBA integrated

5) Copper or Fiber interconnect cable between Openfiler FC HBA and Initiator FC
HBA in FC-P2P or FC-SW topology (FC-AL topology is not recommended but
should also work)

10.1.2 Assumptions

The configuration steps described in this document show using examples of the various
subsystems involved in exporting storage via FC. All items and subsystems referenced
here should be substituted with the corresponding items in your environment. To that
end, the following assumptions are made:

10.1.2.1 On Initiator

*  WWN of FC HBA: 21:00:00:€0:8b:92:85:1a (210000e08b92851a)

*  FCSCSI bus rescan script or tool (e.g. on linux rescan-scsi-bus.sh)

Openfiler Administration Guide 207



208 Advanced Configuration

10.1.2.2 On Target
e WWN of FC HBA: 21:00:00:e0:8b:92:85:1b

*  RAID array designated as second SCSI disk (/dev/sdb)
*  The Openfiler OS image is on a separate disk (e.g /dev/sda)

e The first partition on /dev/sdb, to be designated /dev/sdbl, will be used for
volume group

* Logical Volume Group to be designated datavg
*  FCstorage export Logical Volume to be designated datalv

»  FC storage export ACL groupname to be designated Default

It as also assumed that a connection has been established between the initiator (client
wishing to consume FC storage from Openfiler SAN) and target (Openfiler SAN
appliance) either directly via FC-PTP or indirectly via FC-SW. Use whatever tools are
available on the initiator and/or switch to confirm this before proceeding.

10.1.3 Configuration Qutline

Assuming a fresh installation of the Openfiler Fibre Channel Target Plugin, the following
are the steps to use to successfully configure Fibre Channel storage.

1. Create a logical volume (LV) to expose on a Fibre Channel target
2. Create a virtual disk (vDisk) to map as an FC LUN

3. Add an FC target host LUN Mask Group

4. Map a vDisk to a FC target LUN Mask Group

5. Add initiators to a FC target LUN Mask Group
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10.1.4 Configuration

10.1.4.1

Create A Logical Volume

To create a logical volume to be assigned as a vVLUN for Fibre Channel:

1.

2.

Browse to the Volumes tab

Select the desired volume group in the Select Volume Group select box

Click the Change button

Click the Add Volume link on the right hand side

In the Add Volume page:

1. Scroll down to the Create a volume in <volume_group_name> section

2. Enter a desired volume name in the Volume Name field

3. Enter a suitable description for the volume in the Volume Description field
4. Enter the desired capacity of the volume in the Required Space (MB) field
5. Select block (Fibre Channel,FC,etc) in the Filesystem / Volume type field
6. Click the Create button

Select Volume Group

Q; Please select a volume group to display.

[ data ]| | Change |

Illustration 1: Select a volume group (VG)
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= Manage Volumes
% Volume Groups
¢4 Block Devices

[ = Add Volume

3 iSCSI Targets

Illustration 2: Add a logical volume (LV)

10.1.1.1 vDisk Creation

Once a Logical Volume has been created to be assigned as a Fibre Channel LUN:
1. Browse to the Volumes — FC Target page.
2. Click the HBAs link on the left hand side
3. Select the vdisk_blockio HBA
4. Click the Add VDisk button

1. Enter a unique Device Alias. This can be any string up to 10 characters with
no spaces

2. Select vdisk_blockio in the HBA select box
3. Select the desired logical volume (LV) in the Block Device select box

4. Click the Submit button

Aot VTN = Daplrte wThik

= HEAS I | L
(D kel s
i

=i 170

Illustration 3: Select vDisk type
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Add Virtual Disk

Virtual Disk Name

‘ | ctrxlun0 | ‘

Illustration 4: Add a vDisk
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10.1.1.2 FCLUN Mask Group

Every FC target must have a host mask group to share LUN access to initiators based on
the initiator WWPN. Target LUNs are mapped to specific host mask groups which
contain initiators. Before mapping LUNSs to initiators, create a LUN Mask Group:

1.

2.

Browse to the Volumes — FC Target page

Click the desired target on the left hand side

Click the Add LUN Mask Group button on the right hand side

Enter an identifier for the LUN mask group in the New Mask Group Name field

Click the Submit button

~ Targets J (2) Target |& LUN Mask Groups " g LUNs || £# | Sessions |

4+ Enable Target == Disable Target “ Add LUN Mask Group

. il
| © 21:01:00:e0:8b:29:27:86 | WWPN |Enabled. [LUNs
| /| 21:01:00:00:8b:25:27:86 No

Illustration 5: Add a new LUN Mask Group
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Add LUN Mask Group

@ Target: 21:01:00:e0:8b:29:27:86

Mew Mask Group Name

hosts_hjnuzs0x

Illustration 6: New LUN Mask Group Properties
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10.1.1.3 FCMask Group LUN Mapping

Once a LUN mask group has been created, vDisk devices can be mapped to the mask
group which are then accessible by any initiators in the mask group for the specific
target:

To map a vDisk to an FC Target LUN Mask Group:
1. Browse to the Volumes — Fibre Channel page
2. Select the desired target on the left hand side
3. Select the LUNSs tab on the right hand side
4. Click the Map LUN button
5. Select the desired mask group in the Select Mask Group select box

6. Assign a LUN ID in the New Mask Group LUN Properties field (LUN ID must
be unique)

7. Select the desired vDisk in the Select An Available Device table

8. Click the Submit button

S | () Target " {5y LUN Maskau;IS | i LUNs [E

= Map LUN == Unmap LUN

Q 21:00:00:e0:8b:09:27:86

|Lun maskGroup  [Lunip | Read On

Illustration 7: Create a Mask Group LUN Map
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‘ 05! 1Y

Map LUN To Mask Group
@ Target: 21:00:00:e0:8b:09:27.86
Select Mask Group
v |

i

//lust'r-a-t75;1u§7IZUN W/I'c.f;‘;"/\/lask Group selection

New Mask Group LUN Properties

LUN ID
0 =

Illustration 9: Mask Group LUN Map LUN ID

Select An Available Device

vdisk_fileio
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10.1.1.4 FCMask Group Host LUN Masking

To allow an Fibre Channel initiator to access a target and its LUNs:

1.

2.

Browse to the Volumes — Fibre Channel page

Select the desired Fibre Channel target on the left hand side
Select the LUN Mask Groups tab on the right hand side

Click the Map Initiator button

Select the desired mask group in the Mask Group select box
Enter an initiator WWPN in the New Initiator WWN form field

Click the Submit button

* Targets ‘

| & Map Initiater == Unmap Initiator

Mask Group hame
hosts_salY&Dtj

Illustration 10: Mask Group Initiator LUN Map

| [ hosts_salY&Dtj A J

PP

LUN ID Mask Group LUN Device =

New Initiator WWN

[llustration 11: Create initiator (host) LUN Mask
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10.2 Advanced iSCSI Target Configuration OQutline

Assuming a fresh installation of the Openfiler Advanced iSCSI Target Plugin, the
following are the steps to use to successfully configure iSCSI storage.

1.

2.

Create a logical volume (LV) for iSCSI

Assign an LV as a iSCSI virtual LUN (vLUN)

Create an iSCSI target

Map an iSCSI vLUN to an iSCSI target

Add initiators to an iSCSI target to perform LUN masking

Assign a target portal interface to an iSCSI target

Mask vLUNSs to initiators

10.2.1 Create A Logical Volume

To create a logical volume to be assigned as a vVLUN for iSCSI:

1.

2.

Browse to the Volumes tab

Select the desired volume group in the Select Volume Group select box

Click the Change button

Click the Add Volume link on the right hand side

In the Add Volume page:

1. Scroll down to the Create a volume in <volume_group_name> section

2. Enter a desired volume name in the Volume Name field (no spaces or
dashes)

3. Enter a suitable description for the volume in the Volume Description field

4. Enter the desired capacity of the volume in the Required Space (MB) field

5. Select block (iSCSLFC,etc) in the Filesystem / Volume type field

6. Click the Create button
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Select Volume Group

@ Please select a volume group to display.

. data'éjl | Change |

Illustration 12: Select a volume group (VG)

Create a volume in "data"

Eno spaces*. Valid characters [a-z,A-Z,0-9]): | san2 |

Volume Description: | san2 volume |

|155?ﬁﬂ |
- J

Filesystem / Volume type: ( block (iSCSI,FC,etc) #3

Required Space (MB):

| Create |

Illustration 14: Add Block Logical Volume
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10.2.2 iSCSI vLUN Assignment

Once a Logical Volume has been created to be assigned as an iSCSI vLUN:

1.

2.

Browse to the Volumes — Advanced iSCSI page.

Click the HBAs link on the left hand side

Click the block link

Click the Map HBA Volume button

1.

Enter a unique Device Alias. This can be any string up to 10 characters with
no spaces

Select block in the HBA select box
Click the Map HBA Volume button

Select the desired Logical Volume in the Devices list by clicking on its row

Click the Submit button
 HBAs , !
Devi
Saine
=a fileio

Illustration 15: Click HBAs link and select block HBA

Tl LISLUNELY LTIAE

== =

(o]

| kg Map HBA Volume kg Unmap HBA Volume

Device Alias
I f
Illustration 16: Map HBA Volume button
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10.2.3

Map HBA Volume

Device Alias

taiscsi
[ fdev/data/ mynewlun
| Jdev.rdatajfc{l

mynewlun data

Illustration 17: vLUN HBA Map Form

iSCSI Target Creation

To create a new iSCSI target:

1.

2.

Browse to the Volumes — Advanced iSCSI page
Click the Add Target button on the left hand side
Enter a new target name or leave the default as is

Click the Submit button

¥ Targets

r
Illustration 18: Add an iSCSI target
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10.2.4

iSCSI vLUN Mapping

To map a vLUN to an iSCSI target:

1.

2.

Browse to the Volumes — Advanced iSCSI page
Select the desired target on the left hand side
Select the Target LUNs tab on the right hand side

Click the Map Target LUN button

Select the desired vLUN in the Available Devices table

[llustration 19:iSCSI Target vLUN mapping

Map Target LUN

@ Target: ign.2006-01.com.openfiler:tsn.a3xwujnj
£

Device. [ path

,;bckslores,‘ block/sanl
IT P

Illustration 20: Map Target vLUN form

Openfiler Administration Guide

@3 Add Targer 0 Discovery CHAP

|
- Targets || 22 Targer | 668 Targer LUNs| I

ki Map Target LUN | £l Unmap

|t runio A Device

@ iqn.2006-01.com.openfiler:tsn.a3xwujnj
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10.2.5 iSCSI Initiator ACL

To add an initiator that will access the iSCSI target:
1. Browse to the Volumes — Advanced iSCSI page
2. Select the desired iSCSI Target on the left hand side
3. Select the Target tab on the right hand side
4. Click the Add Initiator button
5. Use the default or enter the desired IQN in the Initiator field

6. Click the Submit button

Illustration 21: Add Initiator ACL button

Add Initiator

@ Target: ign.2006-01.com.openfiler:tsn.a3xwujnj
[

nitiator

‘ | ign.2006-01.com.openfilertsn.oceb7alg |

|. ﬂ Submit | | . Cancel ‘

Ilustration 22: Add Initiator ACL form
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10.2.6 iSCSI LUN Masking

To allow an iSCSI initiator to access a target and its vVLUNSs:
1. Browse to the Volumes — Advanced iSCSI page
2. Select the desired iSCSI target on the left hand side
3. Select the Initiators tab on the right hand side
4. Click the Add LUN Mask button
5. Select the Initiator IQN to mask a vLUN to in the Initiator select box

6. Select the desired vVLUN or vLUNs to mask by highlighting the vLUN(s) in the
Available LUNSs table

7. Click the Submit button

Target LUNs " L) Pamli

§b Add LUN Mask |L Lg Remove LUN Mask | “& Delete Initiator

| Mapped LUNs

penfileritsn.océb7alg
Illustration 23: Initiators tab and Add LUN Mask button
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Add Initiator LUN Mask

@ Target: ign.2006-01.com.openfiler:tsn.a3xwujnj

Initiator

Available LUNs

0  [backstores/blockfsand

Hlustration 24: Add LUN Mask Form
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10.2.7 Add an iSCSI Portal

To add an iSCSI portal so that initiators may access targets and vLUNs:
1. Browse to the Volumes — Advanced iSCSI page
2. Select the desired iSCSI target on the left hand side
3. Select the Portals tab on the right hand side
4. Click the Add Portal button
5. Select desired IP address in the Portal Details — IP Address select box

6. Set the port number in the Portal Details — Port field (3260 is default iSCSI port
number)

7. Click the Submit button

: -‘*:--" s
Illustration 25: Portals tab and Add Portal button

Add Target Portal

@ Target: ign.2006-01.com.openfiler:tsn.a3xwujnj

Portal Details

IP Address: | 192.168.254.... ¥

Port: | 3260 |

Lgﬁutimit ]L':._.C.ang?._'. ]

Illustration 26: Add Target Portal form
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10.2.8

Extended Configuration

Due to the nature of the access control mechanism in the Advanced iSCSI Target Plugin,
it is not possible for unauthorised initiators to access target LUNs. However, it is indeed
possible to configure CHAP for both initiators and targets such that only authenticated
connections may be created between initiators and targets. The CHAP authentication
capability provides for bi-directional authentication such that it is impossible for a target
to spoof an initiator into connecting to it to use its exported LUNs.

Discovery CHAP ensures that only authenticated systems may view the list targets
configured on a target portal IP. Connection CHAP forces only authenticated initiators to
be able to connect to discovered targets and access LUNs exported over that target portal.
Bear in mind that there are specific constraints that must be adhered to when configuring
CHAP. Misconfiguration can lead to hours of unnecessary debugging.

Note that the iSCSI specification requires passwords to be between 12 and 16
characters in length. Some iSCSI implementations do not enforce this requirement,

however the Microsoft family of OS products, including Hyper-V, do. You should
ensure that your passwords meet this constraint.

10.2.8.1 Discovery CHAP

When discovery CHAP is enabled, only authenticated initiators can view the list of target
portals groups available on the SAN. You may also configure bi-directional discovery
CHAP so that the target has to authenticate itself to the initiator.

Note that bidirectional (mutual) CHAP for target discovery has a global authentication
mechanism in that all initiators must use the same credentials to authenticate a target.
This is different to how connection CHAP is managed whereby each initiator has its own
credentials when a target needs to authenticate to an initiator to prove its authenticity
and create a connection.

Openfiler Administration Guide 226



227

10.2.8.2 Authenticate An Initiator

To authenticate an initiator to a target portal group for discovery:
1. Browse to the Volumes — Advanced iSCSI page
2. Click the Discover CHAP button on the right hand side
3. Tick the Check to Enable Discovery CHAP checkbox
4. Enter the desired username in the Username field
5. Enter the desired password in the Password field
6. Re-enter the desired password in the Re-enter Password field

7. Click the Submit button

Discovery CHAP

Target Discovery CHAP Authentication

Uncheck to Disable Discovery CHAP

Usernam initiatorignl

Password: | sssssssssssss

Re-enter Password:

Illustration 27: Authenticate Initiators for Discovery
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10.2.8.3 Authenticate A Target (optional)

Note that for mutual (bi-directional) authentication, you must also select Enable
Discovery CHAP in the Discovery CHAP dialog box and enter valid credentials. The

following assumes that discovery CHAP is already enabled for initiator to target discovery.
You may perform configuration of target and initaitor CHAP authentication simultaneously
in one step.

If you wish to enable bi-direction authentication for target portal group discovery:

1.

2.

Browse to the Volumes — Advanced iSCSI page
Click the Discover CHAP button on the right hand side

Tick the Check to Enable Mutual Discovery CHAP checkbox (Enable Discovery
CHAP needs to be configured already, or should be configured before
proceeding)

Enter the desired username in the Username field
Enter the desired password in the Password field
Re-enter the desired password in the Re-enter Password field

Click the Submit button

Mutual Discovery CHAP Authentication

Uncheck to Disable Mutual Discovery CHAP

Username) | allinitiators

Fasswnrd_‘ LR LR LT

Re-enter Password: -uunnnul

Illustration 28: Authenticate Targets for Discovery
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10.2.8.4 Login CHAP

Login CHAP specifies a mechanism whereby initiators and targets can be authenticated
when a connection is made to specific target portals after the discovery phase. In doing

s0, it is impossible for initiators to connect to a spoofed target portal and vice-versa.

Where Login CHAP differs from Discovery CHAP is that authentication credentials are

unique for each initiator — target nexus. When authenticating an initiator against a
target, enableTarget Login CHAP. When authenticating a target against an initiator,
enable Mutual Login CHAP.

10.2.8.5 Target Login CHAP

To configure Target Login CHAP:

1.

2.

8.

9.

Browse to the Volumes — Advanced iSCSI page

Select the desired target on the right hand side

Select the Initiators tab on the right hand side

Click the Login CHAP button

Select the desired initiator in the Initiator drop-down field
Select the Check to Enable Login CHAP checkbox

Enter the desired username in the Username field

Enter the desired password in the Password field

Re-enter the desired password in the Re-enter Password field

10. Click the Submit button

I (& Target " §iy Target LUNs " % Portal 4 Initiators

@ Login CHAP b Add LUN Mask kg Remove LUN Mask

Initiator IQM Mapped LUNs

=

ign.1998-01l.comymwarevspsrecovery

Illustration 29: Login CHAP button in Initiators Tab

Mt

Openfiler Administration Guide

229



230

Login CHAP

1©]

@ Target: iqn.2006-01.com.openfiler:tsn.ymware
ot

TRitiator

| ian.1998-01.comvmwarevspSrecovery -

Illustration 30: Select Initiator in Login CHAP Dialog

Target Login CHAP Authentication

E Uncheck to Dis in CHAP
Username: | initiatorl

Password:

Re-enter Password:

Illustration 31: Enter Login CHAP Credentials
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10.2.8.6 Mutual Login CHAP

Mutual CHAP login allows initiators to authenticate targets. Mutual CHAP requires that
Target CHAP is also configured.

To configure Mutual CHAP:
1. Browse to the Volumes — Advanced iSCSI page
2. Select the desired target on the right hand side
3. Select the Initiators tab on the right hand side
4. Click the Login CHAP button
5. Select the desired initiator in the Initiator drop-down field

6. Select the Check to Enable Mutual Login CHAP checkbox (Target CHAP Login
must already be configured or should be configured at this stage)

7. Enter the desired username in the Username field
8. Enter the desired password in the Password field
9. Re-enter the desired password in the Re-enter Password field

10. Click the Submit button

Mutual Login CHAP Authentication

ncheck to Disable Mutual Login CHAP

Username: | targetl

Password: | wesssssssssss
Re-enter Password:

Illustration 32: Mutual CHAP Configuration

B
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10.2.8.7 Target Parameters

Each enabled target can be customised with a set of target parameters. Parameter settings
are unique to each target. Initiators parameters must match configured target parameters.

To configure target parameters:

1.

2.

Browse to the Volumes — Advanced iSCSI page
Select the desired target on the right hand side

Select the Target tab on the right hand side

Click the TPG Parameters button

Enter your desired settings in the form dialog window

Click the Submit button

.,.,; Target § g Target LUNs H % Pportals H %3 Initiators |

3. Add Initiator t Disable TG | |a| TPG Attributes

Portal Group Tag_| Target Enabled | CHAP Enabled | LUNs [init
1  Yes Mo 1

Illustration 33: Target TPG Parameters button
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11

11.1

Appendix

RAID Overview

RAID technology allows you to have data written to multiple sets of disks at the same
time, thereby reducing the risk of an individual disk failure destroying data. That is a
rather simplistic definition of what RAID does. In reality, over the years since RAID was
introduced, the technology has gone through multiple protocol revisions, enhancements
and extensions to the point that it can mean different things to different people
depending on application contexts.

RAID technology is divided into several protocols or levels which, alone or combined,
serve to increase data integrity, throughput, availability and capacity. A RAID level
basically specifies how disk sets are arranged and the pattern in which data is written,
read and verified for integrity (for the RAID levels that support data integrity). RAID is
not a function of the disks themselves - rather it is implemented at the disk controller
level (hardware RAID) or in the operating system (software RAID).

Hardware RAID controllers are intelligent disk controllers, usually with a dedicated
microprocessor performing the complex RAID algorithms. Software RAID on the other
hand depends on the host system microprocessor to perform RAID calculations and
would therefore reduce the raw processing power available to run applications. The
benefit of hardware RAID over software RAID is that it does not impinge on the host
system microprocessor - leaving it to perform regular computational tasks instead.
Another advantage conferred by hardware RAID circuitry is the ability to hot-swap or
hot-plug failed disks from a RAID array. What this means is that for the RAID levels that
can survive one or more disk failures, the ability to replace the failing disk(s) while the
system is still running in invaluable for mission critical applications.

The following are the most commonly used RAID levels. Others exist but are not in
widespread use and are mostly dedicated to very specific application scenarios.
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Appendix

11.1.1

RAID Levels

11.1.11 RAID 0

RAID 0, also known as Striping, is not redundant at all and is not RAID in a pedantic
sense. What RAID 0 does is to increase performance significantly by breaking up data
blocks into smaller equally sized chunks which are then distributed across two or more
physical disks. The performance enhancement is brought about by the fact that data is
being written to or read from all disks in the array or RAID set nearly simultaneously as
opposed to sequentially from a single disk. In general, the higher the number of disks in
the RAID 0 array, the better the performance. Another advantage of RAID 0 is that the
total capacity of all disks in the RAID set is available to use for data storage.

The performance and capacity advantages do come at a price however. In fact, following
on from our initial example in the introduction above, a single disk failure in a RAID 0
array will render all data in the array irretrievable - with the only recourse being
restoration from backups. And as there are now more disks being used simultaneously,
the chances of a failure occurring increase.

RAID 0 is excellent for applications that require ultimate I/O performance with a caveat
of the ability to commit less dynamic data to longer term storage at certain intervals.
Applications such as image editing, pre-press and digital rendering can benefit greatly
form RAID 0 I/O performance and capacity characteristics.

11.1.1.2 RAID1

RAID 1 or Mirroring is the opposite of RAID 0. Rather than chunking data bits and
spreading them across two or more physical disks, mirroring writes identical data bits to
two or more physical disks so that in the event of a disk failure, at least one disk in the
RAID set still has a complete copy of the data. RAID 1 confers true redundancy and is
generally achieved and implemented as a mirror of two disks. Mirrors can however be
created with disks numbering multiples of two. The main disadvantages of RAID 1 are
that cost and capacity. Cost doubles and capacity is halved in comparison to a single disk
non-RAID configuration. Performance on writes can also slightly degrade as the data
needs to be written at least twice for the write operation to be considered complete.

RAID 1 is excellent for applications where data integrity is absolutely critical and the
inconvenience of restoring from backups is to be avoided at all cost. Accounting and
financial applications are two typical application scenarios where RAID 1 would be ideal.
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Appendix - 11

11.1.1.3 RAID 0+1

This RAID level, as the name suggests, combines the attributes of RAID 0 and RAID 1 to
gain benefits of both levels; performance and redundancy. RAID 0+1 requires a minimum
of four disks to implement and is a mirrored stripe set. That is to say, a RAID 1 array is
layered over two RAID 0 arrays. While getting the performance benefits of RAID 0, RAID
0+1 increases reliability as well by keeping a mirror of the data striped data. Naturally, as
multiple copies of the data is kept, the cost of the solution is double that of a RAID 0
array. A major disadvantage of this RAID level is that a single drive failure will cause the
array to become a RAID 0 array.

11.1.1.4 RAID 3

RAID 3 uses byte level striping with parity information stored on a dedicated disk. RAID
3 has very high read and write data transfer rates and single disk failures do not impact
throughput significantly. RAID 3 stripes data blocks and stores the striped information in
the exact same location on the individual disks that make up the array - so parallel I/O is
not possible as data requests require seeks on all disks simultaneously to the same
position.

RAID 3 is excellent for media applications such as image editing, digital pre-press and
live streaming. The total capacity of a RAID 3 array is sum(N-1) and requires a minimum
of three disks to implement.

11.1.1.5 RAID 4

RAID 4 algorithm is similar to RAID 3 except that striping is done at the block rather
than byte level. This has the advantage of blocks requests being serviced by a single disk
if the controller supports that functionality. With single disk block request serving,
multiple block requests may be services simultaneously in parallel so long as the
individual blocks reside on separate disks.

The total capacity of a RAID 4 array is sum(N-1) and requires a minimum of three disks
to implement.
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11.1.1.6 RAID 5

RAID 5 or Striping with Parity is implemented with a minimum of three disks. In a
typical three-disk RAID 5 array the data is striped across two disks and parity
information is written to the third. This scheme is extended to any further number of
disks in the array. For every stripe of data that is written to disks on a RAID 5 array, a
special parity bit is calculated and stored in a round-robin fashion. The parity
information is therefore distributed and any disk in the array can fail and data can then
be restored from the remaining set of disks in the array using the parity information. The
total capacity available in a RAID 5 array is sum(N - 1), where N is the number of disks in
the set.

ARAID 5 array cannot handle more than a single disk failure without being corrupted. If
two disks fail within a short time of one another, i.e insufficient time has elapsed for the
parity calculations to rebuild the data blocks of the failed disk before another failure
occurs, then the array and its data will be lost. It is useful therefore to have a dedicated

hot—spare* disk in the array so that a rebuild can start immediately upon a disk failure.
With such a configuration, in the event of a single disk failure the RAID controller will
rebuild the data on the failed disk on the hot-spare disk using the available parity
information on the remaining array members. Once the rebuild has finished, the array
will operate as normal.

In terms of disks, a RAID 5 array is cheaper to implement than a RAID 0+1 array. RAID 5
data reads are also slightly faster than single (standalone) disk reads. The main
disadvantage of RAID 5 compared to RAID 0+1 or RAID 0 is that a disk failure has
medium to significant impact on throughput performance. RAID 5 also consumes a lot of
resources in rebuild operations, meaning implementation in software as opposed to a
dedicated hardware controller would impact the host system processor and applications
more than is desired.

RAID 5 is an excellent option for general file and application servers, database servers
and web/email/news servers. To that end, RAID 5 is the most commonly deployed RAID
level in network server environments.
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11.1.1.7 RAID 6

RAID 6 is an extension of RAID 5 and provides added redundancy by using two parity
sets instead of one. The advantage here is that up to two disks can fail in the array
without compromising data integrity. RAID 6 requires a minimum of four disks as
opposed to three disks for RAID 5. As it requires quite powerful computational
resources, few hardware RAID controllers have this algorithm implemented. However it
is quite common in software RAID implementations that make use of the host system
processing facilities. The total storage capacity for RAID 6 arrays is sum(N - 2) where N
is the number of disks in the set.

Like RAID 5, RAID 6 is great for database servers, file and print applications and web
and email serving. It provides an excellent amount of fault-tolerance with very little
overhead when compared to other resilient RAID levels such as RAID 5 and RAID 10.

11.1.1.8 RAID 10

RAID 10 is a nested RAID level and can be described as striped mirroring. Like RAID
0+1, RAID 10 provides the benefits of both resiliency and performance. Multiple RAID 1
arrays are grouped into a single RAID 0 array and the striping of blocks is mirrored via
the child arrays. A RAID 10 array can lose all but one drive in each of the child RAID 1
arrays without compromising data integrity. However, if all the drives in one child RAID
1 array should be lost, the entire RAID 10 array will be compromised as would be the
case for a single drive loss in a RAID 0 array.

RAID 10 is very popular for high transaction applications such as databases as write
speeds are very good with quite acceptable levels of data security and integrity. The total
capacity of a RAID 10 array is sum(N/2) where N is the number of drives in the array and
count(N) is even.

11.1.1.9 RAID 50

Like RAID 10, RAID 50 is a nested RAID level. It consists of striping (RAID 0) over two or
more RAID 5 arrays. RAID 50 gives an added performance boost over RAID 5 with the
caveat of being twice as expensive (assuming two RAID 5 sets are being combined into a
RAID 50). RAID 50 provides better performance than RAID 5 with limited loss in
capacity. RAID 50 is able to achieve high data transfer rates as a result of the RAID 5
segments and good I/O rates for small requests due to the RAID 0 striping layered over
the RAID 5 segments.

RAID 50 suffers from a similar intolerance as RAID 10 in terms of degradation of a child
RAID 5 set. A failed child RAID 5 set, which can occur if two drives from within the same
RAID 5 set fail, in a RAID 50 array will bring down the entire array resulting in loss of all
data.
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1.2 Troubleshooting

11.2.1 Active Directory Integration

Most problems related to active directory (AD) integration are a result of

misconfiguration. When trying to integrate Openfiler into an AD domain, ensure the

following:

1. Do NOT select Expert View unless there is a specific reason for doing so.

2. The Use Windows domain controller and authentication checkbox is selected and
no other authentication mechanism checkboxes are selected (e.g Use LDAP).

3. The Active Directory security model radio button is selected.

4. System time is synchronized with the AD connection server. This is best achieved
using network time protocol (NTP) configured against a time server on the local
network or using a global NTP server on the Internet if a local NTP server is not
available.

5. Domain ADS realm is accurate and entered in uppercase only.

6. The Domain/Workgroup name is accurate and entered in uppercase only.

7. Domain controllers are entered as canonical hostname in uppercase only.

8. Openfiler appliance NetBIOS name is set explicitly in the Services->SMB Settings
section and is less than 16 characters in length. The NetBIOS name should be
uppercase.

9. DNS has been properly configured in the System->Network Configuration

section.
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11.2.2 ISCSI Target Configuration

When configuring iSCSI targets, ensure that a working connection has been made before

attempting to set CHAP authentication for either target discovery sessions or target
connection. The following points should also be noted:

1.

iSCSI target configuration cannot be affected unless the iSCSI target service is
running.

When exporting targets to Vmware ESX, if the VMware management network is
on a different IP subnet from the VMKernel / switch network, both networks
must be enabled for network ACL before the iSCSI target can be accessed from
the VMware initiator.

An iSCSI target with LUNs mapped cannot be deleted. In order to delete an
iSCSI target, you must first unmap all LUNs mapped to that target.

When troubleshooting performance issues, ensure that Ethernet frame size
(MTU) settings are identical on the initiator and the Openfiler appliance network
interface.

When setting CHAP passkeys, ensure that the password entry is at least 12 and
less than or equal to 16 characters.

11.2.3 CIFS Share Access

When trying to debug client access problems to CIFS shares, use the following
guidelines:

1.

2.

Ensure that a primary group has been set for the share.

Set a unique override for the share name as the automatically generated unique
name — which is a concatenation of the directory names that make up the
filesystem path to the share — could cause file access paths to exceed 255
characters.

Ensure that the client is on a network that has been configured for access to the
share in the network ACL section for the share.

Ensure that the UID on the client trying to access the share is within a group with
access rights to the share.

Rebooting the client may be necessary before it can access the CIFS share(s) for
the first time.
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